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The European Data Protection Board

RN T — 2R E R R

Having regard to Article 70 (1)(e) of the Regulation 2016/679/EU of the European Parliament

and of the Council of 27 April 2016 on the protection of natural persons with regard to the

processing of personal data and on the free movement of such data, and repealing Directive

95/46/EC, (hereinafter

“GDPR"),

ENT —Z DERNERE T 25 HRANDOREIZET 5, KON, £OT —F2OHHARBIRIZET 5,
N, F54 95/46/EC ZFE LT 2RNGES M OB F R0 2016 £ 4 J 27 HOHBII(EU)

2016/679/EU (LL T, [GDPR VM), ) DF 70 S:(1)(e) &5 EL .

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof,
as amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 20182,
2018 /-7 H 6 H® EEA J[AZEZOUE No 154/2018 IZLVEIESC EEA B E 1, FFIC
ZDfEE XI M OZ DO EE 37 2B [EL

Having regard to Article 12 and Article 22 of its Rules of Procedure,
ZOFRMAIOHE 12 ZROH 22 FEBELT,

Having regard to the Article 29 Working Party Guidelines on consent under Regulation
2016/679, WP259 rev.01,

HiHI 2016/679 (23 S<RIEICBE T 55 29 SAEEM ST ART A, WP259 rev.01 =& JEL T,

HAS ADOPTED THE FOLLOWING GUIDELINES

T DIARTGA L IR LTz,
0 PREFACE
Fr-3C

On 10 April 2018 the Article 29 Working Party adopted its Guidelines on consent under

1 References to “Member States” made throughout this document should be understood as references to

“EEA Member States”.
KHTAF T4 vicsnT, DINEE] w5 RFZ, TEEA IBEE] LT Z 30,
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Regulation 2016/679 (WP259.01), which were endorsed by the European Data Protection
Board (hereinafter “EDPB”) at its first Plenary meeting. This document is a slightly updated
version of those Guidelines.

Any reference to the WP29 Guidelines on consent (WP259 rev.01) should from now on be
interpreted as a reference to these guidelines.

2018 4 4 H 10 H. 55 29 SEEM=T. B 2016/679 (ZEASKFEICETOHART A
(WP259.01) ZH4R L . BN 7 — 2 {782 B2 (LURTEDPB)) D% 1 Bl THARRS Lz, K
SCGEIL, 2D HARTA L —EEHLT-b D THD,

WP29 [FlZIZBIF 20 AR T A2 (WP259 rev.01) ~D E Jeid, Atk KAART AL ~DF Mo i
WNENDETHD,

The EDPB has noticed that there was a need for further clarifications, specifically regarding
two questions:
1  The validity of consent provided by the data subject when interacting with so-called
“cookie walls”;
2 The example 16 on scrolling and consent.
EDPB (%, $7IZRD 2 SDOERHCEL T, LD LB THDHZ LK,
1 Wbd[7yF—r4r—/ /L EHAERMNT BT — 2 ERICE > THE XN RIED
BT ONT
2 U7 HAMNIBIDLAZE— /L EREIZE T 556 16

The paragraphs concerning these two issues have been revised and updated, while the rest
of the document was left unchanged, except for editorial changes. The revision concerns,
more specifically:

*  Section on Conditionality (paragraphs 38 - 41).
*  Section on_Unambiguous indication of wishes (paragraph 86)

ZhbHo 2 SOBBICEET D77 77 1TUGETS L, BRHINIZD, ik EOEEEABRE ASE
DI DI EEZIN TN, AEOSGETIE, IV BRI FICE 3250 TH D,

o FMftERDRIIar (RF5T7 38-41)

o BERSEPERLCEEFRO® v ar (5757 86)
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1 Introduction
IZUHIZ

1. These Guidelines provide a thorough analysis of the notion of consent in Regulation

2016/679, the General Data Protection Regulation (hereafter: GDPR). The concept of
consent as used in the Data Protection Directive (hereafter: Directive 95/46/EC) and in
the e-Privacy Directive to date, has evolved. The GDPR provides further clarification and
specification of the requirements for obtaining and demonstrating valid consent. These
Guidelines focus on these changes, providing practical guidance to ensure compliance
with the GDPR and building upon the Article 29 Working Party Opinion 15/2011 on
consent. The obligation is on controllers to innovate to find new solutions that operate
within the parameters of the law and better support the protection of personal data and
the interests of data subjects.
ZDHTART A%, #LH] 2016/679, 7726, — T —Z{R#EHLHI (General Data
Protection Regulation) (UL T, GDPR &3°%) 123517 2 [RIBE OBEEIC DUV CREM7A /o AT A 42
4%, ZhETF —#{%#F54 (Data Protection Directive: 545 95/46/EC) & e 77 A\
> —¥54 (e-Privacy Directive) Tt SN 7= X072 R B O &I 2L T 5, GDPR 284
e REEZBSGLEENE R TToO OB NS ZSHMLLEFE(LLIZ 72D Th D, Z0D
HARTGAANTZEILTEGICE R ZH T, 5 29 FMEETSFEICET5E R 15/2011 # 1+
BIZL T, GDPR #5FA MRS 272D DEHRIIRATA S o A% 4l d 2, VRO HIPHN TiE
M BANT =2 DRELT —Z EAROF R 2 K0 RLSEHE T 87/ Rk iz JaZL
BATLEEN, FHE RSN,

2. Consent remains one of six lawful bases to process personal data, as listed in Article 6

of the GDPR.2 When initiating activities that involve processing of personal data, a
controller must always take time to consider what would be the appropriate lawful ground
for the envisaged processing.
[ 1L, GDPR % 6 5= 2IZHNESNHINC ARKREL TE AT —FZ B 725D D 6 DDk
HIRRILD — DT D, AT —Z OB N LIEEZ G328 5 . BEE IXF I,
FE SN BN & T B2 ERRBLMAT D2 5 2 D72 D IR R 2 F 172 iuiT7e bl
[N

2 Article 9 GDPR provides a list of possible exemptions to the ban on processing special categories of data. One of the
exemptions listed is the situation where the data subject provides explicit consent to the use of this data.

GDPR % 9 eld. Rl O 7 — 2 DN OZE RIS LTHY 5 2615 D Y 2 F 2 ED T2, 1T
NP D—21F, T =2 EESZ DT — ZFIHICO TR FE Z it 3 2 R TdH 2,
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Generally, consent can only be an appropriate lawful basis if a data subject is offered
control and is offered a genuine choice with regard to accepting or declining the terms
offered or declining them without detriment. When asking for consent, a controller has
the duty to assess whether it will meet all the requirements to obtain valid consent. If
obtained in full compliance with the GDPR, consent is a tool that gives data subjects
control over whether or not personal data concerning them will be processed. If not, the
data subject’s control becomes illusory and consent will be an invalid basis for
processing, rendering the processing activity unlawful.3

— KA, FEIR, 7 —F EED B OREZ T TE | RSN R 2 KGE T 00 ES
T OO IEIL DR EI, UIAFRE 2D TITHER TE LGB DA, IR IER
RAILLT20H%, [FEZRODES, EHE L, ARRFEBE/LZODEMFOETEH LT
WHINEINE T 5B A FF O, [AEIX. GDPR Z5ERIHESFL TERL5 A, BAT
—ZBEARONDINEI DN DWW T O ZELHERE 7T —F EIRICE R DY — /v &8 D, 95T
FAUT, T F EERO MR LA THY, FEIZIROOT2D DA ZARILE 2B
HUARAT 2 2 BT T2 3,

The existing Article 29 Working Party (WP29) Opinions on consent* remain relevant,
where consistent with the new legal framework, as the GDPR codifies existing WP29
guidance and general good practice and most of the key elements of consent remain
the same under the GDPR. Therefore, in this document, the EDPB expands upon and
completes earlier Article 29 Working Party Opinions on specific topics that include
reference to consent under Directive 95/46/EC, rather than replacing them.
5529 RMEEMEOINETORBICETLER AITMKAREL TEHE THS, GDPR (15 29
FEEHRDINETDHALX L AE—RHIRLELVVEITZ UL LTZb D THY, FRED
FHEREFEDIZLEAED GDPR THIAIL Th LT THD, Lizhi> T, ALEHIL, EDPB 73,
B4 95/46/EC |ZBITHRIEAEIMZ DD TII/RLKB B LTHH7HHY ., FFEDI Y7 A
(ZBI DI NETOR 29 RIEEH B RLILRLAITET 2b D THD,

8 See also Article 29 Working Party Opinion 15/2011 on the definition of consent (WP 187), pp. 6-8, and/or Opinion
06/2014 on the notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC (WP 217), pp.
9,10, 13 and 14.

[55 29 S&fFET A FEOERICBIT 2 B R 152011) (WP187). 6~8 H. KU/ 7= T[54 95/46/EC 55 7
%0 L TOBEEE DY MR OMESICEET 2B R 062014) (WP217), 9 H, 10 H, 13 H, 14 HZH,
4 Most notably, Opinion 15/2011 on the definition of consent (WP 187).
Fric, TREOERICET 2 A 152011 (WP187)
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As the WP29 stated in its Opinion 15/2011 on the definition on consent, inviting people
to accept a data processing operation should be subject to rigorous requirements, since
it concerns the fundamental rights of data subjects and the controller wishes to engage
in a processing operation that would be unlawful without the data subject’s consent.>
The crucial role of consent is underlined by Articles 7 and 8 of the Charter of
Fundamental Rights of the European Union. Furthermore, obtaining consent also does
not negate or in any way diminish the controller's obligations to observe the principles
of processing enshrined in the GDPR, especially Article 5 of the GDPR with regard to
fairness, necessity and proportionality, as well as data quality. Even if the processing of
personal data is based on consent of the data subject, this would not legitimise collection
of data, which is not necessary in relation to a specified purpose of processing and be
fundamentally unfair.b

55 29 AT RN, [MEOERITOWVTORE A 15/2011 Tl ~72J512, 7 — X OHlE
BIET — 2 EIROIEAR NMEICBIFRL, EEENT —F EIROFE B L TIEEL R 5 H
WEBEITHELELLOTHDIND, T —F OB EL & N2 \RHES L5 AT, Hi
REMRHED RETHD O, [AEOEEREENIRNE S FAMEETS 7 5K OE 8 &
LA THD, SHIZ, [AEASHZL1E. GDPR IZEDDEAR OO KR, FRio, ANEME, 4
T HeBEE T — 2 OBEIZE 5 GDPR % 5 48P 57 OFHE OEK L, Hxh
ELXUTFHD DB D TIER W AN T —Z DEARNR T —F ERDFE EIZ DN TnDHEL
Th, ZOREI, BURW OO FFES IV B LT TR\ T — X OIUEL IE4{bH7,
IR ARIC AR AIETHS 8,

Meanwhile, the EDPB is aware of the review of the ePrivacy Directive (2002/58/EC).
The notion of consent in the draft ePrivacy Regulation remains linked to the notion of
consent in the GDPR.” Organisations are likely to need consent under the ePrivacy
instrument for most online marketing messages or marketing calls, and online tracking
methods including by the use of cookies or apps or other software. The EDPB has

already provided recommendations and guidance to the European legislator on the

5 Opinion 15/2011, page on the definition of consent (WP 187), p. 8
[AEoERICBIT 2 B A 152011) (WP187) 8 K

6 See also Opinion 15/2011 on the definition of consent (WP 187), and Article 5 GDPR.
(RAEOERICHEST 2 EH 152011 ) (WP187) U GDPR % 5 51,

7 According to Article 9 of the proposed ePrivacy Regulation, the definition of and the conditions for consent provided
for in Articles 4(11) and Article 7 of the GDPR apply.

e 7ITANY —HAIRE 9FLITIIE, GDPRE 45 (11) MUPETLRICED LN TV ARBEDER LS
EAEH I NS,
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Proposal for a Regulation on ePrivacy.®

—7J7, EDPB 1% e 7743y — 545 (2002/58/EC) D FLE LZ EikL T D, e TTA /30—
FHIRIZHB T 2R EOBERIT. GDPR ORIEOHEEELEIRL TNDTeH ThHDH 7, 1FEALED
FTA =TT AT DAY= =TT D, E LTy —XAXT TV
—ar ORI IO Y T T =T ILE Db D& G A v T AL DBBFFIEIC DWW T, i
kL, e TIANY—HIEDOLETRIEZLEEL T H A REMED VY, EDPB [ ZRRMN DSiESH
(XL, e FIAN—HHRAIRICET OIS LA X A3 TITIRHL TS &,

With regard to the existing e-Privacy Directive, the EDPB notes that references to the
repealed Directive 95/46/EC shall be construed as references to the GDPR.® This also
applies to references to consent in the current Directive 2002/58/EC, as the ePrivacy
Regulation will not (yet) be in force from 25 May 2018. According to Article 95 GDPR,
additional obligations in relation to processing in connection with the provision of publicly
available electronic communications services in public communication networks shall
not be imposed insofar the e-Privacy Directive imposes specific obligations with the
same objective. The EDPB notes that the requirements for consent under the GDPR are
not considered to be an ‘additional obligation’, but rather as preconditions for lawful
processing. Therefore, the GDPR conditions for obtaining valid consent are applicable
in situations falling within the scope of the e-Privacy Directive.

BEfFD e 74— HICBAL T, EDPB 1%, BEILS A1 95/46/EC ~D &N
GDPR ~DOZMREMRESNDZLEATE TS 9 2018 4 5 H 25 Anb e 7T/ 3 —Hill
NEFESAVLWGE | ZHUTHAEDOFES 2002/58/EC I BT D RIE~OZRIZH#EH S D,
GDPR % 95 §:ICLAUE, e 7 IA 3 — a0 FHU A a7 Rl O R B 23R T BRY, A
RIAB(E Ay MY — 7281 DARAH v Re72 B 15— B AD#2fik & B 9~ 2 Kl v &
BRI 2B NAR R B5IL, SRS 72, L L EDPB X, GDPR D% & TOR B O E/RILE
N7 2855 1 TlE7e<, LLABEER RO ORHERF THLEEALNTWDHILEMEFT
o L3> TC, AR [RAEESD1-0D GDPR O&ME, e 7T/ — S O#PHNIC
HORBUTH I TED,

2 CONSENT IN ARTICLE 4(11) OF THE GDPR
GDPR#4%(11)Ic 51 AR i

8 See EDPB statement on ePrivacy — 25/05/2018 and EDPB statement 3/2019 on an ePrivacy regulation.
EDPB O ePrivacy ICB 9 % A0 —25/05/2018 & ePrivacy ##iCBH$ 2 EDPB DO 3/2019 % Z1H,
% See Article 94 GDPR.
GDPR % 94 5% 2,
adopted 10
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8. Article 4(11) of the GDPR defines consent as: “any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement
or by a clear affirmative action, signifies agreement to the processing of personal data

relating to him or her.”

GDPR % 4 & (1) I3LL FOIDCABEERL D, [ AAIIZG2 50, HESK, 5017
ZiHe [ TD, FOETIZ0, F B EROERDZFEEHR L, THUL>T, 7=t
AT, F OB R I IR TEREITTT 2020, H 51 BIE TSN 7 —Z DI D]
EHEXKY T 58D

9. The basic concept of consent remains similar to that under the Directive 95/46/EC and
consent is one of the lawful grounds on which personal data processing has to be based,
pursuant to Article 6 of the GDPR.1° Besides the amended definition in Article 4(11), the
GDPR provides additional guidance in Article 7 and in recitals 32, 33, 42, and 43 as to
how the controller must act to comply with the main elements of the consent requirement.
71 D AR B AT FE S 95/46/EC DF FUZHELIL, FIE X, GDPR % 6 51280, AT
—Z DI EEREIZ L 22T FUT/2 DR ERIRILO —>TH 5 10, 5 4 5 (1) IZBI1THE
ESNIZERDITNIT, GDPR 1L, BHERRIEE MO EEARERIILIZRN > TEDIIIC
ITEILZ20F 7B ) BAL T8 7 SR R OVAITSCHS 32 3H, 25 33 JH, % 42 TH, 5 43 1A
BV TBIMBYR AT A X o AR L TVD,

10" Consent was defined in Directive 95/46/EC as “any freely given specific and informed indication of his wishes by
which the data subject signifies his agreement to personal data relating to him being processed” which must be
‘unambiguously given’ in order to make the processing of personal data legitimate (Article 7(a) of Directive 95/46/EC)).
See WP29 Opinion 15/2011 on the definition of consent (WP 187) for examples on the appropriateness of consent as
lawful basis. In this Opinion, WP29 has provided guidance to distinguish where consent is an appropriate lawful basis
from those where relying on the legitimate interest ground (perhaps with an opportunity to opt out) is sufficient or a
contractual relation would be recommended. See also WP29 Opinion 06/2014, paragraph 111.1.2, p. 14 and further.
Explicit consent is also one of the exemptions to the prohibition on the processing of special categories of data: See
Article 9 GDPR.

FEIZ, 88 95/M46/EC i<W, [ F— X ZHhPHCICHT SN 7 — % BRRDbI S & & ~D[E % K
WG &S EIcd o T, ARIC L SNEFFEDD O ICIFHRE RS 17 [ TOEEZR (any freely given
specific and informed indication of his wishes by which the data subject signifies his agreement to personal data relating

to him being processed) T®H V. AT —Z OEF Wi EkeE 75720 [FHAK ARG 25 1]
(unambiguously given) 7 FHiEZm bV e EFRINSZ (F 75 (@), ENERL L CoFEZLEIC
LT, 72& 213, [FEOERICET 2 WP29 O R 152011 (WP 187) &, 5 29 &MEEH 213,
ZOEROPC, FEESHEYIENRILTSH 215468, EYLFZRORM (325 A 777 oS
b 0) ~DIRPD 3 TH L KBRS EID b N A EA L # XK 2 fEHARL T3, 725295
T2 D [ER 06/2014) 14 HNZ 277 7 1112 2, BRI ZFERE S Rl AEEO 7 — 2 o ik
WICBET 2L DfIsD—>TH B, GDPR 5 9 L5,
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10. Finally, the inclusion of specific provisions and recitals on the withdrawal of consent
confirms that consent should be a reversible decision and that there remains a degree
of control on the side of the data subject.

B RIE ORENC DUV TORE D HLE K OFIT & AT Z &1L, [FE DM /T REZR
WrCHDLRETHY, Flo, 7 —F EROMNZ—EFLE O ZEAERDP RSN TWD T AR
FTEHHDLIRH> TN,

3 ELEMENTS OF VALID CONSENT
A NIRRT DB

11. Article 4(11) of the GDPR stipulates that consent of the data subject means any:
GDPR % 4 5 (1D 137 —# HRDRENP U FOBEWEZ G THLEED TUD,

* freely given,
HHICHEZbND

*  specific,
FrEShTWVD

* informed and
HZZ T TS, 22D

* unambiguous indication of the data subject's wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreement to the processing of
personal data relating to him or her.
A CII W, 7T =2 EROZEROFRREZEKRL, £HUCL-> T, 7 —F EEDBZD
PR SV 3 B B AT 251280 . B HZBET DN T — 2 OB D[R B2 F
THHD

12. In the sections below, it is analysed to what extent the wording of Article 4(11) requires
controllers to change their consent requests/forms, in order to ensure compliance with
the GDPR.11

1 For guidance with regard to ongoing processing activities based on consent in Directive 95/46, see chapter 7 of this
document and recital 171 of the GDPR.

adopted 12
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PLFOHEiTIE, GDPR OEAFAFERTA7-012, &6 4 (1) OTEWNVEBE IR T, [
BOERERELEDOREEFTHITRKD TODNESITTS 1,

3.1 Free / freely given1?
B / BRIZEZHH?

13. The element “free” implies real choice and control for data subjects. As a general rule,
the GDPR prescribes that if the data subject has no real choice, feels compelled to
consent or will endure negative consequences if they do not consent, then consent will
not be valid.13 If consent is bundled up as a non-negotiable part of terms and conditions
it is presumed not to have been freely given. Accordingly, consent will not be considered
to be free if the data subject is unable to refuse or withdraw his or her consent without
detriment.* The notion of imbalance between the controller and the data subject is also
taken into consideration by the GDPR.

TH B ORI, 7 —F ERICEORINE ZRHERNHDLZ L ERL TWD, — KAV
—/LELT, GDPR 1%, 74 EEDEDOEREE T, FMELRHISNIZEE S, T, [F
BELRTIUIR T T 47 72 FACE T 5L 57201, [REIZA R TIERWEHEL T
% B, FENEEREORBTERN L TEEOLNTWDYE, ZAUTABIZE 2D

64 95/46/EC 1< 35 1F 2 [ARICE D W 7o HRGTHY = R VISR 2 7 A4 &2 v 200w Tid, ACEHSE 7T 8ER U
GDPR HI3CE 171 HE M,

12 In several opinions, the Article 29 Working Party has explored the limits of consent in situations where it cannot be
freely given. This was notably the case in its Opinion 15/2011 on the definition of consent (WP 187), Working
Document on the processing of personal data relating to health in electronic health records (WP 131), Opinion 8/2001
on the processing of personal data in the employment context (WP48), and Second opinion 4/2009 on processing of
data by the World Anti-Doping Agency (WADA) (International Standard for the Protection of Privacy and Personal
Information, on related provisions of the WADA Code and on other privacy issues in the context of the fight against
doping in sport by WADA and (national) anti-doping organizations (WP 162).

#5129 ZEREHR I, 20w 2roFRoh T, AEAHBRICEGZoNRWRIICE T 5 FAEORA %
NTE e, ZHIFFrC, FEICBT 28R 152011 (WP187), BWF MR T 2 AT — £ Dl
BT ET—F v F¥a v b (WPBD, B2 Y727 A ik 2HANT — 2 oMk icBl
355 82001 (WP48), A7 v 5 - F—v v 7B (World Anti-Doping Agency : WADA) D7 — X D
Hl o B9 2 55 R FL 4/2009 (WP162) (WADA Code @ BEEHRIE ., Il NI WADA XU (REEWN) 7
VI F—EVIZHBIC K AR =YD P - SE T a0 ary T2 A MNCET B Z Dm0 T T4
N =IO WTD T T A Ny — LN O R ICBE S 2 EEREHE) 1< T3 E 2,

183 See Opinion 15/2011 on the definition of consent (WP187), p. 12.
FEOERICBIT 2 152011 (WPI87) 12 HZHE,

14 See Recitals 42, 43 GDPR and WP29 Opinion 15/2011 on the definition of consent, adopted on 13 July 2011,
(WP187), p. 12.

GDPR HiXCEE 42 T, 43 THKX 2011 7 H 13 HEIR D 29 ZRAFHEH B L 2ABEOERICET 2 ER
152011 (WP187) %#ZM,
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14.

NIZHLDOLITIBRRENRN, LIZ- T FEIX, T — 2 EENA RS2 S TIC R B S
LA CER WG AT, HHE THAHEIIARIIRN ¥, FHE LT — 2 TFIRO D
R OREAL . GDPR IZE > TEEIILTUVWA,

When assessing whether consent is freely given, one should also take into account the
specific situation of tying consent into contracts or the provision of a service as described
in Article 7(4). Article 7(4) has been drafted in a non-exhaustive fashion by the words
“inter alia”, meaning that there may be a range of other situations, which are caught by
this provision. In general terms, any element of inappropriate pressure or influence upon
the data subject (which may be manifested in many different ways) which prevents a
data subject from exercising their free will, shall render the consent invalid.

R H BT 2B TODNEIDEFM§DEITIE, 57 4 (4) ITBRESNTWDEDIZ,
[ B LAY —E AR A FE OO TODRFE DRI B E T XETHD, 5 7 &£ @4) 1L,
COBEIZ L TR SN DS EE ERMMORINDH DS LRI e BT DRI &
WO HREE WD ZEIC Lo T FEREFNH DI THESN TV, —IRINICEZIX, 7—4
FRD A MR BEEDITHEE YT 2 (ZLDRRST-HIETRTIEDTED) 7 —F FRITH
THANEEN 2 AT B OERL, FEZE LT DD THD,

15.

Example 1: A mobile app for photo editing asks its users to have their GPS localisation
activated for the use of its services. The app also tells its users it will use the collected
data for behavioural advertising purposes. Neither geolocalisation or online behavioural
advertising are necessary for the provision of the photo editing service and go beyond
the delivery of the core service provided. Since users cannot use the app without
consenting to these purposes, the consent cannot be considered as being freely given.
P 1: HOBEEIREDENAN T TVR, ZOYP—EZFA DDA —HF =T LT
GPS DOfEIEREAIMETDHINRD TCWD, ZOT FNITENSY —F T4 T IR EDT=
DIZ, WEEESN= T — 2 2R 22— — Iz THWD, MLEIFHRLA T DITH)
Z—=T AT IRES, BgRE Y —EADRAIIMETIH L RtSh o LrZe Y —E
AZADEUE DHEIFAZHEZ TS, 22— P —1IT5L7 BT L CRIELRIFIUXT 7 U4 A
TERWZDIZ, ZOREITHRICEZDNDEHILTIENTERN,

3.1.1 Imbalance of power

HOF i

adopted 14

]

14




16. Recital 43%5clearly indicates that it is unlikely that public authorities can rely on consent
for processing as whenever the controller is a public authority, there is often a clear
imbalance of power in the relationship between the controller and the data subject. It is
also clear in most cases that the data subject will have no realistic alternatives to
accepting the processing (terms) of this controller. The EDPB considers that there are
other lawful bases that are, in principle, more appropriate to the activity of public

authorities.16

RISCES 43 TH 15 1%, BEE DA THAGA T IC, BEE LT —¥ EIRORGR
:%ﬁ%fxﬁwm’a@ms FUIEH D760, 2HIBEERIE, B NS\, AEICKILTE
272N EE ISR EL QD FRIZEA L OLA . LN, T—F EIRIE, 2HLEE
f%%‘@ﬁwzb V(SRR Z2AGET D2 LR DD BIENR R E A Fi= 72\, EDPB 1%, fthodiki)
RILDBHY | EAHOIRILAY, FEARANT, AR DTEENZLVE Y ThHEE X TD 18,

17. Without prejudice to these general considerations, the use of consent as a lawful basis
for data processing by public authorities is not totally excluded under the legal framework
of the GDPR. The following examples show that the use of consent can be appropriate
under certain circumstances.

LT — 72 BT T A ENRTAUR, AHIREBIC L DT —Z DB OIERI AR L
LCREZFIMT5ZE1%, GDPR DIERIFALIZIB VT, 2EAIZHERRSILTWD DT Tk
720, IROERFNZL, RIEOF A —E DRI TITE L L7209 52 2R TND,

18. Example 2: A local municipality is planning road maintenance works. As the road works
may disrupt traffic for a long time, the municipality offers its citizens the opportunity to
subscribe to an email list to receive updates on the progress of the works and on
expected delays. The municipality makes clear that there is no obligation to participate
and asks for consent to use email addresses for this (exclusive) purpose. Citizens that

do not consent will not miss out on any core service of the municipality or the exercise

15 Recital 43 GDPR states: “In order to ensure that consent is freely given, consent should not provide a valid legal
ground for the processing of personal data in a specific case where there is a clear imbalance between the data subject
and the controller, in particular where the controller is a public authority and it is therefore unlikely that consent was
freely given in all the circumstances of that specific situation. (...)”

GDPR RiSCES 43 THIZ, [[HEDFEHLICEZ 6B & FHIRT BLE0IC, F—XITMhE EHE E ORI
LG DT T 3 TG B8, FFIC, EPEEDPLNIEER TH S 55 T, ENWZ I, HE LI DEM
DOBRT, HEFHBICGZ S5E BJFEMESIE L 5% L Ficit, €DFEG, AT —% 2K 5 70
DERN e FHIRIZ FEHET B DEIX % 540, LT W3,

16 See Article 6 GDPR, notably paragraphs (1c) and (1e).

GDPR %5 6 4. Fric(lo) kU (le) & S8
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of any right, so they are able to give or refuse their consent to this use of data freely. All
information on the road works will also be available on the municipality’s website.
F 2: HAHTHETATDNE R OHfE THEEZFHEL TWD, 1B THITREMICE > TR
ZELTOELIVRWZD ZOHETAIIERIZH LT, THEOESZL TSNS THO
FEIUZOWTORIIEREZ T ENDA—Y T UAND B GFES Z 1M T2, ZOTHITAHE
BINT DG DRNZEEABINILT, 232, 2O (ME—D) BRIDTDIZA— /LT RL A%
FHTLZLICOWTREEZRD D, FELRVDLLEN- T ERIL, fifTHo=7 - —8

I OMEFIITEE DR Z KD TIIRV, 2O ERIZZOT —FFIAICH HIC
FIBL IS §HIENTED, B LHICHAT 22 TORERIT, £OHITH O =744
FCHRIHTELIZH TH D,

19. Example 3: An individual who owns land needs certain permits from both her local
municipality and from the provincial government under which the municipality resides.
Both public bodies require the same information for issuing their permit, but are not
accessing each other’s databases. Therefore, both ask for the same information and the
land owner sends out her details to both public bodies. The municipality and the
provincial authority ask for her consent to merge the files, to avoid duplicate procedures
and correspondence. Both public bodies ensure that this is optional and that the permit
requests will still be processed separately if she decides not to consent to the merger of
her data. The land owner is able to give consent to the authorities for the purpose of
merging the files freely.

1 3: HHIZFTA AN, BTEEN R T DIRDOM TN DNDFF AN LETH
Do T 17 DINHIBEBIIFT AT DFAT DT DICRICIERE LEL T DM, AVDT —F_N—Z70
BB TOR, 2072, WG RICHERE KO D720 Z 0 L HFTA & 13 7 DTS
FEMZR T A AT D, TR, E%’Eﬁ“é%’iﬁ&i_%%%lﬁliﬂiﬁféf:&’)\ FHOHMEALITIF
BARDD, W5 OFPNE, THNRIREITHY, T HEEIL, 7 — 2R bicFELZ2W
k?é%’a\f“% 72 BEBNC FHE 05 Al H ’C“?P)é’&%bﬁ{%ﬁ“é L= TEO T HIFT A X
HOME BRIDTZDIZ, BHHICFEETONEIDNERDLIENTED,

20. Example 4: A public school asks students for consent to use their photographs in a
printed student magazine. Consent in these situations would be a genuine choice as
long as students will not be denied education or services and could refuse the use of

these photographs without any detriment.1’

17 For the purposes of this example, a public school means a publically funded school or any educational facility that
qualifies as a public authority or body by national law.
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B 4 AL EGE A OEIRIES I AEFE D B HZFI I3 27 A EZ KD D, /D

HE NIF OOV —E 2B ERENT, F-AHRE WL LR UICEER|HZHES T
BERY ZOMRI TOIRIE TR /25 17,

21. An imbalance of power also occurs in the employment context.® Given the
dependency that results from the employer/employee relationship, it is unlikely that the
data subject is able to deny his/her employer consent to data processing without
experiencing the fear or real risk of detrimental effects as a result of a refusal. It is unlikely
that an employee would be able to respond freely to a request for consent from his/her
employer to, for example, activate monitoring systems such as camera observation in a
workplace, or to fill out assessment forms, without feeling any pressure to
consent.®Therefore, the EDPB deems it problematic for employers to process personal
data of current or future employees on the basis of consent as it is unlikely to be freely
given. For the majority of such data processing at work, the lawful basis cannot and
should not be the consent of the employees (Article 6(1)(a)) due to the nature of the
relationship between employer and employee.?°
HORE L. BRAORTHAELD 18, FERRNLAEL LW EBRZ AR TR, 7
—Z ERL, FEHEGOM R LU TR 22T DM L2 OBLERY A 287712,
JEF TR L T —F DB HOWTORIEZ L TED ATREMEITR, 72& 21X, ST
DERHIAT DI 10E =LY 7 AT ZEANZOWT, JRHE PO DRIEEEIC, 6 R
25 B BZKRHS LR DD [RIEE A 23712, BB RO~ 2 B2 5 rREE AL
W19, LT2ido T 5 29 RAEZERIRIE. B HIZEE TEDREMENDIRNZLn b, [AEE

COHEFITIE, ALERIZENZEIC XY AFEBISUIEIE & 3 AR RO E T EE gk & K L
TWw3,

18 See also Article 88 GDPR, where the need for protection of the specific interests of employees is emphasised and a
possibility for derogations in Member State law is created. See also Recital 155

PEEE ORR R FiE O REO LB TR X, MBE~DORT ORISR T LN TV E 7 —ZicDon
Tik, GDPR %5 88 53 &M, RiSCE 155 HH D &,

19 See Opinion 15/2011 on the definition of consent (WP 187), pp. 12-14 , Opinion 8/2001 on the processing of
personal data in the employment context (WP 48), Chapter 10, Working document on the surveillance of electronic
communications in the workplace (WP 55), paragraph 4.2 and Opinion 2/2017 on data processing at work (WP 249),
paragraph 6.2.

529 XMEETEOREDERICE T 2ER 152011 (WP187) 12~14 H, EAOXRIcHF AT — £
OB ICEIT 2 E R 82001 (WP48) %4 10 =, Bc B I 2B FRAE0ERICHT 27 —F v 2/ - F ¥
2 X v+ (WPsS) 5 4.2 fili, BIBICs T 27— 2 ok IcBId 2 A 22017 (WP249) 26 6. 2 fiik S
H,

20 See Opinion 2/2017 on data processing at work, page 6-7

WGic BT 37 — 2 ORIk ICEET 2 B A 2/2017 (WP249) 6~7 H % S,
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22.

FRPLE U CHIUAE UL DU B DB N T — 2 2 E DA Z S IIRERH D45 2
%, W COZI LT T — X DB O KZHITHOWT, /B LR HFE OBIROMEND,
B DORIBAENBILLTAZ LT XL, T2 T _RETIHAWV(F 6 5 (1a) ) 20,

However this does not mean that employers can never rely on consent as a lawful basis
for processing. There may be situations when it is possible for the employer to
demonstrate that consent actually is freely given. Given the imbalance of power between
an employer and its staff members, employees can only give free consent in exceptional
circumstances, when it will have no adverse consequences at all whether or not they

give consent.2!

LU ZAUTE B DB OIERRILE L CRIB IR IL T 52 s TE/rne )y 2l
ZEHRLTOWDDIT T, RAENEE EFARICEZONTWDLIEE R T ZENTEDIR
MABHHE LR, JEAHE EEEB OB O N ORI NHHELTH, FEEG250E
DI DB T B ALY 2B TELIR VIS ZR R Th UL, ZDOWRBUICIR- T, ¢
EBITABICAEBEEZ X DZENRTED 2,

23.

Example 5: Afilm crew is going to be filming in a certain part of an office. The employer
asks all the employees who sit in that area for their consent to be filmed, as they may
appear in the background of the video. Those who do not want to be filmed are not
penalised in any way but instead are given equivalent desks elsewhere in the building
for the duration of the filming.
F) 5: H HBREHIED 7V —DF T A AD—E CTEREIZREE T 5, A7 A%b O A1
ﬁé%aﬂﬂﬂ%{%@j“a ZEDNB LR R T2 YT IS TVDH4E T@fﬂé%ﬁ
HAZOWTCORIEZRD D, BNV EITEAZZT T, 2ot b
DIZ, BEIDIEDDOE ZNCRIHZD T 27 B35k T HD,

24.

Imbalances of power are not limited to public authorities and employers, they may also
occur in other situations. As highlighted by the WP29 in several Opinions, consent can
only be valid if the data subject is able to exercise a real choice, and there is no risk of
deception, intimidation, coercion or significant negative consequences (e.g. substantial
extra costs) if he/she does not consent. Consent will not be free in cases where there is

any element of compulsion, pressure or inability to exercise free will.

2L See also Opinion 2/2017 on data processing at work (WP249), paragraph 6.2.
WBiBIc B 27— 2 DM IC BT 2R 22017 (WP249) 55 6.2 fii & 2,
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IO, AR K O & DO FNZRRS T R THE VDD, 5 29 FRAFHEHD
RV ONOFE RO HFTEY EF72d00C, FEIE, 7 —F EERPEOFIREZITHIZENT
&, FELRWIGEICTENL, &l il XE KRR T4 7 70k R (e 213, KR&E7RB
g M) 22 F DV AT DIIRNG B DT, Ah&7209%, [AEE, mifil, £ 3L E iR
BOITEEZ R ATRRICT D EE RS LLE AT, B H TR,

3.1.2 Conditionality

Gt

25. To assess whether consent is freely given, Article 7(4) GDPR plays an important role.22

IR H HIZG 25N EIEFHET 572912, GDPR % 7 4 (4) 1X E B/ &% R
729 22

26. Article 7(4) GDPR indicates that, inter alia, the situation of “bundling” consent with
acceptance of terms or conditions, or “tying” the provision of a contract or a service to a
request for consent to process personal data that are not necessary for the performance
of that contract or service, is considered highly undesirable. If consent is given in this
situation, it is presumed to be not freely given (recital 43). Article 7(4) seeks to ensure
that the purpose of personal data processing is not disguised nor bundled with the
provision of a contract of a service for which these personal data are not necessary. In
doing so, the GDPR ensures that the processing of personal data for which consent is
sought cannot become directly or indirectly the counter-performance of a contract. The

two lawful bases for the lawful processing of personal data, i.e. consent and contract

22 Article 7(4) GDPR: “When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional on consent to the processing
of personal data that is not necessary for the performance of that contract.” See also Recital 43 GDPR, that states:
“[...] Consent is presumed not to be fireely given if it does not allow separate consent to be given to different personal
data processing operations despite it being appropriate in the individual case, or if the performance of a contract,
including the provision of a service, is dependent on the consent, despite such consent not being necessary for such
performance.”

GDPR 5575 Q) : [[AEDHIICEZ & 17EDEHDEHBIT SHE, Hic, #— XMz, 24
I DJETTIC D 7o VN 7 — Z% DIRIR 0> D] # I DJETT DR E L T B EDPIED0T, #F
AIRDZIF D DN UL 5 v | F T2 [ 04 DA ICIFFNICITE TS & & BT TH S I b 22
b oI, L SN T — FXIKREFFFICH T TIAE R SR S EPFD oL 0B, Xit, #—e XX
FIDBITDAEDICEDL I LFEFLEE L 0 DIC 20b 56T, V— X DEMHDE A F 503D
JETTHAEFEE L THB3BE, ZDL 5 4/AEI}, HHIEGZ SN DT AN EHFESTNS, ]

& FCEK L 72 GDPR HiSCER 43 TH D S,
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27.

28.

29.

cannot be merged and blurred.

GDPR % 7 & (4) 1%, Lol Mo LFREA s Gbws R, XL, 2o
JBAT ST —E ADRM M IE LI NI MEN T —F & RO 7O D[R &K 3T —E
ADFRMLEZTFEONDITHZ L) PRD TEELIRNEZ ZBNDLIEARL TS, HLIHL
TR CRIEN 52 5ND5E . UL A BICG 2 DN ST ARSI (BISCE 43 1H)
F 7 RA)IE EAT —ZOER O HIMAES AT FIBAT — 22 0L L7
KT —E AR L XS DE LR WA T 2L RO TND, TOLTWDGE
GDPR (%, [FEMRDONLMEN T —F OB B LM HH AN B2 5Ok
TRV Z TN L2 IR L CTWD, AT —Z OmEIEZR BHR D Z D OIERIIRIL, 372
bbb, REEZIAASE TERIZTEDLDOTHAR,

Compulsion to agree with the use of personal data additional to what is strictly necessary
limits data subject’s choices and stands in the way of free consent. As data protection
law is aiming at the protection of fundamental rights, an individual’s control over their
personal data is essential and there is a strong presumption that consent to the
processing of personal data that is unnecessary, cannot be seen as a mandatory
consideration in exchange for the performance of a contract or the provision of a service.
R LB AR LIS N T —Z ORI 2 K3 5 I8l 2286 . 7 —Z KD
BIRAHIRL B HRFEETe, 7 — 2 REDIEED AR O RiE2 B FEL T o
D, BOOMEANT =252 2 AOHIEIZAR AR THY, 20T RNMLEZREHNT —
Z OB D EEIL BROIEIT T —E AREDO ROV B L2 D5l &5 %
HTLTTERDENIRVHEEDFAEL TV,

Hence, whenever a request for consent is tied to the performance of a contract by the
controller, a data subject that does not wish to make his/her personal data available for
processing by the controller runs the risk to be denied services they have requested
L7eD3> T, ﬁﬁ@%ﬂiiﬁ’;@@% LRDRRIDIBITERE DT DAL TS A ITITHE T,
HFIZLDBR N DOT=OIB 3O N T — 22 ST 7=lan T — & BRI, E?klj_
—EREEENDIATERAD,

To assess whether such a situation of bundling or tying occurs, it is important to
determine what the scope of the contract is and what data would be necessary for the
performance of that contract.

HEA DO UTFE RDT ORUBEETNDEDDE TN DI2IE, RO HEIFHA M),
S ORI D JEATIC BRI T —Z 302l T 22 &N EE THD,
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30.

31.

32.

According to Opinion 06/2014 of WP29, the term “necessary for the performance of a
contract” needs to be interpreted strictly. The processing must be necessary to fulfil the
contract with each individual data subject. This may include, for example, processing the
address of the data subject so that goods purchased online can be delivered, or
processing credit card details in order to facilitate payment. In the employment context,
this ground may allow, for example, the processing of salary information and bank
account details so that wages can be paid.23There needs to be a direct and objective
link between the processing of the data and the purpose of the execution of the contract.
5529 /A2 O E L 06/2014 (& AuUT, TR DBITICRE R ) WO IS, W IR
RENDUERDHD, EOBHRNE, H % DT —F LAREDORKZ EBL 572D 1M BT
FAUTZRB2W, FHITIE, T2e2 T AV T A TIASNIZRG AL E CEDIIICT —4
FEROEFTZ RO Z L, I WA LT 2720171 Py b I —RORNF L RO 2
LG END, RFIBUMROSURTIL, ZORBUCEY, 722 20F, Bz I LN TEDHL)
29720 e G- DOIEFREHIT ABNE L D ZENFRBTEDIES) B, T —FDEHR
EEFIEAT O HRIOMNTIL, EE O EBRRER B H LN LETH D,

If a controller seeks to process personal data that are in fact necessary for the
performance of a contract, then consent is not the appropriate lawful basis.?*
EHEDKIDIBATOTZDIT RS BILE N T —F DB RO D556 FEI#E Y]
TRVERARALTII7R N 24,

Article 7(4) is only relevant where the requested data are not necessary for the
performance of the contract, (including the provision of a service), and the performance
of that contract is made conditional on the obtaining of these data on the basis of consent.
Conversely, if processing is necessary to perform the contract (including to provide a
service), then Article 7(4) does not apply.

%7 R(A)L, BERSNCT —2BRRK DT (P —E R0 F 1) ITHETR, £D
RO BTN NSO T — 2 & [ B SNTHDLZ L2 S L DA IO 2B H

23 For more information and examples, see Opinion 06/2014 on the notion of legitimate interest of the data controller
under Article 7 of Directive 95/46/EC, adopted by WP29 on 9 April 2014, p. 16-17. (WP 217).

BIMOEH & FHICOWTIE, 2014 4F 4 H 9 HICH 29 RAFHEHEIC X > TRIRE iz T4 95/46/EC ©
b &co BHHOIEY 2HGEOBEICBIT 2 H R 062014 (WP217) 16~17 HZ S,

24 The appropriate lawful basis could then be Article 6(1)(b) (contract).

Y] 7 KARIL & L TE 6 S(1)(D)DFE X 515,
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By BT BRI DJELT (I —E 2D E G T0) I ETHDH A2, 75 4)
ESTY Iy WA AN

33.

Example 6: A bank asks customers for consent to allow third parties to use their payment
details for direct marketing purposes. This processing activity is not necessary for the
performance of the contract with the customer and the delivery of ordinary bank account
services. If the customer’s refusal to consent to this processing purpose would lead to
the denial of banking services, closure of the bank account, or, depending on the case,
an increase of the fee, consent cannot be freely given.

F 6:HOHUTH, F=B NI AV I =TT 47 HDT®D | R DI EZH]
M 2L RRBIDIOBEICFBZ RO D, ZDOBARAT #13. BE I 5RKBITICH
B OHAT O EY —EZORMEITH MBI TRV, 2O B I T 2B E DR EES 2
FATH —EROER, 1T AFEEDOPAE, BE Lo T, FEROF & LIFICREI572561F
FEIXHBICEZABNLTLITIFRZ R0,

34.

35.

The choice of the legislator to highlight conditionality, amongst others, as a presumption
of a lack of freedom to consent, demonstrates that the occurrence of conditionality must
be carefully scrutinized. The term “utmost account” in Article 7(4) suggests that special
caution is needed from the controller when a contract (which could include the provision

of a service) has a request for consent to process personal data tied to it.

[FEIZOWTOHBEOKMOHEELEL T, bt FHFMEISIIEBE DN E R EH THRINE
LTCWHEWSZ LT, O FRAEPMEEICTI RGN T UL RO NI EE R L TNVD,
7 R (4) DIRKRIBBET 5] L0 LEF 1T, 26 (- ARG 52 LN TED) BEN
ZHE D Wi AT —ZZ B 12D DRI E A ER L TWODIGEIZIE, B EEED D ORI
BN MBE THHIEERIRL TS,

As the wording of Article 7(4) is not construed in an absolute manner, there might be
very limited space for cases where this conditionality would not render the consent
invalid. However, the word “presumed” in Recital 43 clearly indicates that such cases
will be highly exceptional.

5 7 5= (4) DCEDHEXTPI7RTE THRE N2 ZOSMMEN R E A Bh L L —

ADVMFAET DA TRRERI2 R ML D36 LAV, LAl RIS 43 HO THEES D

VO GBI LT —ADMD THISMN T Do Z L& BREICRIZL T D,
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36. In any event, the burden of proof in Article 7(4) is on the controller.2> This specific rule
reflects the general principle of accountability, which runs throughout the GDPR.
However, when Article 7(4) applies, it will be more difficult for the controller to prove that

consent was given freely by the data subject.26

WFIUSEL H 7 54 ICBTZERALITE A OMICHD 25, ZORHIe—/1id,
GDPR % B <GB EED — MBI AIZ SBRL TS, LinL, 5 7 £ @) BEHshblx,
[FENT —Z ERIZL>THHRIZEZ DI TWAZ A EE NFEH T 22 830> 25 8L
<722 28,

37. The controller could argue that his organisation offers data subjects genuine choice if
they were able to choose between a service that includes consenting to the use of
personal data for additional purposes on the one hand, and an equivalent service offered
by the same controller that does not involve consenting to data use for additional
purposes on the other hand. As long as there is a possibility to have the contract
performed or the contracted service delivered by this controller without consenting to the
other or additional data use in question, this means there is no longer a conditional
service. However, both services need to be genuinely equivalent.

—HIZBNT BB OO D NT —ZFHIZOWTDRIBEZ G ATZ T —E R & il
FIZHRNT, BB OO DT —4F IOV TOREE bW R USRS I LR
I TOBRIFEDOT —E RO T, 7 — X EERDPBINTEDLA L, EEE X, 20
KRR T — & BRI 2RI 2 2L TV D ERIRTEA7E59, S/ DMtho
BINOY—ERZOWTHRERLIC, ZOFHENZOZBITL UTRESN- Y —e 2%

%5 See also Article 7(1) GDPR, which states that the controller needs to demonstrate that the data subject’s agreement
was freely given.

BT T — 2 EROEENAHBRICEZONT WS Z L 2AFHT 2 4R H 2 L8 L7 GDPR 5 75 (1)
58

= /\o

% To some extent, the introduction of this paragraph is a codification of existing WP29 guidance. As described in
Opinion 15/2011, when a data subject is in a situation of dependence on the data controller — due to the nature of the
relationship or to special circumstances — there may be a strong presumption that freedom to consent is limited in such
contexts (e.g. in an employment relationship or if the collection of data is performed by a public authority). With Article
7(4) in force, it will be more difficult for the controller to prove that consent was given freely by the data subject. See:
Article 29 Working Party Opinion 15/2011 on the definition of consent (WP 187), pp. 12-17.

ZDBEDE AT TR, MIFDE 29 ZLMFEREDOHTA XV R EHBHL T35, BH 152011 Tli~72 X5
I, T — R B — BURME LA 2RI D 7230 — EBRF ICKFE L CW A RIICH 20, 25 Lizay
T AL (2 z i, BRHBGRC T — ZINERRNWEBIC X o TiTbN 2 56) TREREO A2 HIE S
NTWBMAHEEE 22 AREELH 5, H 75 4) OFEfEIc L h, BHED, F—2EKICI > CTHER
HHICGEZONTWE Z L RFIAT2DIEV o258 LA 27255, MEDERICET 2ER 152011
(WP187). 12~17 HZH,
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38.

39.

T D ATREMED DD IRY | TAIUTBITPRMAFE I —ERATRNIEZTRL THD, LAvL,
W 77 DY —E A THMAREL CTRIFETHLNL IR DD,

The EDPB considers that consent cannot be considered as freely given if a controller
argues that a choice exists between its service that includes consenting to the use of
personal data for additional purposes on the one hand, and an equivalent service offered
by a different controller on the other hand. In such a case, the freedom of choice would
be made dependent on what other market players do and whether an individual data
subject would find the other controller’'s services genuinely equivalent. It would
furthermore imply an obligation for controllers to monitor market developments to ensure
the continued validity of consent for their data processing activities, as a competitor may
alter its service at a later stage. Hence, using this argument means a consent relying on
an alternative option offered by a third party fails to comply with the GDPR, meaning that
a service provider cannot prevent data subjects from accessing a service on the basis
that they do not consent.

EHAEDN, — 2BV TEMEBOTDIE N T —Z DRI IOV TREEZ G- —E
AL MFIZIBWTERSTEIE ORI T D RIEDO T —E AOBITR IS FET 28 F
R o8 a . B 29 REEHSIT, RENHHIZEALITWDERR T ZENTERNEE
2 Do EILTr—ATIE, RO B 3, DOTSG DT LAY =Y —E2%(T5> T D)
A0, ET Ml & DT —F ERPMOEBRE OH —E AZ MR [ LE . TODENITE
FEINDIEAD, EBIZZDZ LT, BHFFENE DO —E AL H OB CEET2b Ly
Wb, T —Z DO BRFEB T DA B O A 2 EZ IR T 272012, DT —F2 14K
DG OEN A ZE =L — T DRELEDLITIRDIEAD, LTeid-> T, ZOERE{THZ LI,
= H DRI RS T L 2 UK T A IO RE A GDPR 385 L TV VR W Ak
LTWD, DFY, r—E AL, 7T —F EERRFEELRVEVSHR T, —EA~DT
JRAEP T HZEILTERNEVDZETHD,

In order for consent to be freely given, access to services and functionalities must not
be made conditional on the consent of a user to the storing of information, or gaining of
access to information already stored, in the terminal equipment of a user (so called

cookie walls)?”

27 AS

withi

clarified above, the GDPR conditions for obtaining valid consent are applicable in situations falling

n the scope of the e-Privacy Directive.
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FENEHBICEZ5NATDITT, 22— — DU RS MARE LD . T CITRES
NCOBIER~DOT 7 EATHK LT, 22—V —RFETHIEERMEEL T, P —E A0 AR
DT I BAEATH TUTRB720 (WD D7y F—T 4 —/L) 27

40.

Example 6a: A website provider puts into place a script that will block content from
being visible except for a request to accept cookies and the information about which
cookies are being set and for what purposes data will be processed. There is no
possibility to access the content without clicking on the “Accept cookies” button. Since
the data subject is not presented with a genuine choice, its consent is not freely given.
Ff] 6a: 7= TP ANTENALE —E, T —DZIF ANERE, 7oFX—OREFHR, KO
T —APUEENS H BT A MERO T, v T VYRR RENRNWI I T ey s
DAV T N E LT E . [ 7y —% 2T AN RE L Z 7Yy T LRV RY | o —HF —
YT OIT I RATHILITTERY, T —F ERICEDOBREP R RSN TNRND
YHREIZABIZEZONIZZETIFRBRN,

41.

42.

This does not constitute valid consent, as the provision of the service relies on the data
subject clicking the “Accept cookies” button. It is not presented with a genuine choice.
T = EEN X —%Z T ANDIRE 2V 7T HTEIEAFL T, P —E AR RS
NAHT0 ZAUTH B2 RE L2570, 7 —F BRI L CEOBR A -2 DTV s
VY,

3.1.3 Granularity

A service may involve multiple processing operations for more than one purpose. In such
cases, the data subjects should be free to choose which purpose they accept, rather
than having to consent to a bundle of processing purposes. In a given case, several
consents may be warranted to start offering a service, pursuant to the GDPR.

— DD —EAREHO HHDTZDIZW Db DB FEBZITIZ b D, EIHLTSE. 7
—ZERITOLELEV OB D HAJICFEE LT AURR B0 O TIERL, Eo Tkt
LTKRET 200 HHIZRIRTE LI T RETHD, HDH—ATIL, GDPR [ZL7=8

LRI LA LS IC, ARARRAE%R15 57200 GDPR D4fflL, e-Privacy #5450 #EIFMNIC H 5 1k
WCHEAI NS,
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43.

44.

ST, = 2O = R RMLZFAMET D702 HE DR EDMELINLS LIV,

Recital 43 clarifies that consent is presumed not to be freely given if the
process/procedure for obtaining consent does not allow data subjects to give separate
consent for personal data processing operations respectively (e.g. only for some
processing operations and not for others) despite it being appropriate in the individual
case. Recital 32 states, “Consent should cover all processing activities carried out for
the same purpose or purposes. When the processing has multiple purposes, consent
should be given for all of them’.

AISCH 43 THIX, REA ST me R FHn T — & RIS U TEANT — 2 OB EZ I
DN A IZRE T 52 & (T2 z X, HOBRFEH DT ORE Th-> T, DBk
BOFRE TRV ZRD THRWEEITIE, EORENME 2 D7 —RAZOWTHETITHhHE
LCh, AENHHIZEZ DI TODEIEARINRNEZ LI TS, BISCH 32 H
VX, TALE T, (AL HHID /=127 T8 2 TOIRPI T BN Z AR LRITFUTTLHL0 N TR
DD A5 DL 5, [AEITL, EAHDETDHHNSI L THZHIRITIVIZLHZ )
LR ARTND,

If the controller has conflated several purposes for processing and has not attempted to
seek separate consent for each purpose, there is a lack of freedom. This granularity is
closely related to the need of consent to be specific, as discussed in section 3.2 further
below. When data processing is done in pursuit of several purposes, the solution to
comply with the conditions for valid consent lies in granularity, i.e. the separation of these
purposes and obtaining consent for each purpose.

BRI BT 55D B A —FEL | & B I OV TENEAVEBNZ FEZ KD
JOELZRWeBIX, BHODOKRINERD, ZOREEL, LT O 3.2 HiTHRY RIF5J91T, [FE
MR ESND NEMEMEFHIBIRL TN D, T —F DEHRN AN DD H DT
ITONDGE A NRFEIE VORI MRIR R, KL, 37205 Zhbo B X,
KO BINZOWCRIEBEEZBLZEICH D,

45. Example 7: Within the same consent request a retailer asks its customers for consent to

use their data to send them marketing by email and also to share their details with other
companies within their group. This consent is not granular as there is no separate
consents for these two separate purposes, therefore the consent will not be valid. In this
case, a specific consent should be collected to send the contact details to commercial

partners. Such specific consent will be deemed valid for each partner (see also section
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3.3.1), whose identity has been provided to the data subject at the time of the collection
of his or her consent, insofar as it is sent to them for the same purpose (in this example:
a marketing purpose).

F 7: 55/ EREED, FLRBEOEROP T, HFIZ e A=V Ty =TT 471G #ME
EMAL, FlZ N —T NOMDEELEONEEZILETL2D, ZOFEIIRHL T, 7 —4
FAIZRE T 2E012KD D, ZOREZ. Z>OfERID BN 32 E % D FE TRV
DIT, FDINNRLEE L 72> TEL T, LIe> TEDRBEIZA R TRV, ZO%A ., ¥R/ S
— M —ISERE 2 R T DI, FREDRIESNES L NETHD, _ODJZDfoEfI%E/EODI—J
B, %\/\—M“— ZONWT, EDO/X—IF—DH LN T —F EARO [EE OUNERFIZ Y

T =2 E RIS LTRSS, FC B (COBITIE, ~—7 7407 BH) DIDIiT/ —h
—ITEMSNDIRY ARhE A (5 3.3.1 fib S M),

46.

47.

48.

3.1.4 Detriment

FR

The controller needs to demonstrate that it is possible to refuse or withdraw consent
without detriment (recital 42). For example, the controller needs to prove that
withdrawing consent does not lead to any costs for the data subject and thus no clear
disadvantage for those withdrawing consent.

EHFT, AL =T TICAEZESG TP CEL 22 R T BN H D (RISCE 42
H), 7z 0F, BEE X, FEOMENT —2 EROEHAHZL-LXF, Z O EHlE
W ZEOBAMEZ2 A RN RN 2R T 5L 8 %,

Other examples of detriment are deception, intimidation, coercion or significant negative
consequences if a data subject does not consent. The controller should be able to prove
that the data subject had a free or genuine choice about whether to consent and that it
was possible to withdraw consent without detriment.

MOARFEOERFNL, LT —F ERNFEREL2WGEICBIT5H, L, &, jEdl
HRBRARHT AT I8kl Cod, EHHIL "“~5{3§M<ﬁ>lﬁl HTDMEIMITOVTHREX
IFEOBBREATDIE, FIAFRZ S TIRE ORMIE D FRETHOZ AR TELH L
NTTNETHD,

If a controller is able to show that a service includes the possibility to withdraw consent

without any negative consequences e.g. without the performance of the service being
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downgraded to the detriment of the user, this may serve to show that the consent was
given freely. The GDPR does not preclude all incentives but the onus would be on the
controller to demonstrate that consent was still freely given in all the circumstances.
BHEN, 12213 —ERADBITIZONW T L —R% N Ca—H—DO ARk L7 bl -
TEAKRE 225G RZR U, [RIERURI O FTREMEA Y —E AT E FNTWDHEE BE IR T LN
TELRBIE, FAUTFREDNHBRIZEZON TNDIELZ R T DI HS D, GDPR (3H5
DHAL T AT ZHEERL TORO, [AEDNETORBUCB N TRBHBICEAbNZZ
LEFE T A EBITE HE IRINDIEAD,

49.

Example 8: When downloading a lifestyle mobile app, the app asks for consent to access
the phone’s accelerometer. This is not necessary for the app to work, but it is useful for
the controller who wishes to learn more about the movements and activity levels of its
users. When the user later revokes that consent, she finds out that the app now only
works to a limited extent. This is an example of detriment as meant in Recital 42, which
means that consent was never validly obtained (and thus, the controller needs to delete
all personal data about users’ movements collected this way).
FH 8:HDTATAGZANDENAN T TV F T a—R T8 ZOT 7 VXEFFOINH
B ~DT 7B ADTeOIZREE KD D, ZAULT TVDNEWET HDITHETIIRVAS, 22—
PF—DOBELIEHOL N ESHICFEHLIOET 57 —FEBIUIE L OB D THD, +—
PF—=DRICEDOREBEEHEIT 556, 22— —IIT7 7URRERNTLOEMEL RN LR
<, ZAUTRITLE 42 HTER T2 AFIER OB THY | ZIUTRE G Zf%%zhf:%@f“
320 ol Z  (Fe, BEENEDOFEICIVNEL 2 —F —DITENC BT AE AN T —#
BTEHEHELRTIUIRDRNZ L) ZER T2,

50.

Example 9: A data subject subscribes to a fashion retailer's newsletter with general
discounts. The retailer asks the data subject for consent to collect more data on shopping
preferences to tailor the offers to his or her preferences based on shopping history or a
questionnaire that is voluntary to fill out. When the data subject later revokes consent,
he or she will receive non-personalised fashion discounts again. This does not amount
to detriment as only the permissible incentive was lost.

FH9: T —HEED, AR EFIBI T, HDHT 7y ar D/NGERD=a— AL X —|THIA
T2, /NFEFERIL, T —FEMRITKL T, Tay 7 BRI B RIS U ERR o=
BablllL TH AT EoTe Y —E R R D720 | JNEL D ay ' T HE DT —F %
LOLZEICFETHEIRDD, T —F EEPRICEDRBEEHEIT 56, DT —F %
RIT =V FTARESN TN T 7o ia BB 52T D, 2k, Bobhicitr74
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TIEFINRONDTDIT, AFIERETRBZ20,

51. Example 10: A fashion magazine offers readers access to buy new make-up products
before the official launch.

1 10: 557 7y ar HEED, B T L TAFTEDORNTHT L MUt b2 i A CE o8
KEARMT D,

52. The products will shortly be made available for sale, but readers of this magazine are
offered an exclusive preview of these products. In order to enjoy this benefit, people
must give their postal address and agree to subscription on the mailing list of the
magazine. The postal address is necessary for shipping and the mailing list is used for
sending commercial offers for products such as cosmetics or t-shirts year round.
ZOAbREmITED 2 —RITIRTBEEIND D, T DOMEFEDFTH 1T DLREmOM HH) 7L e
2—DF 77 —%%F D, ZTOREEZITHI-DITIE, B LB E 5 e E e mbt, £
FEDA—Y L TYVANNAZ A LR AU D720, BESE AT IBLER I LB THY , A—
Vo ZYANIAERERSS T 2%V DL DOBEERNA T 7 — ORI MEBL Tl A
N2,

53. The company explains that the data on the mailing list will only be used for sending
merchandise and paper advertising by the magazine itself and is not to be shared with
any other organisation.

MEsEIE, A=V T URND T —Z 03P §h & DHEE T T IS R DML D JR & D EAHT LY
ST, oM IS NN k%uﬁ%bfb\é

54. In case the reader does not want to disclose their address for this reason, there is no
detriment, as the products will be available to them anyway.
FHENEI LB O D IEFTORMEA B ER VS . R AVT ISR LRI TE5 L
NIIRDTZD | AFFERITAEL R,

3.2 Specific
FEIED

55. Article 6(1)(a) confirms that the consent of the data subject must be given in relation to
“one or more specific” purposes and that a data subject has a choice in relation to each

of them.?8 The requirement that consent must be ‘specific’ aims to ensure a degree of

28 Further guidance on the determination of ‘purposes’ can be found in Opinion 3/2013 on purpose limitation (WP
203).
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user control and transparency for the data subject. This requirement has not been
changed by the GDPR and remains closely linked to the requirement of 'informed'
consent. At the same time, it must be interpreted in line with the requirement for
'granularity’ to obtain 'free’ consent.2° In sum, to comply with the element of 'specific’ the
controller must apply:

F6 &) (@I, 7 —FEEROFEENT— 2 UIERORED ) HIZEARL TH 2 b7
THIFROT, o7 =2 ERITZNLME 2 ICBLTHBIZERRLIEE, fERBLTWD 28,
[FE S FFE D) D TRTIUTIRDZ2 NSV BT 7 —Z FRITH L T —H— D
MHEPREBIAMVEZ LR T 522 BIET 5, ZOEMIZGDPRICENVEEINZH D Tldzel,
CHETRBRICTER A Z 3272 | R B OB LB HIC AR L TVD, [FIRHIS, 23Ul B Hiig)
[FEZA072 DD UKL | OB IR > TIRIRS T IFebiguy 29, B4, TRE ] D
BRITHEToOITE, BEE T T2 A L2 iudebigu,

i. Purpose specification as a safeguard against function creep,
BERE D2 7-JIE5E (function creep) (ZxT DR E L CO B OFER

ii. Granularity in consent requests, and
FEERICOWTORIE, £7-

iii. Clear separation of information related to obtaining consent for data processing
activities from information about other matters.
T =S BBIE BN DUV CO R HUFIC B L 72 iz | L OFIHIZ SOV TOEH
o, I BT 528

56. Ad. (i): Pursuant to Article 5(1)(b) GDPR, obtaining valid consent is always preceded by
the determination of a specific, explicit and legitimate purpose for the intended

processing activity.3° The need for specific consent in combination with the notion of

THRY] OHBHCEET 2BMO A4 v Riconwclt, THHIRICET 32 R 3/2013) (WP203) B
TEHTE 3,

2% Recital 43 GDPR states that separate consent for different processing operations will be needed wherever
appropriate.
Granular consent options should be provided to allow data subjects to consent separately to separate purposes.

GDPR Hi3CEE 43 THIZ. Hin o -HIRES O -0 ol RED, #EUIRgG&, Robhd b,
WEOM D WCREOFERBIZ, T— 2 EERIMENOBRICH LTl4icRETE 2 Xy @it hs %
TH5 I LEBRTV3B,

30 See WP 29 Opinion 3/2013 on purpose limitation (WP 203), p. 16, : “For these reasons, a purpose that is vague or
general, such as for instance 'improving users' experience', 'marketing purposes’, 'I[T-security purposes' or 'future
research’ will - without more detail - usually not meet the criteria of being ‘specific’.”

FERHIBRICBES 2 B 3/2013) (WP203). 6 HESM, [ /6 DH19> 6, 72 & 2t [2—F—iEEEoD
KE), IT v F=2 V71 DEN) Xid [FEEDHF] DL 5 s LAEEL SITREN Z i, —&
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57.

58.

purpose limitation in Article 5(1)(b) functions as a safeguard against the gradual
widening or blurring of purposes for which data is processed, after a data subject has
agreed to the initial collection of the data. This phenomenon, also known as function
creep, is a risk for data subjects, as it may result in unanticipated use of personal data
by the controller or by third parties and in loss of data subject control.

R (i) :GDPR 25 5 5 (1) (b) (ICL7=h AR RREEFHZ&1T, BB T 2125
WTORFED, 7RI TBETER B B OIRE N H TSN 30, 555 5 (1) (b) IZF1F 25 HHYD
FREDRESREAL B DT R ERRFEEOLEMIT, 7 —F FERBT —Z DR O
FELEE, 7 —23Bdibois B B OMRIER SUTER LI 5 —7 T —REL T
HRET D, ZOBIG, 70 h | FEEEDFEAT-PEE (function creep) XN A8 5 1%, & HE
FHXIIFB=F DN T =2 DT RS2 WF AT —F EROHIE ORI TER DR D7)
HLAVRWZOIZ, T —F FERIZES TR LD,

If the controller is relying on Article 6(1)(a), data subjects must always give consent for
a specific processing purpose.3! In line with the concept of purpose limitation, Article
5(1)(b) and recital 32, consent may cover different operations, as long as these
operations serve the same purpose. It goes without saying that specific consent can only
be obtained when data subjects are specifically informed about the intended purposes
of data use concerning them.

EHEDNE 6 5£01) (@) UKL T 256, 7 —F ERITF IR EO TR H BN L CTRE
ZH5Z 6D ELIRTITRB 31, 55 5 5 (1) (b) KOS 32 THOT H IO IRE | O
BT T EBMFRIC RO THLHRY | FIEITRR TGN —1LHD, F0F
THR FHEDRIEIL, 7 —F EERDBELICET 5T —#FHO RS2 HHNZ DWW T
I a5 20N EIZD B, BHHENLEDO THD,

Notwithstanding the provisions on compatibility of purposes, consent must be specific to
the purpose. Data subjects will give their consent with the understanding that they are
in control and their data will only be processed for those specified purposes. If a
controller processes data based on consent and wishes to process the data for another
purpose, too, that controller needs to seek additional consent for this other purpose

unless there is another lawful basis, which better reflects the situation.

OICFEMIIE E 7 02 7% 18— TFFED] & v SR, W2 L Tz,

31 This is consistent with WP29 Opinion 15/2011 on the definition of consent (WP 187), for example on p. 17.
ThU, H29 EEEME TREOERICHET 2% 152011) (WP187) @, 7=t ZIF, 17THEEBALT
l(\ 50
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HO M SZMEIZ BT 2B IZ )b [FEILHISH L CREDS O TRIT IR B

o T —HEMRIT, TR =L E L, %®T~§775>%ﬁﬂz0) HE D=2 D B Bk
NHEDOHRET, FEZ 525, BHEDBEEICE DWW EITWEZRO B D720
IZEDT =2 ORBNEELe G5 ﬁiﬁ% =N %@%ﬁ?&tDL%Oﬁ@%?éﬂﬁ@ﬂ%E’%&%
DIRWRY | Z DRI B EIDT= DB R B RO DLLER S D,

59.

Example 11: A cable TV network collects subscribers’ personal data, based on their
consent, to present them with personal suggestions for new movies they might be
interested in based on their viewing habits. After a while, the TV network decides it would
like to enable third parties to send (or display) targeted advertising on the basis of the
subscriber’s viewing habits. Given this new purpose, new consent is needed.
B 11 : 557 —7 /0 TV Ry T =23 JIAE TR T, HEE RISV THEBRZ R
Db LAVZRWEHEBR B Z-AE NI CTIRE T 57280, [AEIZESH T, IAFOEAT —4
ZIET D, LIZBLT, £ CATV HFEH L, B =2 0MAE OHEBEE BRI 72~
— T NREEEMTELLITTHILIZOWTIREEZITI, ZO%EAE, ZOFH LV AT
BRI B RN EL D,

60.

61.

Ad. (ii): Consent mechanisms must not only be granular to meet the requirement of 'free’,
but also to meet the element of 'specific'. This means, a controller that seeks consent for

various different purposes should provide a separate opt-in for each purpose, to allow
users to give specific consent for specific purposes.

R (N) :REDAN=ALE, T W) OEARA T2 T 72D ITRLEE D3N 722 THDTET
T TREE D | eV BB I S 72T AUTe B2, ZAUT, Bk & ICRR 7= BRI D=8
IZIRIE 2RO DEBED, FED HIIZH L CTREEDRIEEZ 22— — R 52 5ZERTED

N, B HANZOWTHEBI DA T M o 2R T RETHHZEE BN T D,

Ad. (iii): Lastly, controllers should provide specific information with each separate
consent request about the data that are processed for each purpose, in order to make
data subjects aware of the impact of the different choices they have. Thus, data subjects
are enabled to give specific consent. This issue overlaps with the requirement that
controllers must provide clear information, as discussed in paragraph 3.3. below.

R (i) Bl BELEL, T — X BRI L TE D R7p S TR IRO B SV TR
BHD, & B L THHbIND T —Z IO TOE B O R ERIZEE T2 R E O 1
WMEARML T RETHD, ZHUTI- T 7= ERIIFFENRFIEZ BEA D ERTED, 2D
L, LT 0% 3.3 HiCima g, &HE SR IFRA UL 2T TRBZ20nmEn
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62.

63.

64.

DB LEHIR ST,

3.3 Informed
At E= T T2

The GDPR reinforces the requirement that consent must be informed. Based on Article
5 of the GDPR, the requirement for transparency is one of the fundamental principles,
closely related to the principles of fairness and lawfulness. Providing information to data
subjects prior to obtaining their consent is essential in order to enable them to make
informed decisions, understand what they are agreeing to, and for example exercise
their right to withdraw their consent. If the controller does not provide accessible
information, user control becomes illusory and consent will be an invalid basis for
processing.

GDPR %, [AIEDHAZZIT 2 ECOLOTRIFIUZRDIRNET HZEAEZ IR TV,
BEHIEDOEML, GDPR 2 5 RICHESE, ARFEAIDO—>THY, NIEM K QN#EEMED
JR R S B R 5, [RB OB N> CTF —# BRI AR T o280, 7 —%
FRIZED, HHRICESSEERELZ FTREE L, (NI HOWTEGEL TV O Z B TE589
2L Fe, 72l B Z AT DR ZATHE TELIITT D701, R R ThHD, &
BENT 7B AR E AR UL W BIE, o — 1 — D EMERIZLIB THY | [FEIX
AR DA 7R HERELI TR0,

The consequence of not complying with the requirements for informed consent is that
consent will be invalid and the controller may be in breach of Article 6 of the GDPR.
A& e ECORIBEOEMHFITHEDIRWIFREIL, FENER LD $728 ¥ 7 GDPR
56 SRIBER EIRVIDTETHD,

3.3.1 Minimum content requirements for consent to be ‘informed’

[FENFHZZIT 72192 TOLO LR Dh/ NRO -

For consent to be informed, it is necessary to inform the data subject of certain elements
that are crucial to make a choice. Therefore, the EDPB is of the opinion that at least the
following information is required for obtaining valid consent:
[FEPHAZZT X TOLOLRDT-0I21E, 7 —F ERITH L CRIREITH DI EER
WSOMDERIZONWTOIFHRERUETDMEDNH D, Zd R, EDPB (%, D72<&b. LA
TOEWMPE N RAEEGDT-OICME THLHEE X2 TD,
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i. the controller’s identity, 32
EEHEDOH T 32

ii. the purpose of each of the processing operations for which consent is
sought,33
AR ROLNDENE ORI ER D HY 33

ili. what (type of) data will be collected and used, 34
EESNFIHShD T —2 (2D 5 17) 34

Iv. the existence of the right to withdraw consent,35
[ 3 24 e 9~ 2 Me R D AFAE 35

V. information about the use of the data for automated decision-making in
accordance with Article 22 (2)(c)36 where relevant, and
BT 2556, 8 22 5 (2) (o) IZieW BEbSNIZ BB E DI DT — 2 F|
(ZOWTONE#H 36, KO

Vi. on the possible risks of data transfers due to absence of an adequacy decision
and of appropriate safeguards as described in Article 46.37
T HERRIE K OV 46 SR TR O L M TR REH E 3 R W2 &I kD T — 2B
DILEZNH BV AZIZHNT 37

65. With regard to item (i) and (iii), the EDPB notes that in a case where the consent sought

is to be relied upon by multiple (joint) controllers or if the data is to be transferred to or

32 See also Recital 42 GDPR: “ /... ] For consent to be informed, the data subject should be aware at least of the identity
of the controller and the purposes of the processing for which the personal data are intended.|[...].”

GDPR HiSUEE Q2 O [FAIS S AL, 207 —4Fhit, %< ¢ b, BEHEZOHIT, RIF, €
DA T —=ZIZ DT FES N T SRR D AN Z ik L T L U %m 6% 0] SR

3 Again, see Recital 42 GDPR

GDPR HISCH; 42 THS

34 See also WP29 Opinion 15/2011 on the definition of consent (WP 187) pp.19-20

529 SRR RO [HEOERICET 2R 152011) (WP187) 19 225 20 Hx2 S,

35 See Article 7(3) GDPR

GDPR % 75 (3)

36 See also WP29 Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation
2016/679 (WP251), paragraph IV.B, p. 20 onwards.

% 29 &EEIS THH] 2016/679 DHMW O -0 0 HEML I n -z T 2BEBRELE v 7740 v 7
BT 344 KT 4] (WP251), »¥7 277 7 IVB.20 HbSIE,

87 Pursuant to Article 49 (1)(a), specific information is required about the absence of safeguards described in Article
46, when explicit consent is sought. See also WP29 Opinion 15/2011 on the definition of consent (WP 187)p. 19

%4955 (1) iev, BEoHRIZ. RN ZREE Mm LNDBEGA, 46 LT D REEE S R
EICOVTREEL I NG, B2 &EERED MEOERICET 2ER 152011] (WPI187) 19 H,
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66.

67.

processed by other controllers who wish to rely on the original consent, these
organisations should all be named. Processors do not need to be named as part of the
consent requirements, although to comply with Articles 13 and 14 of the GDPR,
controllers will need to provide a full list of recipients or categories of recipients including
processors. To conclude, the EDPB notes that depending on the circumstances and
context of a case, more information may be needed to allow the data subject to genuinely
understand the processing operations at hand.

FI() L) ITBIL T, 5 29 SRAFERRIL, SROONDFEIENEE O () FHE Lo
TS NDL D THLY A XIET —2 B4V TV ORBIEILT 52 5 Bl D & L
FIIBIEN UTEH DN LE D THLHYG 6 . ENODOMEEDO B TOA IR RSN RE
ThHZEZTEFLLTHL, GDPR % 13 LM OV 14 KA\ TT 57280 EHH DN E %
B RGHE UTESEE OO TOYVANMR T 20 ERHLHEL T, HLF LA
RO~ LU THRIAZIIR T 24803700, fiame LT, % 29 SR/IEEM=IT, 7 —ADHR
a7 I ANIES TR, 7 —F EERPR G LR DR FER 2 BT CED I 27
D, INZLDIEFHRPMELINDDS LIVRNZ AR~ TEL,

3.3.2 How to provide information

FE s WY U

The GDPR does not prescribe the form or shape in which information must be provided
in order to fulfil the requirement of informed consent. This means valid information may
be presented in various ways, such as written or oral statements, or audio or video
messages. However, the GDPR puts several requirements for informed consent in place,
predominantly in Article 7(2) and Recital 32. This leads to a higher standard for the clarity
and accessibility of the information.

GDPR (%, #i &7 ECORE LW B AT 3720128 D IO G stk e
TR0 OEA I AEBEL TR, Ziud, EEALIZOFICLDIES.

XITEFHE LB A =Y DI A RIE T, AR ERP R TE L2 L2 ERL
TW5, LAL, GDPR X, KT, 55 7 2 (2) LRI 32 1IZHBW T, AT T2 [FE DOV
OB IR R TND, ZAUTTEROPAFESET 7B AFREIEIZ DN TOWV > E) m O FEYE
(2725 TUND,

When seeking consent, controllers should ensure that they use clear and plain language
in all cases. This means a message should be easily understandable for the average

person and not only for lawyers. Controllers cannot use long privacy policies that are
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68.

69.

difficult to understand or statements full of legal jargon. Consent must be clear and
distinguishable from other matters and provided in an intelligible and easily accessible
form. This requirement essentially means that information relevant for making informed
decisions on whether or not to consent may not be hidden in general terms and

conditions.38

[FEZRODE, BHE L, EOIORGETH, TNORHMEN DS HiEE WD E
RS RETHD, ZIUT A=V PNERFET TRARERLR IO AL TR T
HINTTREZEEZERL TS, BEF L, LR RO TTA R — R —X0
FEAEOEMAFEOZWIIAZ #2288 TER, [AEE, o FIHEE T EDEXGF]T
Z5IHICL, HRELCT KB IIT 7B ATEL FikCRtS T il b, ZoEMf
AR, RIET2MEIMDITOWCHAEZIT e ECOWREL T HZ LB T 5 1F#H
IS S O HIZ RS TR DN ZEE ERL TUA 38,

A controller must ensure that consent is provided on the basis of information that allows
the data subjects to easily identify who the controller is and to understand what they are
agreeing to. The controller must clearly describe the purpose for data processing for

which consent is requested.39

EHEL, 72 TENEBE D Z I HITHEGEL . KR LIDEL TWD T e s
ZEMRETELIDICLIFRITEE SV T, AEN G AN LI MR LR IUTIRBIR, &
HEL, FEORDONLT —ZOEARWO B 2 IS L2 hudresraun 99

Other specific guidance on the accessibility has been provided in the WP29 guidelines

on transparency. If consent is to be given by electronic means, the request must be clear

and concise. Layered and granular information can be an appropriate way to deal with

the two-fold obligation of being precise and complete on the one hand and

understandable on the other hand.

T T AT DMOFFEDT AL AT, 5 29 FAFEHSITIDZRAMEICE T2

TARTA L TREESNTND, [FENEFIIRFETEHEZONDGE . £ OERITHHE O

Gl e nian, BERE LS AVRIEE ORI WERIZ, — 2BV T, IEfETRETHY,

38 The declaration of consent must be named as such. Drafting, such as “I know that...” does not meet the requirement
of clear language.

HEOES REKICLTRENAThE AR bR v, HERERTIE, [+ - - 2w TRIZH>Tw3 ] 1IH
R HFEDO B ZG - v e LTz,

39 See Articles 4(11) and 7(2) GDPR.

GDPR # 4 % (11) RUH 1% 2) 235,
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fth T 2B TC, BRLCT W eV TEHEO RIS T DY) kL7095,

70. A controller must assess what kind of audience it is that provides personal data to their

organisation. For example, in case the targeted audience includes data subjects that are
underage, the controller is expected to make sure information is understandable for
minors.40 After identifying their audience, controllers must determine what information
they should provide and, subsequently how they will present the information to data
subjects.
BEFIL, ZOMBIMEN T —2Z 42T 20OBE DL FEED N % 3 EFHI L7 T AU
RO, TeLZNX, F =T Y M DAL ITRED T — 2 RN EENL 56 BB,
TEMDRBAFEE TR TEDZ LA MEIATIIOMIRFSND 40, =7 YN T D A% %
R, BHFIIE DIOBRBERERUA &), FZ U TEDIIITT —ZEK
WIE AR T DR ELRIT TR b7R 0,

71. Article 7(2) addresses pre-formulated written declarations of consent, which also
concern other matters. When consent is requested as part of a (paper) contract, the
request for consent should be clearly distinguishable from the other matters. If the paper
contract includes many aspects that are unrelated to the question of consent to the use
of personal data, the issue of consent should be dealt with in a way that clearly stands
out, or in a separate document. Likewise, if consent is requested by electronic means,
the consent request has to be separate and distinct, it cannot simply be a paragraph
within terms and conditions, pursuant to Recital 32.41 To accommodate for small
screens or situations with restricted room for information, a layered way of presenting
information can be considered, where appropriate, to avoid excessive disturbance of
user experience or product design.
5B 7 & (2T, thoFHEICHEDbLFANE AL O EFRmICLLRAEDE S 2> T D,
[FE (D) ZFFEO—HEL TERSNDSGE | [FEOZERIIMOFIHE B IX IS
NDINTT RETHD, BUMORKIED, HANT —Z ORI T2 FEOREEBERL

40 See also Recital 58 regarding information understandable for children.
F b D720 I HERTRE A HHICBE 5 DGPR HiSCH 58 IH S,

41 See also Recital 42 and Directive 93/13/EC, notably Article 5 (plain intelligible language and in case of doubt, the
interpretation will be in favour of consumer) and Article 6 (invalidity of unfair terms, contract continues to exist without
these terms only if still sensible, otherwise the whole contract is invalid).

HISCHS 42 R 054 93/13/EC, KFIC, 2 D% 55 CF5 CHA R HEE. BROH 2356, MHRITHEE O
HRE D2 l) U 6 &£ (RREGREFOENNE, 20T Bty v TV ThI5EICDBHL)
THY, 2 THhOHEAICIIENIZEM L 72 2)
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72.

72N EL DM ZEE A TWDIeDIE, [AEOREIXIZ>EY B Lo 72 T XILHIDOSTETH
bNHRETHD, R, FENE IR TFEICEo TROLNDYGE . BISCEH 32 HIZHE
VW, RIEOERIZFEES X RIS - DO &> TR uE7en 3, A& 1
XTI FTTEFTHIEILTERN M NIRRT — 0 IR ES A=A I da A
NHEXTL, WO, 22— — B OUIE ST A NS DWCOB 7 IR L2 Bk
L7 | BERBLS TG IR RO HIERE 2 Hivd,

A controller that relies on consent of the data subject must also deal with the separate

information duties laid down in Articles 13 and 14 in order to be compliant with the GDPR.

In practice, compliance with the information duties and compliance with the requirement

of informed consent may lead to an integrated approach in many cases. However, this

section is written in the understanding that valid “informed” consent can exist, even when

not all elements of Articles 13 and/or 14 are mentioned in the process of obtaining

consent (these points should of course be mentioned in other places, such as the privacy

notice of a company). WP29 has issued separate guidelines on the requirement of
transparency.

T — X ERORIEIEI T HEEH 1L, GDPRESFO7-9, 5 13 5L UE 14 RIZEDD

A& OFFRIBILERE IZH S LR T LT b, B85 b Fiiitsig oy Lamilz

2 ECOREOENFOREFIL, Z<OHBE, —IMELIET 7 u—F L%, LL, 8 13

GO 14 5O TOEZBNREEDH T OB AL O TRRLN TV WEETH-T

b AT AR THAZZT 2 ETOIRIENFIELIDEW BEO P TEIPNTND

(CNHDREIL, bHAAVBED T TA N —1@H DL IRMMDGIT TR RO XETH D),
5 29 SRAFZERSITNOFERAMEDBEARIZEATDHART AL 2L TD,

73.

Example 12: Company X is a controller that received complaints that it is unclear to data
subjects for what purposes of data use they are asked to consent to. The company sees
the need to verify whether its information in the consent request is understandable for
data subjects. X organises voluntary test panels of specific categories of its customers
and presents new updates of its consent information to these test audiences before
communicating it externally. The selection of the panel respects the principle of
independence and is made on the basis of standards ensuring a representative, non-
biased outcome. The panel receives a questionnaire and indicates what they understood
of the information and how they would score it in terms of understandable and relevant
information. The controller continues testing until the panels indicate that the information

is understandable. X draws up a report of the test and keeps this available for future
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reference. This example shows a possible way for X to demonstrate that data subjects
were receiving clear information before consenting to personal data processing by X.
=] 12: 24k X 13, AEZROLN-T —FFH BT —F RIS TIIR W E
TOEE LTI EEE THD, AT, AEERICBITIDIFERN T —FEEICL->T
IR TEDNEINEFEN T DM EN D LHLE 2 TND, [FIFHT B DR ED AT — DR
FIZOWTHIERRT ARSI VAR L . [RIEICE T 21E MO T v 77 — Mtk 481
H AN S ET ARV DR GE NIRRT Do T AN NIV D G238 DR PUTAMNZMED
JFAIZBEEL, (REHTHNATAONNOIRNWGERE LR T EEIZE SN TIThND, %f
GEITEMELZ T, [FRIZOW TR ZBARELTZD L0 WO BE L2 T
BHMEN) IIENL DRI R A A T2, BHE L, AREDBBELOTWERTHDHLD
FEfEITOE T, TOREERNT D, X HIIT AROHIEELIERL ., fFRDEEDT=DITF]
FATEBIINCT B, ZOFBNL, AT —ZOEERNZDNT X AR EE B0 >
T, 7 — X BRI TE RE T H o CODZ e [FAEEE 5 FIRER F IEZ /R L TV
R

74.

Example 13: A company engages in data processing on the basis of consent. The
company uses a layered privacy notice that includes a consent request. The company
discloses all basic details of the controller and the data processing activities envisaged.*?
However, the company does not indicate how their data protection officer can be
contacted in the notice. For the purposes of having a valid lawful basis as meant in Article
6, this controller obtained valid “informed” consent, even when the contact details of the
data protection officer have not been communicated to the data subject (in the first
information layer), pursuant to Article 13(1)(b) or 14(1)(b) GDPR.

FH13: HOLSHENFREE EREICL TT —ZOBIRWEIT> TS, [FFHXFEZERICE T
BEIBIL LTI T AN — @R E R %, At EEE IZ OV TORARNLRNEDETL
HMESNDIBHATAHZBRL TS 42, LAl A, B@E ORI DOFEI|L A —I1ZFBW\ T,
T —REA TP —LEDINTTF I TELDNERL TR, ZOE ., GDPR
13 5:(1) (b) XUEE 14 52 (1) (D) ITL7=h3o T, 7 —H RS T4 —Da ZINNEN (B

42 Note that when the identity of the controller or the purpose of the processing is not apparent from the first

information layer of the layered privacy notice (and are located in further sub-layers), it will be difficult for the data
controller to demonstrate that the data subject has given informed consent, unless the data controller can show that the
data subject in question accessed that information prior to giving consent.

EHEOHTTX IR VOHNR, LA X —ba 7 74 Ny —FEHEZORYIOFEHRL 4 ¥ —CHS
PICEINTARVEE (FEZNBEMOFTLAY—KEHEIN TS L E), T2 ERRRIEDOR
HEICHeNT o TIHERICT 7 v A L7 2 & 2 EHEPATE UL, 207 — X FHRPHTRNAEE LS
ATl HT—XEMMMPMHT 2D L WD S & n) L ITERI Nz,
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FDFEIL A — 2BV ) T —F ERICHANIIL VRS T-EETH, 5 6 FRICEWKRESHh
HENIRERIEBEZ RO BDT-DIC, ZOBEEE L. AN EHAEZ)7-] ETORE
R TNDI LI A,

3.4 Unambiguous indication of wishes
R G E BFoR

75. The GDPR is clear that consent requires a statement from the data subject or a clear
affirmative act which means that it must always be given through an active motion or
declaration. It must be obvious that the data subject has consented to the particular
processing.

GDPR [ZBIGMNIT, [AEIZDWTO T —F EERINDLO 75 B BB R FEREYTT 2% KD
TEY, 2L, RIENFICEMRIRITE X E S ICEs TEZLNRIT T b Nl o4
BT D, 7 —F EEPFFE DB NZFE LI ZERH BN TRIT TR B2 0,

76. Article 2(h) of Directive 95/46/EC described consent as an “indication of wishes by which
the data subject signifies his agreement to personal data relating to him being
processed”. Article 4(11) GDPR builds on this definition, by clarifying that valid consent
requires an unambiguous indication by means of a statement or by a clear affirmative
action, in line with previous guidance issued by the WP29.

B 95/46/EC % 2 5 (h) X, MEZI 7 =2 HLREOIZRET AT — 213 Bdfbihd
ZENDRIBOREEFR R EEFRL COD, GDPR 5 4 (1)1, 56 29 KIEEMESNHL
ToRID T AL L AT A W72 RIS Bl R 13 B 2 B R AT 25\ 2 1% B T2
FREMBELTHEE TS XVEET LTI T, EDOEREFEEEL CW1D,

77. A“clear affirmative act” means that the data subject must have taken a deliberate action

to consent to the particular processing.*? Recital 32 sets out additional guidance on this.

43 See Commission Staff Working Paper, Impact Assessment, Annex 2, p. 20 and also pp. 105-106: “As also pointed
out in the opinion adopted by WP29 on consent, it seems essential to clarify that valid consent requires the use of
mechanisms that leave no doubt of the data subject’s intention to consent, while making clear that — in the context of
the on-line environment — the use of default options which the data subject is required to modify in order to reject the
processing (‘consent based on silence') does not in itself constitute unambiguous consent. This would give individuals
more control over their own data, whenever processing is based on his/her consent. As regards impact on data
controllers, this would not have a major impact as it solely clarifies and better spells out the implications of the current
Directive in relation to the conditions for a valid and meaningful consent from the data subject. In particular, to the
extent that 'explicit' consent would clarify — by replacing "unambiguous” — the modalities and quality of consent and
that it is not intended to extend the cases and situations where (explicit) consent should be used as a ground for
processing, the impact of this measure on data controllers is not expected to be major.”

BMMBERAZ Yy 77 —F v 7 - R—o3— [FEE | (Commission Staff Working Paper, Impact Assessment)
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Consent can be collected through a written or (a recorded) oral statement, including by
electronic means.

TR FERRIOTT 2 113, 7 — X ERDBEEE O BN L T TR E OB X274 T
IRTIUTZRBIRNZ LA FIRL TS 4, BT 32 THIZZAUT DWW TIBIMD T A S o A 7R
LTW%, FER, EFRFEEE D, Fim T (GRS i) DEHOBRIZ L > TINES
s,

78. Perhaps the most literal way to fulfil the criterion of a “written statement” is to make sure

a data subject writes in a letter or types an email to the controller explaining what exactly
he/she agrees to. However, this is often not realistic. Written statements can come in
many shapes and sizes that could be compliant with the GDPR.
[E i ORR | DR AT B L bbb FFRBY DI IET, 7 —F FARD IEREIATIZAK
oL FOUT @ A— V2 BB A 52 8% iR T22LTHD, LA
TIUTUIRUIR B TIER W, FHEOBIRIE, GDPR IZHEV W) Dk % e A X 03805
Do

79. Without prejudice to existing (national) contract law, consent can be obtained through a
recorded oral statement, although due note must be taken of the information available
to the data subject, prior to the indication of consent. The use of pre-ticked opt-in boxes
is invalid under the GDPR. Silence or inactivity on the part of the data subject, as well
as merely proceeding with a service cannot be regarded as an active indication of choice.
BEFD (EZR D) SANE T DL MEDORRIZIEALEL, 7 — 2 ERICFT TEL1E
WIZHOWTCEEZ2EBEEBRE L2 TR one LT, RIEI RS- DEEDO MR IZ
F0FHZENTED, GDPR OLETIE, TOFT 2y ID ASTeA T MM DF 2 7Ry I AD
FRITIEZ T D, 7 —F FROILBRRT 7747 b2 e T —e 2 &5 H

8% 2. 20 ER U 105~106 H, [ 529 ZEEFHRDAEICHE T SELE TIEH St L Sic, -4 74>
BIFIC 5T~ IR FHE T EE0IC T — X TEEPIEIEF KD 508 77 70 F DZELRBEDFIH (T E
ICED [ B (consent based on silence)) D3F /=N TIZBEHESE D20y [HBEIC 60 & #6502 L
Lo, R REBICIZ T — % FEDFEDEEICFE DR FIE S 00 A = XA DFYH BB ETH S
CEFWODPICT B EDPRPEL L TICEZ S, £ THIL, i, KR DPIAEIZED S BE
1ZI2EIS, AICH L FRAEZFDF—XICD0CTh o b AZLHlI#S5Z S Eicid, BHEICHNTS
HEFARZ L, T—HXIEEDORBER)TEYRDD B AED 0 DELEICH L THITIES DBEYHAS V&1t
o F D EIESSITHMICHNT E O DTLPhED, F2DZERFAZLFEEFSZ L0, i, — [
B DZe 0o 1202 T— THIraI %) [FEDEEDEAE HEiloF ) &4, Frt0 (Wingyi) [AED
R SDIRUE L TRIH SN ERNE =X ERIFWRL %0 % 618, Z DIFED EIHEICG X SEE
A F 2 FHEI L],
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80.

Example 14:When installing software, the application asks the data subject for consent
to use non-anonymised crash reports to improve the software. A layered privacy notice
providing the necessary information accompanies the request for consent. By actively
ticking the optional box stating, “I consent”, the user is able to validly perform a “clear
affirmative act” to consent to the processing.

Fh 14: V7 NI =T B AL A= VT BEE, T TV r—a BEDY 7R =T ED DT
HEAHIRI Ty 2 LIR—MRAT2I9012, 7 — 2 ERICFEELZRD 5, LERIE®RE
BT DL AT LEINT= T TAN — D[RR D ERITIRZ DI TNV, [FRET &
VOTF =y IRy 7 ACEEBHIC T = 7 & ANDZEIZE ST, 22— —IZBHRWICAE T2
TR 7R AERR T T 2 | 2 A NTATHZ LIS TED,

81.

82.

A controller must also beware that consent cannot be obtained through the same motion
as agreeing to a contract or accepting general terms and conditions of a service. Blanket
acceptance of general terms and conditions cannot be seen as a clear affirmative action
to consent to the use of personal data. The GDPR does not allow controllers to offer pre-
ticked boxes or opt-out constructions that require an intervention from the data subject

to prevent agreement (for example ‘opt-out boxes’).44

EEET, FES, BOEBICEBETDIIEI — 2O — 72 52 AT DL EFIT
TAIZE-oTIBFLIRNZ &I, FERE LT IUER DR, — TSR IC LD EE
HI7e KL, AT —Z OFHICB 3 2 R E D72 O B2 AEMRAT T 2 LI X ARSI,
GDPR 3, HHHIIX LT, Ktz LR\ oIl T — 4 EIROI NE BT 5 FFZT
ISR I ANIA T IT I NOHFA I (T2 e 213, TA TN T O RDOR Y IR ) OfRfitz
O TUN RN 44,

When consent is to be given following a request by electronic means, the request for
consent should not be unnecessarily disruptive to the use of the service for which the

consent is provided.*> An active affirmative motion by which the data subject indicates

4 See Article 7(2). See also Working Document 02/2013 on obtaining consent for cookies (WP 208), pp. 3-6.
1% Q) 22, ¥ 29 &FERED 7y ¥ -0 oREIBICEAT27—Fv 27 - F¥a
¥} 02/2013] (WP208), 3~6 F 2
5 See Recital 32 GDPR.

GDPR HI 35 32 THZ
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83.

84.

consent can be necessary when a less infringing or disturbing modus would result in
ambiguity. Thus, it may be necessary that a consent request interrupts the use
experience to some extent to make that request effective.

[FE D ERIZHES TEFRFERICE> TERALNDYGE, RIEOERIL, FE 7S
LY —EZAOM M % AL ZTYI T HINDRE TR 45, JVREE T TR RN
ERBRSZG726T L X2E, 7 —F ERO[E R 2~ T BB A2 BRI T 2 D3 LB Z72 0
2%, LTcino T, RIEDERIT, ZOEREAINIT D720, HORRSE, FHRERA i
SHLUERHLNH LR,

However, within the requirements of the GDPR, controllers have the liberty to develop a
consent flow that suits their organisation. In this regard, physical motions can be
qualified as a clear affirmative action in compliance with the GDPR.

L7 L, GDPR OFEOH T, BEHA X ZOMMBICELZFEO7e—%2 3 BIZ/EY LT
HTENTED, ZAUTEIL T, WEAYZR1T 2413, GDPR #5772 D B2 BIRAT 2 L L
T L7209%,

Controllers should design consent mechanisms in ways that are clear to data subjects.
Controllers must avoid ambiguity and must ensure that the action by which consent is
given can be distinguished from other actions. Therefore, merely continuing the ordinary
use of a website is not conduct from which one can infer an indication of wishes by the
data subject to signify his or her agreement to a proposed processing operation.
EHELT —FERIC Lo TR T IECREBEAN =ALE T AT RETHD, EEHE
IXIEBRS A [EIEEL | [R5 2 DAL T 2 MO T 2 L IX KB CE LT L& R L72 i Auide
BIRN, 2D V=7 P ALDEE R M2 HITHUT TWD IR, 7 —F TERNRES N
B ER &K T 52T BRI R ChO IR CEDIT A TIT R,

85.

Example 15: Swiping a bar on a screen, waiving in front of a smart camera, turning a
smartphone around clockwise, or in a figure eight motion may be options to indicate
agreement, as long as clear information is provided, and it is clear that the motion in
question signifies agreement to a specific request (e.g. if you swipe this bar to the left,
you agree to the use of information X for purpose Y. Repeat the motion to confirm.”). The
controller must be able to demonstrate that consent was obtained this way and data
subjects must be able to withdraw consent as easily as it was given.

FH) 15: 27V —2 ETHRETRbE, A — AT ORITEY T, FFEkEY XE 8 FIFIZ
Ax—hT7 4B 8IE, AORIER RS, RS REERE DEK (72
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Ex X, %Lz*‘—%Ec:xU%ﬁ’ﬁ%tﬁ% X B Y O7-DIZiEwR X 2R AT 52 Lo &KH 7
%o HERDTIZDOIT, Z DENWEE MRV IR T, ) IS T 2K AR L TWDIENH A THDIRY,
TG %rff@#ﬁ&tﬁéﬁ%bh&b\o BEHEIIREDZOFIETEHIINI-ZEZFE
322N TERIT ULV, T —F EERITENE G I ELFERRICAE S IZFEE D
BRI TEZRITAUT D720,

86.

Example 16: Based on recital 32, actions such as scrolling or swiping through a
webpage or similar user activity will not under any circumstances satisfy the
requirement of a clear and affirmative action: such actions may be difficult to
distinguish from other activity or interaction by a user and therefore determining that an
unambiguous consent has been obtained will also not be possible. Furthermore, in
such a case, it will be difficult to provide a way for the user to withdraw consent in a
manner that is as easy as granting it.
P 16 AETE-FISL 32 1I2HADLE, V2T RX—=V DRI — L RATA T XX [FRkD =
— P =T ITAET AR EDIT T, VDR ThH-> THHM THEENRITADEM %
‘I?Ef:‘é?‘oéb\ ZDIIAT AT, 22—V =T L DM DT 2O EAEHE X B 52 LA EEL W
BDBHD, LT > T, BIfERFENELNEHE T2 TER N, SHIT, ZDLH7%
izﬁ &, 22— —REEZ 5 X EFRILBWE R HIET, AEEZREIT 25 EERMET S
ZLITREETH A,

87.

88.

In the digital context, many services need personal data to function, hence, data subjects
receive multiple consent requests that need answers through clicks and swipes every
day. This may result in a certain degree of click fatigue: when encountered too many
times, the actual warning effect of consent mechanisms is diminishing.

TIHNDALT IANTIE, LD —EANZ DMREDT=OIHNT — 2 & BEL 2D
720, T —XERIIE B DIV I R0ARTA T Z i@ UL LR T UL e b7 L DR E
FOREZTED, ZHUL, e Ao 70y 75 L (click fatigue) 4 CEE50b LitZewy, 3
7oL BENCEI LT ERICH S EXITT, B AN =X LD FEEEOBLENRERIHEDLD
Tdb,

This results in a situation where consent questions are no longer read. This is a particular
risk to data subjects, as, typically, consent is asked for actions that are in principle
unlawful without their consent. The GDPR places upon controllers the obligation to
develop ways to tackle this issue.

ZOZEF, FEOEMPHITRHEIVLNEWD R AZ S5, @I, FENRTIUX

adopted 44

]

44




89.

90.

JRRIEL TIEEICIR DT A DT DI FEN RDONDLNE, ZIUTT —F ERIZES T, FFIT,
YA L72%, GDPRIZZH LIV T ik a FE RS H D85 2 8 B 1T L TD,

An often-mentioned example to do this in the online context is to obtain consent of
Internet users via their browser settings. Such settings should be developed in line with
the conditions for valid consent in the GDPR, as for instance that the consent shall be
granular for each of the envisaged purposes and that the information to be provided,
should name the controllers.

FTADIARTUTUIEE RSN TWAZOTDORIT, 7T — DR EEBLE T
H—Ryh =P —DRBEZH[LIETHD, TOLREIR, L E, REMERESATH
% HBIDZEINE UKL TN RLE THAHRETHHZ L, KON, IS A I G B
DARIEFETHRETHHILRE | GDPR (2B HA N2 REOEMEITIH> T Thitd~
ETHD,

In any event, consent must always be obtained before the controller starts processing
personal data for which consent is needed. WP29 has consistently held in its previous
opinions that consent should be given prior to the processing activity.*¢ Although the
GDPR does not literally prescribe in Article 4(11) that consent must be given prior to the
processing activity, this is clearly implied. The heading of Article 6(1) and the wording
“has given” in Article 6(1)(a) support this interpretation. It follows logically from Article 6
and Recital 40 that a valid lawful basis must be present before starting a data processing.
Therefore, consent should be given prior to the processing activity. In principle, it can be
sufficient to ask for a data subject’s consent once. However, controllers do need to obtain
a new and specific consent if purposes for data processing change after consent was
obtained or if an additional purpose is envisaged.

WTHICER, FAEX, TSRS NDEANT —Z OB R 3B AG 3 DR,
WICEBEEICIVBISS 2T IUFebiaun, 5 29 RMEEMRIT, £OLEIOF REICE
W, [FAEPBIRIT AT > THEZ DD RETHHE—H L TERL TE/- 46, GDPR %
[FE RS BHRAT 2 T2 > THZBNRT IR DRNETDTEEEH 4 (1D IZBWTXE
ELTEDTORNEDD | ZDZETHREITRRIIN TN, 5 6 (1) OHEKR U 6 &
(1) (@) 21T 51 527 (has given) LW\ SLE L, ZOMERE X2 56D Th D, LU, A
NTRIERYIEEDS T — 2 DR OO BRARRNAFAE L2 T LRG0 E N5 6 SRERICH

46 WP29 has consistently held this position since Opinion 15/2011 on the definition of consent (WP 187), pp. 30-31.
529 TR L. [MEOERICHT 28R 152011) (WP187), 30~31 HLK, oz —H L T
> T &7,
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40 FEITEREERIZIE S TWD, LTzA3o T, REIXBHRAIT A DRI 52 BN RETHD, i
Iz, 7= EERORIEEZ —ERDHZETHADL LR, LhL, BEEIL, 7—4
DOBEHND H IR RIE 2B %ICE TS SUTEND BB BESNASH AT, Bl
LU TRENRIFEZ G L EN DD,

4  OBTAINING EXPLICIT CONSENT
W77 R O IS

91. Explicit consent is required in certain situations where serious data protection risk
emerge, hence, where a high level of individual control over personal data is deemed
appropriate. Under the GDPR, explicit consent plays a role in Article 9 on the processing
of special categories of data, the provisions on data transfers to third countries or
international organisations in the absence of adequate safeguards in Article 4947, and in
Article 22 on automated individual decision-making, including profiling.48
B REYR A B, ERAR T — 2ROV A BT DIRPUTIB W THRIEET, 207D fH
NT —=HZOWTEWL~LOfE N D ha— L 3@t E AR S D5 A1, LSS,
GDPR TiZ. FREVRFEEZ, RO T — 2 OB 55 9 & Ho7afri
B AR 720 = E UL EREMERE A~ DT — X BERICRE 355 49 SOBLE Y, LT R
T AV T EEC AT BEM S BEEREICES T 55 22 SK[ITBW T, EEAR

47 According to Article 49 (1)(a) GDPR, explicit consent can lift the ban on data transfers to countries without adequate
levels of data protection law. Also note Working document on a common interpretation of Article 26(1) of Directive
95/46/EC of 24 October 1995 (WP 114), p. 11, where WP29 has indicated that consent for data transfers that occur
periodically or on an on-going basis is inappropriate.

GDPR %5 49 Z5(1) (a) i< XiE, WIRMAFRER. +0aL V07— 2 {#kz Rt wE~0 7 — %
BUEDZE L2 RRE &2 2 L3 TE 2, [1995 4 10 H 24 BT 54 95/46/EC 5 26 5 (1) ook
WIS 27 —F v 7 - F¥a Xy ] (11 H) 228, 2 2C29 &EEMA . EHI STk
T2 T3 7T — A BEOFE I N#EYTh 5 2 L 25 L 7.,

48 In Article 22, the GDPR introduces provisions to protect data subjects against decision-making based solely on
automated processing, including profiling. Decisions made on this basis are allowed under certain legal conditions.
Consent plays a key role in this protection mechanism, as Article 22(2)(c) GDPR makes clear that a controller may
proceed with automated decision making, including profiling, that may significantly affect the individual, with the data

subject’s explicit consent. WP29 have produced separate guidelines on this issue: WP29 Guidelines on Automated
decision-making and Profiling for the purposes of Regulation 2016/679, 3 October 2017 (WP 251).

GDPR X, B2 i WT, 7u 774 ) vr7%&t, HEMLI N2 UICo RS BERBREL L T —
Z2ERZRETIHEZEAL TS, TNIRESCRERZ L 2PDENELEOD EIC@ED LN,
GDPR % 225 (1) (¢) 1T, 7T —2EMENT — 2 ZHROHRNAREL S 2546, MACKEAFELYS
Z25b L0k, 7Tur7r74 ) v kGO HMMEIN-BERRELZEDLZ LB TELILEITSED
EERTVEED, COREAN R LCEVWTHEBEREEREEHZRZL T3, ZNIKDWTE 295
EEER&Z. BloH A4 F 74 %2017 4 10 A 3 HF G TER L Tw 3, [HHI 2016/679 DB D720 D
HEban-ERBREL 7a 774 ) v 7K@+ 5454 K74 v (WP251),
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92.

93.

94.

BB 2RI TD 48,

The GDPR prescribes that a “statement or clear affirmative action” is a prerequisite for
‘regular’ consent. As the ‘regular’ consent requirement in the GDPR is already raised to
a higher standard compared to the consent requirement in Directive 95/46/EC, it needs
to be clarified what extra efforts a controller should undertake in order to obtain the
explicit consent of a data subject in line with the GDPR.

GDPR (%, B SIS B e 72 BT T 2% | 23 8 H | ORI EORIHRGM THLEREL Tnd,
GDPR (28T 5@ O REOZE/FIL, F575 95/46/EC \ZHBT DA E DB & 44U,
BRIZEIE EIFoizb o0, GDPR (ZHWTCT —& ERD Hna9RR E x5 DT
PR DT REZIBIMND LS S DM 03 Z BN T DB DD,

The term explicit refers to the way consent is expressed by the data subject. It means
that the data subject must give an express statement of consent. An obvious way to
make sure consent is explicit would be to expressly confirm consent in a written
statement. Where appropriate, the controller could make sure the written statement is
signed by the data subject, in order to remove all possible doubt and potential lack of
evidence in the future.4®

HIRH9728 0D R, 7 — 2 BRIV RED RSN FIEIZE KL TWD, E1UE, 7
— & BRI EOWRIRBORE 5 2 721 iU bl n 2 E 2 BERL TVD, [FIEDS BT
BHHZEEMEFEITT DI AR FIEIL, FEICEDAME THERIICRIE A MR T DI LEA),
WE7e 6 RIS IV D5 5P A EEM DA TR OREILA & 7e< 372012k, FHE
X, FEICEDFERANT —F ERICIVBLSNDZEEMEFIT T HILITRDIEAD 49,

However, such a signed statement is not the only way to obtain explicit consent and, it
cannot be said that the GDPR prescribes written and signed statements in all
circumstances that require valid explicit consent. For example, in the digital or online
context, a data subject may be able to issue the required statement by filling in an
electronic form, by sending an email, by uploading a scanned document carrying the
signature of the data subject, or by using an electronic signature. In theory, the use of
oral statements can also be sufficiently express to obtain valid explicit consent, however,

it may be difficult to prove for the controller that all conditions for valid explicit consent

49 See also WP29 Opinion 15/2011, on the definition of consent (WP 187), p. 25.
29 M [REOERICET 2 ER 152011 (WP187), 25 HE S,
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95.

were met when the statement was recorded.

LInLEDEA SR IT, 7RI R EZSOME— D7 ATl L, GDPR 2375512
R B2 LB LT DD ETIZB W CEmICL DB A SN FHR LB L HEL
TWHET, VIR, 1L 21, TUFNLUIA LT DIRTIE, 7 —Z EikiT. &
FHIZRERICEZAL, e A—NEEEL, T —FEERDELDHHAF v LEHEET v 1
—RTHZLICEST, ITBEFEAERANDZLICIS T MELENLIFHEFNTHIE
INTEDIZAHD, BEEmAIZIE, AEOBUR O L AR FREZ 55D +57
IRFTRITIRND DB LR £ DBUR AN FLERS NI BRI A N B R R E D S AE D
ATHNG SN Z e B BE DFEI T DITHEEL ) E LR uy,

An organisation may also obtain explicit consent through a telephone conversation,
provided that the information about the choice is fair, intelligible and clear, and it asks for
a specific confirmation from the data subject (e.g. pressing a button or providing oral
confirmation).

BPUZOWTOERNAIE, S A THY, £z, 7 —F BEDL DO W /e i 2K
DLHEDThHLHeBIX (Toe 2L, RF T ZE LA BHOMEREITIZE) | MRkILERE T
Dz B TR RIEZRL 28 TED,

96.

Example 17: A data controller may also obtain explicit consent from a visitor to its website
by offering an explicit consent screen that contains Yes and No check boxes, provided
that the text clearly indicates the consent, for instance ‘I, hereby, consent to the
processing of my data”, and not for instance, “It is clear to me that my data will be
processed”. It goes without saying that the conditions for informed consent as well as
the other conditions for obtaining valid consent should be met.

Fh A7 T X ANPRBEZP RN T, 7220, RO T — 2R HZ LT FAITIE
BB THD 1 EVI DT, [ZAUCKY, FNF B 5O T — 2 OBHRWICRIE T 510D T
FANTHIG A BEEFIL, ATARL ) —DF =y 7Ry 7 A% & T BRI R B OB 1 44
AT HIELEST, ZDOV =T FADFEP LA RHIRREEZFLILLTED, 50F
THie AR R RIEE /LD OFA LT T2 L CORBED S O DML St 7572
SNHRETHD,

97.

Example 18: A clinic for cosmetic surgery seeks explicit consent from a patient to transfer
his medical record to an expert whose second opinion is asked on the condition of the
patient. The medical record is a digital file. Given the specific nature of the information

concerned, the clinic asks for an electronic signature of the data subject to obtain valid
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explicit consent and to be able to demonstrate that explicit consent was obtained.>0
HP18: HLEREIAR DI =y 73 BEDKREICOWTEI R A=A %KD D
HEICZOBRFLERAEIET D720, BEF T RORREL RO D, BRLERITT V4
NI AN THD, BT DIEMOFRIRMEZRIRIC, 7V => 713, AR EE
2510 F R BB EONEIEFE TEL LT D720 T —F EIROETE
£ %R D 50,

98. Two stage verification of consent can also be a way to make sure explicit consent is
valid. For example, a data subject receives an email notifying them of the controller’s
intent to process a record containing medical data. The controller explains in the email
that he asks for consent for the use of a specific set of information for a specific purpose.
If the data subjects agrees to the use of this data, the controller asks him or her for an
email reply containing the statement ‘I agree’. After the reply is sent, the data subject
receives a verification link that must be clicked, or an SMS message with a verification

code, to confirm agreement.

CEBEORBORERY . PIRRFEE NN THLIEAMEITTHHIELRVID, T2l A
I, 7 =AW, EBIRT — e il a Blds) LT HE A OF M a6 A—b
TS, B, FE HRIOTZO DR ETFMOMANCOWTRIEZ KDDL LE e A
— VT T D, T =2 BN EOT —FRIZAKGET 2720613, A ILKHT51LD
BRIt & T @ A=V &I HINCT —F FKRITRD D, ZOWFNESIItR, DK
AR T D720, T —F ERITZV 7 LRI UT Bl WEE DY 7| SUTREH 21—
RD&H%H SMS Ayt —T %2 T D,

99. Article 9(2) does not recognize “necessary for the performance of a contract” as an
exception to the general prohibition to process special categories of data. Therefore,
controllers and Member States that deal with this situation should explore the specific
exceptions in Article 9(2) subparagraphs (b) to (j). Should none of the exceptions (b) to
(i) apply, obtaining explicit consent in accordance with the conditions for valid consent in

the GDPR remains the only possible lawful exception to process such data.

59 ZR(2)T, FFe T — DT =S & BB O 1o D — AR I 342 F14 LT T

50 This example is without prejudice to EU Regulation (EU) No 910/2014 of the European Parliament and of the
Council 0of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market.

Zoflix, MRS ET 2 BETENE 070 0ETFHZRID & P 7 A - F—E RT3 201447 A
23 HAFF BRI GRS R GBI & 0 #H] (EU) 91020141 12K L 72\,
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KIBITOT=OIHETHDH | ZEERBO TR, D72, ZH LT IR I A Bk & BH L0
BENE, 59 % (2) (b) 1 5(j) ETOREDFINEFIRDRETH D, (b) 1 D) ETOHISD
ENHFZYLARNELTH, GDPR IZBITHA ZNR[F EDO R LTS Te PRIV RS %
BHITIE, BT —2E B 12D O LR FIFNOE D e 7RSI T D,

100.

Example 19: An airline company, Holiday Airways, offers an assisted travelling service
for passengers that cannot travel unassisted, for example due to a disability. A customer
books a flight from Amsterdam to Budapest and requests travel assistance to be able to
board the plane. Holiday Airways requires her to provide information on her health
condition to be able to arrange the appropriate services for her (hence, there are many
possibilities e.g. wheelchair on the arrival gate, or an assistant travelling with her from A
to B.) Holiday Airways asks for explicit consent to process the health data of this
customer for the purpose of arranging the requested travel assistance. -The data
processed on the basis of consent should be necessary for the requested service.
Moreover, flights to Budapest remain available without travel assistance. Please note
that since that data are necessary for the provision of the requested service, Article 7 (4)
does not apply.

=P 19:MESHARI T — - 2T T A XL, 7L 2, EE DD E R L TITMATAT
ERVREDIZOIT, NGV T VAL R —E ARG D, HOBE DT LAT IV I
MBET HZRANETOMEE TRILRE TEDIIITI T NN TV RE R RD D, AT —iif
223, ZOREIZE ST —E AR TELIINCTT D720 (e L 2T, BIES —MIBITS
R ORE., 3F—3IF7 /4 A Db B ETREINEZIROT LV AZ D FRILEZLDT]
REMED B D) . Z DRE DORFRIEICE T 2IF RO HEZRD D, KT —Hizzidskdbh
TeRT YL T L AB L ADYEF DT D DREK DIEFET — 22 Bl D Z 22OV TR
[FEZRKDD—FEIZESWTHERDNDT —FBEDERS NI —ERZT ML E T
T THDH, bHAA, THRANETOTTANING LT L AZ R L THRIHTED, Lz
Mo TZORFITIX, ZDT —FPROLNT —EADRMEDT=DIZNETHDHI=0, HT 5
(@) ITEHASNRNZEICERESNZW,

101.

Example 20: A successful company is specialised in providing custom-made ski- and
snowboard goggles, and other types of customised eyewear for outdoors sports. The
idea is that people could wear these without their own glasses on. The company receives
orders at a central point and delivers products from a single location all across the EU.

F41120: oD RO AT — K PR /=R —RHOT =7 LT TR T « AR —
DD HAL < AXENIZT AT = TIRHLL TREIL TVD, RARIE, B3 DAT X2 LT
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102.

103.

In order to be able to provide its customised products to customers who are short-sighted,
this controller requests consent for the use of information on customers’ eye condition.
Customers provide the necessary health data, such as their prescription data online
when they place their order. Without this, it is not possible to provide the requested
customized eyewear. The company also offers series of goggles with standardized
correctional values. Customers that do not wish to share health data could opt for the
standard versions. Therefore, an explicit consent under Article 9 is required and consent
can be considered to be freely given.

TR DBUEN I ARG~ ARSI dn % Ja T D728 | [RIFtE BE 13RO B OIRAEIZES T
DIFHROFINCOWTREZRD D, BEIL, ELETOER, TOBIET —F DI
fRET — 2ot T4 TRHT 5, N2 UL, BRODAZ A RSNIZT AT =T %
Rt TER, AR ERN G EEOT — 7L - D)= Xh iR I L TS, R DM T
—ZOIFELFRT R, TOEHED ) —XZBIRTED, L72A> T HIFRDHETOY]
AR ERIZINEETHY | FFREITE BHICEZbNDHEHRTIELTED,

5 ADDITIONAL CONDITIONS FOR OBTAINING VALID CONSENT
AN R EZEFDTD OB SR

The GDPR introduces requirements for controllers to make additional arrangements to
ensure they obtain, and maintain and are able to demonstrate, valid consent. Article 7
of the GDPR sets out these additional conditions for valid consent, with specific
provisions on keeping records of consent and the right to easily withdraw consent. Article
7 also applies to consent referred to in other articles of GDPR, e.g. Articles 8 and 9.
Guidance on the additional requirement to demonstrate valid consent and on withdrawal
of consent is provided below.

GDPR /L, HEENAIRFELG T, ENERFTL, TNETEH CEDTEEMEIR T D720,
IBINAYZRBIRDIZ DWW TOEZE AL TS, GDPR 2 7 §I%, A7RFEEICOWVWTO
IBINASRARE | FIEORLE A D Z L E AR\ THIE T RN B3 D5 B2 i E
ZEDTND, F25 7 &1L GDPR O3, 7oL 2 1%, 5 8 KU 9 FRITIBAD[H
ElCbiHEND, AR B AR T 5720 OB B LRE ORI 50 A4
Al AT 0@ Th D,

adopted 51

]

51




5.1 Demonstrate consent
Al B DRERA

104.In Article 7(1), the GDPR clearly outlines the explicit obligation of the controller to

demonstrate a data subject's consent. The burden of proof will be on the controller,

according to Article 7(1).

GDPR I, 25 7 (M) 12BNV T, T =X LD R BEE G T A EHE ORI HEE I T-o&
DERANTND, ZEEEE I, 55 7 (1) 1280, BEE OMICHHEL TS,

105.Recital 42 states: “Where processing is based on the data subject's consent, the
controller should be able to demonstrate that the data subject has given consent to the

processing operation.”

AISCES 42 T, TRV BT —F TR DA EIZHEOSG & BPEE T, €07 —X3k7
FDIRREFFIZH] L TRl EZ G2 7220 I EEFFH TE SN L21TFUT 257200 V) Ealk
TWD,

106.Controllers are free to develop methods to comply with this provision in a way that is
fitting in their daily operations. At the same time, the duty to demonstrate that valid
consent has been obtained by a controller, should not in itself lead to excessive amounts
of additional data processing. This means that controllers should have enough data to
show a link to the processing (to show consent was obtained) but they shouldn’t be
collecting any more information than necessary.
EHAEL, AEARA N —2a AZBLIC BT ZOREICHED T ikEE B ICHED 52 L8
T&ED, L LADRFEENE A ICIVEON T2 E2FE T 08B I3, A EART, KR
R EOBINIT —H DB NEL DT RETIT RV, ZIUFEBEE D (RIENELNIZE
R T T2OD) B WO BMRZFEH T DI+ 5070 7 — 2 a5 O RETHDHEL DOL, M
LU EIZ LS DIEBANE T RETIIRVWZEEZBERL TVD,

107.1t is up to the controller to prove that valid consent was obtained from the data subject.
The GDPR does not prescribe exactly how this must be done. However, the controller
must be able to prove that a data subject in a given case has consented. As long as a
data processing activity in question lasts, the obligation to demonstrate consent exists.
After the processing activity ends, proof of consent should be kept no longer then strictly

necessary for compliance with a legal obligation or for the establishment, exercise or
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108.

defence of legal claims, in accordance with Article 17(3)(b) and (e).
ARRAENT — 2 ERIVEONT-ZEAFE T 2013 E HBE O FTETHD, GDPR 1L, =
NBEDINATONIRTIUT R BAR0DE EREIHEL TRV, LrL, BEEIX, 5
=R BWTT —H EEBRFRE LI EAGE CERIT U b7, 354 357 —Z
PGB DS T DIRY | [RIEA R 3 28I IAE T D, BRI T 205 T L%, [AEOFE
PUTHITRRFFENDRETITZRVD, 55 17 5:(3) (b) K TN(e) ITLT23 v, IERIFHS O IET
DI XALFFR A DI . BOEPHH DT |\ | L B [F B OFFHLIRFF SN D& TH
%o

For instance, the controller may keep a record of consent statements received, so he
can show how consent was obtained, when consent was obtained and the information
provided to the data subject at the time shall be demonstrable. The controller shall also
be able to show that the data subject was informed and the controller’s workflow met all
relevant criteria for a valid consent. The rationale behind this obligation in the GDPR is
that controllers must be accountable with regard to obtaining valid consent from data
subjects and the consent mechanisms they have put in place. For example, in an online
context, a controller could retain information on the session in which consent was
expressed, together with documentation of the consent workflow at the time of the
session, and a copy of the information that was presented to the data subject at that
time. It would not be sufficient to merely refer to a correct configuration of the respective
website.

Tel 2T WEF IR B A EOMIRZ L TR<OBIWNb LR, Z1Ulks
TEBEIZEDIDICFRERELN., WORERFONIZNEZ R T IENTE, FLZDLE
2T — 2 EARICERAL U7 R AR T 5283 C& 5, F-EHE L, 7 —F ERICEmMS A,
B OVEREDA W72 R EICBE § 2 MED 2 TANT- L2 ZEbAEH T& %, GDPR D
DEHOY T D LmilE, BEHFIL, 7 —F EERDOA R RREEZGZIE, KOS B
FHOFERLIZRIEAN =ALZEAL T, A EEE R IUTIRBRN V) L TH D, T-
EXNE, AU TALDOIARTIE, FEE L, By var BoOREBEEEOFE LELLIC, FER
KHINT By v a AT T AERE T — 2 BRI E RO B LA R T& D, &V
=7 Y ADIELVEIEIZE KT D720 TIFRW 53 TRV TH A,

109.

Example 21: A hospital sets up a scientific research programme, called project X, for
which dental records of real patients are necessary. Participants are recruited via
telephone calls to patients that voluntarily agreed to be on a list of candidates that may

be approached for this purpose. The controller seeks explicit consent from the data
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subjects for the use of their dental record. Consent is obtained during a phone call by
recording an oral statement of the data subject in which the data subject confirms that
they agree to the use of their data for the purposes of project X.

] 21: HLOEBHERH, EEROBE OWBRLEELEL T2k X LTINS
FHFRE LD BT, 207 Y= OBME L, 20 B IO DA E Y A M E#I o
WTHBERNCRIEL TWBE XL T, Azl THESND, EHEITZOWH ik
ZRHT 270, 7 =2 ERICH R RIEZ RO D, REIX, 7 —FEERR T =7 X
D BBT=O DT —FZFIRICOWTRFHE T HIEEMERL ., 7 —F RO DR Z 6% % 7
HTETHRLZEIZL TS,

110.There is no specific time limit in the GDPR for how long consent will last. How long
consent lasts will depend on the context, the scope of the original consent and the
expectations of the data subject. If the processing operations change or evolve
considerably then the original consent is no longer valid. If this is the case, then new

consent needs to be obtained.

GDPR T, [AENE DLW OG0 DW T, FEEDOHIMZ /RL TR, [H
BENEDOLBWREGET DM DN TE, v T AR, VPO EEO#BH, 7 —4% ERO
HIFRIAR LT 2, BIREB N B S, ITIERESNIZEX 1L, AV TV ORETD I
RN T2 D, TDYE | BT FEORIF NI/ D,

111.The EDPB recommends as a best practice that consent should be refreshed at
appropriate intervals. Providing all the information again helps to ensure the data subject
remains well informed about how their data is being used and how to exercise their
rights.51
B 29 REEHRIT, NANTFIT AL T, BWEYIRHRE CRENRHESNLRETHLT
LERET D, BERTOHFRERIET 22413, 77— ERBEDIINNTEDT —2 M
SINDD FT-HODMEMZE D INTATHE TE LN OV THRICHAEZ T TWDH I EE
TR 9 DDA 51,

51 See Article 29 Working Party guidelines on transparency under Regulation 2016/670 WP260 rev.0.1 — endorsed by
the EDPB.

55 29 ¥4 TEDPB I & » THAGE X L7z B 2016/670 WP260 rev.0.1 1350 iEMHMEICEIT 2 774
74 v] =]
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5.2 Withdrawal of consent
EiE=X2%i{E|

112.Withdrawal of consent is given a prominent place in the GDPR. The provisions and
recitals on withdrawal of consent in the GDPR can be regarded as codification of the

existing interpretation of this matter in WP29 Opinions. 52

[FIEOHIENL, GDPR (ZBWCHHE R ATE 52510 T 5, GDPR ([ZE1T A [RIE Ofn]
DECERTSUE . 5 29 SAEEHEN IOV TOINECHLTEE RE LS
DEBDHZENTED 52,

113.Article 7(3) of the GDPR prescribes that the controller must ensure that consent can be
withdrawn by the data subject as easy as giving consent and at any given time. The
GDPR does not say that giving and withdrawing consent must always be done through
the same action.
GDPR %5 7 &:(3) 1%, BHH X, 7 —F ERICEDREOREIN, [FMEA 52 -LE L RIS
B ETE WD TH A RE TH AT LZ R LT UGN EHEL Tnd, 7272 GDPR
. [FAEZ 52T EEMEITHZENEITRICAT A I L > THT AR IT U2 bR bldak
ATUNRUY,

114.However, when consent is obtained via electronic means through only one mouse-click,
swipe, or keystroke, data subjects must, in practice, be able to withdraw that consent
equally as easily. Where consent is obtained through use of a service-specific user
interface (for example, via a website, an app, a log-on account, the interface of an loT
device or by e-mail), there is no doubt a data subject must be able to withdraw consent
via the same electronic interface, as switching to another interface for the sole reason
of withdrawing consent would require undue effort. Furthermore, the data subject should
be able to withdraw his/her consent without detriment. This means, inter alia, that a

controller must make withdrawal of consent possible free of charge or without lowering

52 WP29 has discussed this subject in their Opinion on consent (see Opinion 15/2011 on the definition of consent (WP
187), pp. 9, 13, 20, 27 and 32-33) and, inter alia, their Opinion on the use of location data. (see Opinion 5/2005 on the
use of location data with a view to providing value-added services (WP 115), p. 7).

29 KA RI DT —<iconT, RECHET2ER (AE0ERICET 22 152011 (WP187)
9. 13, 20, 27. 32~33 H), ¥=METFT— 2 oM BT 3 ER ((HNEifEy — © 2 ofiE T — 2 FIfic
B3 2 & A 52005 (WP115) 7 H) ICH W Tigam L T 72,
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service levels.53

LOLRIENS— R O~ AT ATAT I —Aba— I LD E 17 T B AW
THLNDEEITIR, 7 —F FRITFER ERIERES S TEORELZ MBI TERT U7
%f;b\o FEBY—EAFEN 22— — A X —T A ADOF A E B L% E (-
ZIX U=T YA, T alF TN 0T DAL —T 2 AA XE e A=k
D) WIR, T —H ERIIFICE oA H—T A AL CRIBAMIE T LT
HEZRB720, WBIDT= DT DA L 2 —T 2 A ANEZ D LT, RY7REE 5RO DT
LILIRDTD Th D, SHIZT —F FRIL, AFEEE DL, H CORBEEZRHEITELLD
IZLRITAUTR D22, 2T, &0l BRI C U —E A EE | E T 528
72 FEORIBIATELIDCLRTIUT DN LA EEL TV 53,

115.Example 22: Amusic festival sells tickets through an online ticket agent. With each online
ticket sale, consent is requested in order to use contact details for marketing purposes.
To indicate consent for this purpose, customers can select either No or Yes. The
controller informs customers that they have the possibility to withdraw consent. To do
this, they could contact a call centre on business days between 8am and 5pm, free of
charge. The controller in this example does not comply with article 7(3) of the GDPR.
Withdrawing consent in this case requires a telephone call during business hours, this
is more burdensome than the one mouse-click needed for giving consent through the
online ticket vendor, which is open 24/7.
F 22: 5 FHERIA T DF Yy MREIEZBL TF ry b it AT D
ForyMRIEE—EIT, ~—T7 T 427 BOTZOITEAE ORI HIZOWT, FERRDLI
%, BRIL, ZOHWMDRIEZRTTEOIZ ) —A T RAZ IR TED, BEFIT, BEICRL
[FEZMEIT 2L TEDEWIE IR R T 5, FMEIDTZDIZ, BZITEENT, S H 4
8 B DFME 5 BFETa—/Lk L #—|(C#E TED, ZOFICEHI 7‘6@’%@% X, GDPR % 7
Z(3) L= TNRW, ZOEADFE ORENC I, IHO)E)@%H%‘F? L4 K
DTEY, ZUIF I - F oM BU CRELZ 522700 7 A 24 E#F‘aﬁﬂﬁ%fi
~ A7V y 7 1 BlEOBIXE0NCHE B2 72D TH D,

53 See also opinion WP29 Opinion 4/2010 on the European code of conduct of FEDMA for the use of personal data

in direct marketing (WP 174) and the Opinion on the use of location data with a view to providing value-added services
(WP 115).

B2 SERERMBD [ AL 2 b == T 4 v 7B 3MATF— 2 DRI+ %2 FEDMA @ WIHATEIR

HIcBI 2 E A 420100 (WP174). KO [HIMEifE3 — v 242461 515 2 67 7 — 2 I ICBE 3 2 A
(WP115) %S,
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116.The requirement of an easy withdrawal is described as a necessary aspect of valid
consent in the GDPR. If the withdrawal right does not meet the GDPR requirements,
then the consent mechanism of the controller does not comply with the GDPR. As
mentioned in section 3.1 on the condition of informed consent, the controller must inform
the data subject of the right to withdraw consent prior to actually giving consent, pursuant
to Article 7(3) of the GDPR. Additionally, the controller must as part of the transparency

obligation inform the data subjects on how to exercise their rights.54

KL IRMEIOZERIL, GDPRIZHEWTAH R RIEICHLE R —HmEL THIES LTS, =
DHERAY GDPR DELAEZ - S EEI2IT, BB DRIE DO 72~1% GDPR A3#~FL T
WU, 55 3.1 BT RS, @HIE1T7E L TOREO ST, GDPR % 7 45(3)
ZX, FEFITT — 2 BRICKL THREEICREE 52 280, R OMER| O Ha i
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T, ZOMEFATHE DO HRATRAEL 221 U e breu 54,

117.As a general rule, if consent is withdrawn, all data processing operations that were based
on consent and took place before the withdrawal of consent - and in accordance with
the GDPR - remain lawful, however, the controller must stop the processing actions
concerned. If there is no other lawful basis justifying the processing (e.g. further storage)
of the data, they should be deleted by the controller.>®
— L=V LT [RE MBS NS5 E | IEIRTO [FEICHESVWe—Z L TGDPRIZL
Telole— 7 —Z R EB OB TR BHEE THLA, FHE IR T 2RI T A% T 1k
L2 UE b2, 7 —2 OB (T2 20X, BINORAT) 2 1E 463 Ao LR R L3
RN BIE, FOT — A IEBEIZIVIEES NI IR B0 55,

118.As mentioned earlier in these guidelines, it is very important that controllers assess the
purposes for which data is actually processed and the lawful grounds on which it is based

prior to collecting the data. Often companies need personal data for several purposes,

54 Recital 39 GDPR, which refers to Articles 13 and 14 of that Regulation, states that “natural persons should be made
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to exercise their
rights in relation to such processing.

GDPR % 13 R U 14 5105 R L 72013056 39 THIZ, TAR AR, AT — 2 0Bk BT 2 ) 2 27,
b— b ARGERE K OHER], e, 2 ol L BE T 2 B O % &0 X 5 ICfT{EF 2 2 ic 0w T,
MoInadhiEaszn] tidTwnw3,

55 See Article 17(1)(b) and (3) GDPR.

GDPR % 17 (1) (b) &(3) %=
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and the processing is based on more than one lawful basis, e.g. customer data may be
based on contract and consent. Hence, a withdrawal of consent does not mean a
controller must erase data that are processed for a purpose that is based on the
performance of the contract with the data subject. Controllers should therefore be clear
from the outset about which purpose applies to each element of data and which lawful
basis is being relied upon.

ZNBDHARTAL TREIR LI IS, FEF N EERICB R bdT —FD B ET —#IL
RITIENL D B2 o T IERR LA S 9~ 5 2 213 E DO THETH D, LITUITEZEIT
<D BRDIZDIMBANT —Z 2 L L | T O BRI OIERILZIE SN TND
72D ThD, T2 2R, R T — A IR EREIZE SN TWDEE LIV, ZOEED[EE
OENL, BFIE N T —F FEIREDZKIBITIZHE S HBDOT=OIR b T — 2% 1H
ELRTITRERNIEETEIRL TR, ZOL7Zenb, HHE L, 7 — DR EHR
[ZEDIH7R AP EMES AL, F2E DI ZRERARBLUTIESNTWODNTHOW TR AN BB
LN THLHNETHD,

119.Controllers have an obligation to delete data that was processed on the basis of consent
once that consent is withdrawn, assuming that there is no other purpose justifying the
continued retention.>® Besides this situation, covered in Article 17 (1)(b), an individual
data subject may request erasure of other data concerning him that is processed on
another lawful basis, e.g. on the basis of Article 6(1)(b).>” Controllers are obliged to
assess whether continued processing of the data in question is appropriate, even in the
absence of an erasure request by the data subject.58
fBEL TIRFF T D& 1B M LT DD H DWW EARGE T 556 Wolc ARE RIS
N EXIE, HHEITEDORIBIZESWTEH N2 T — 42 ET 2R BEEH T 5 57,
BEHEIL, T X ERICEDEEOERPWEGA TS X, MEOT —ZOfkfke i B
DL EIDEFHIL 72T U7 720 98,

120.In cases where the data subject withdraws his/her consent and the controller wishes to

5 In that case, the other purpose justifying the processing must have its own separate legal basis. This does not mean
the controller can swap from consent to another lawful basis, see section 6 below.

Zo%a. OB EZIEE T 2o BrYiE, ZHEMAE L ZEOENRILZ K- 2 T i 5 7w,
I, EHEPABZMOENERICANEZ L LA TE LI LEEKRLA Y,

57 See Article 17, including exceptions that may apply, and Recital 65 GDPR

B FTRE = BI5L % &8 GDPR 56 17 45, K OHISCS 65 H %2 S,

58 See also Article 5 (1)(e) GDPR

GDPR 5 5 5:(1) (e) b ZM,
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continue to process the personal data on another lawful basis, they cannot silently
migrate from consent (which is withdrawn) to this other lawful basis. Any change in the
lawful basis for processing must be notified to a data subject in accordance with the
information requirements in Articles 13 and 14 and under the general principle of
transparency.

T =2 LR A S ORIEZEIL, & HE BMOOEFARILUIE SV TIE AT —Z OBk
ZHI & E LS T, FEE T (RIS [ EEZ O CMOERRILICEBI TS E
HTETTERYY, BARNTOWTOERRILOZE T, 5 13 KLU 14 SROfFHREM
ZHE IO —RFANCEY 7 —F ERICEmS 2T Eebleu,

6 INTERACTION BETWEEN CONSENT AND OTHER LAWFUL GROUNDS IN
ARTICLE 6 GDPR
7B £GDPRAI6S:I IS 1T DD LR BLE D B LR

121.Article 6 sets the conditions for a lawful personal data processing and describes six
lawful bases on which a controller can rely. The application of one of these six bases

must be established prior to the processing activity and in relation to a specific purpose.?

B 6 SR, LT — X OB OOSEMETED ., BERE DMEILTE DR DD IERRHLE IR
RTCND, ZORDOIRPD — > FIZEARAT A2 h 2R EDO HEY 59 ([ZBIE#L
THeSLESN TR IR B0,

122.1t is important to note here that if a controller chooses to rely on consent for any part of
the processing, they must be prepared to respect that choice and stop that part of the
processing if an individual withdraws consent. Sending out the message that data will
be processed on the basis of consent, while actually some other lawful basis is relied
on, would be fundamentally unfair to individuals.
CITHEETANESEBERILL, EHEDPIHRNO—EITR T D REIKIL T 2 IRE 5
2o, ZOEHE T ORNEZEEL , HADFREZREIL LS ITBRR O OE DSy
EHIETELIDICHEL CORITIUT bR 2 & Th D, FERRITILMO LRI
RBLL 227305, 7 — 2B AEE BRI L THH b TODEVI Ay — U a5 L1,
i N U TIRAICA R IETH D,

59 Pursuant to Articles 13 (1)(c) and/or 14(1)(c), the controller must inform the data subject thereof.
I35 (o) RUE 144 (0 Kftwv, HHEEFEIZOI L 2T — X EMRIGEA L 2 d 1%k 5w,
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123.

124.

In other words, the controller cannot swap from consent to other lawful bases. For
example, it is not allowed to retrospectively utilise the legitimate interest basis in order
to justify processing, where problems have been encountered with the validity of consent.
Because of the requirement to disclose the lawful basis, which the controller is relying
upon at the time of collection of personal data, controllers must have decided in advance
of collection what the applicable lawful basis is.

BV 27001X, FEE IR B MOERRILCE SR 52 LN TER, 72203, M
AR DA Z I IE R L2556 B 2486 T 5720 12 IE 2 7R3 &) AR #ILA
K ENZFFD T Z LT bW, FELE DME N T — 2 % IEE T DB TR LT D IEAUR
WA BR T 2B RO FEE L, 8 H CEOIERIRILMI ) Z IR Se L > TR EL
TEBIRTIITIRBIR,

7  SPECIFIC AREAS OF CONCERN IN THE GDPR
GDPRIZH3 T 25 1 o [ Ik

7.1 Children (Article 8)
& (5585R)

Compared to the current directive, the GDPR creates an additional layer of protection
where personal data of vulnerable natural persons, especially children, are processed.
Article 8 introduces additional obligations to ensure an enhanced level of data protection
of children in relation to information society services. The reasons for the enhanced
protection are specified in Recital 38: “ [...] they may be less aware of the risks,
consequences and safeguards concerned and their rights in relation to the processing
of personal data [...]” Recital 38 also states that “Such specific protection should, in
particular, apply to the use of personal data of children for the purposes of marketing or
creating personality or user profiles and the collection of personal data with regard to
children when using services offered directly to a child.” The words ‘in particular’ indicate
that the specific protection is not confined to marketing or profiling but includes the wider

‘collection of personal data with regard to children’.

BEOfEm Lk 5L, GDPR XSG OFIV AR N, R, FELOMEANT —& 23 Bk
NAOGEITONT, BINZRREL AT — 23T TWD, 5 8 &L, fHlita ) —eRIZHE
LT, TEBIZOWTEERL NV OT — X RHEL R T 51BN 52 AL TND,
PRAEOTRILOBIIL, FISCE 38 THTHRIESINCNWD, [ AEB/L, AN T —Z DI N
S BYRL, FERE OB TS RAESSEI N HDHEFIIZ DU T 78k TE0 0
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HLIVLRUED, » o+ ) TR 38 WX, [#F/2, v—2 7022 DABY, €DFEbICH
T BN TV BELSIIMIN 727 7 2 DER D H B TOFHEZ D0 TOMIN 7 —5D
1, R ONFEBICH L THBEIZHENS IS P —E X FH T D50 7 Eb DN T —5 D
WREEIZXL T, EDLIRFFFNDIRZED I X RNTFUTR 570 0| L3R~ TWD, [RFIZ] (in
particular) L\ SCE 1L, ReBll7e ki~ —r T 4o 707 a7 7 AV I RESNAHD TIX
72 b LA T EBIZBET A AT —Z DIE | B3 A TNAHILERL TS,

125.Article 8(1) states that where consent applies, in relation to the offer of information
society services directly to a child, the processing of the personal data of a child shall be
lawful where the child is at least 16 years old. Where the child is below the age of 16
years, such processing shall be lawful only if and to the extent that consent is given or
authorised by the holder of parental responsibility over the child.8° Regarding the age
limit of valid consent the GDPR provides flexibility, Member States can provide by law a
lower age, but this age cannot be below 13 years.
% 8 KT, FEL DAY —E RO EHERREMIIBE L T, FENEHS D
Be. FEBICOWTOAT —ZDBRNE, FEHRD<EE 16 M ThHGEIT,
ETHHZEZFLLTND, FE62 15 5% LL T (below the age of 16) D&, £H L7z Hidhv
I, RENFEGIZETBMEDRA T ICEV B2 ONDD GO LN IGE IO I, EHikEs
% 80, A5 5h72 [AlFE OAFRRHIFRIZ DUV T, GDPR IEFRMZHE L IR E TS - SR
ERETEDDLZENTEDLN, ZOFHZE 12 LA FIZIXTEZRYY,

126.As mentioned in section 3.1. on informed consent, the information shall be
understandable to the audience addressed by the controller, paying particular attention
to the position of children. In order to obtain “informed consent” from a child, the
controller must explain in language that is clear and plain for children how it intends to
process the data it collects.1 If it is the parent that is supposed to consent, then a set
of information may be required that allows adults to make an informed decision.
MHZSZ T2 ECOREICET 25 3.1, STl ~72doc, [FHIE, FEbDOSGE R
JEL T, FELE SR ET 58I (audience) IZBEE TEDH DO TRIFIUTRBR, T

60 without prejudice to the possibility of Member State law to derogate from the age limit, see Article 8(1).
FlFIRIC O W TR I 2 MBEEOEMNEO MR ZRE L v, H -1 25,

61 Recital 58 GDPR re-affirms this obligation, in stating that, where appropriate, a controller should make sure the
information provided is understandable for children.
GDPR Hi3CH 58 HHI, #Y) aaic, RtshfHmoFL&dic s o THFRIETH 5 2 L 2 EHE N

MRS ~NETHB LB RB LT, ZORGEEHELT S,
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OIEAZ 2T T2 ECORE)&507-DIE, FHEIL 2N EDLT —2 2D I
M9 ELTODME A EBITH LTI T -5 72305 TR L2 b o1, A
THERDONLDONPE THLGE  ADEPAMERIREZATIZ LD TEOHEMIA KDL
DB LAVRVY,

127.1t is clear from the foregoing that Article 8 shall only apply when the following conditions
are met:
FIRL72Z2ED05, 5 8 ki, LA FOFMUENT-SN-EEICDH, IO EITHLAT
HD,
* The processing is related to the offer of information society services directly to a
child.6263
BRI, FEBITRT D EER R F RS —E AD R BILRL T D, 6268
* The processing is based on consent.
B, FEIZEESL,

62 According to Article 4(25) GDPR an information society service means a service as defined in point (b) of Article

1(1) of Directive 2015/1535: “(b) ‘service’ means any Information Society service, that is to say, any service normally
provided for remuneration, at a distance, by electronic means and at the individual request of a recipient of services.

For the purposes of this definition: (i) ‘at a distance’ means that the service is provided without the parties being
simultaneously present; (ii) ‘by electronic means’ means that the service is sent initially and received at its destination

by means of electronic equipment for the processing (including digital compression) and storage of data, and entirely

transmitted, conveyed and received by wire, by radio, by optical means or by other electromagnetic means, (iii) ‘at the
individual request of a recipient of services’ means that the service is provided through the transmission of data on

individual request.” An indicative list of services not covered by this definition is set out in Annex I of the said Directive.
See also Recital 18 of Directive 2000/31.

GDPR % 4 25(25) I XX, ERES Y — € 233D 2015/1535 56 1 55(1) (b) ICED 2P — A2 EKT
32, $hbb, [ b)) [#—X) &it, FitED—EEX, Thbb, #—EIDRGEDIIIZERIC J
D ETFHY 5 FEIC & > THEEWGIZE O THIYD 72 D IS Z W S — X FEH T S, CDEHZEDED,

G) I [ B0 T (atadistance)] & 13, #— E X BAIFICHITT L T3 4 HE 4 LICIBHS S = &
FEMT S, (i) [ETH)ZTFEICE > T (byelectronic means)] & 1%, #—E 225, FIEMEhZDHE
WTRITRONG I —EXTH Y, FLT—KDIRP (FIXNEHEEE D) & RIFEDE D DE TR
Je OB, JERR, HFEFEE I D TN Ze FEHC J > TREINIICELS, ik, FIEINS Y — X PE
Y3, (i) [¥— X DIRFEDIFFINGELRICE V) (at the individual request of a recipient of services)] &
12, =P DERITIE L TF— A DBl d LTI E B & BT 8], COERTH A —
ENTHanI— L ROFIRN BRI, IHFOMRIICTEITHD, E723E8 200031 #iSCE 18 THD
2,

63 According to the UN Convention on the Protection of the Child, Article 1, “/...J a child means every human being
below the age of eighteen years unless under the law applicable to the child, majority is attained earlier,” see United
Nations, General Assembly Resolution 44/25 of 20 November 1989 (Convention on the Rights of the Child).

EESEE D [VWEOHEFICE S %2558 (UN Convention on the Rights of the Child) %5 1 $&ic Xt [ /&
Gt 18 IR DT RCDEFEE 5, LEL, HFEET, TOFICHEMINEEFEIZL YL VA HF
ICEL 7S D#E Lo 1989 4 11 H 20 BT EERSUGE 44/25 (REOHEFICBES 2 540) %S,
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7.1.1 Information society service

sty —e=x

128.To determine the scope of the term ‘information society service” in the GDPR, reference
is made in Article 4(25) GDPR to Directive 2015/1535.
GDPRIZIEWT, MEHAEE Y —E A W) HIFEOHIPHAIRE T 57280, GDPR 5 4 55 (25)
IMBBIZLT-DITHE T 2015/1535 Thd,

129.While assessing the scope of this definition, the EDPB also refers to case law of the
ECJ.%4 The ECJ held that information society services cover contracts and other
services that are concluded or transmitted on-line. Where a service has two
economically independent components, one being the online component, such as the
offer and the acceptance of an offer in the context of the conclusion of a contract or the
information relating to products or services, including marketing activities, this
component is defined as an information society service, the other component being the
physical delivery or distribution of goods is not covered by the notion of an information
society service. The online delivery of a service would fall within the scope of the term
information society service in Article 8 GDPR.
COEFRDOHEIMZ IS 2B, EDPB 13, KN wERCHIFT (ECJ) DI (case law) IZHF
KLTn5 64, ECJ &, [MEMIS T —E R BA T4 Thifs S XU B SI 2 K&
OZDMOY—EREE e LR LTz, HDHT—E AN ZOORFHITIMSI L7 EE DA%
RSN TWDE A, —H BN T, AR D 7 7 AMI BT DR L &Z D5RE, U
~ =T T IEE G TR XUT T — R T AIE RO LA T DRI, fHHR
e —ERELTERSN, MITIZIBN T, B O LRl U E Th L EFRITO
WTIEE RS — RO EDO X G TldhneEng, h—ERAOF T4 ki,

64 See European Court of Justice, 2 December 2010 Case C-108/09, (Ker-Optika), paragraphs 22 and 28. In relation
to ‘composite services’, the EDPB also refers to Case C-434/15 (Asociacion Profesional Elite Taxi v Uber Systems
Spain SL), para 40, which states that an information society service forming an integral part of an overall service whose
main component is not an information society service (in this case a transport service), must not be qualified as ‘an
information society service’.

MR =] 22T (European Court of Justice) 2010 4F 12 A 2 HAF W EZE C-108/09 (Ker-Optika), 57 277 7
22 RN 28 M, THEG L7729 — v R (composite services) | 12DV Tid, 29 &FEM ST, FE C-434/15
(Asociacion Profesional Elite Taxi v Uber Systems Spain SL) X7 277 7 40 ILHh S KL T35, Ziid, H.b
K 2 R BEBIE R Y — C A TR ARV — AR D e ORRI RS 2 BT 3 F Rty — e X
(ZDBA, kY —eR) & MRS —e ] L LTEBOT i bhneidirTns,
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130.

131.

GDPR % 8 ZRICH T HME ALY —E A ORI E £D,

7.1.2 Offered directly to a child

FEBITH T DEEOTRE

The inclusion of the wording ‘offered directly to a child’ indicates that Article 8 is intended
to apply to some, not all information society services. In this respect, if an information
society service provider makes it clear to potential users that it is only offering its service
to persons aged 18 or over, and this is not undermined by other evidence (such as the
content of the site or marketing plans) then the service will not be considered to be
‘offered directly to a child’ and Article 8 will not apply.

[F-EHITTHEBEORML LV LEEE D28, 5 8 &8, Mt —E 2D AT
TIERWNIEL, ZO—EICHEAESNDZEEZBIRL TWD, 2O RIZHOWT, fFltha—
EADTRMEE 3 18 L EOE T T o —E AR THY | 2O EDMOFEIL (A
DAL T RNF~ =T AT T T D EHTR) 1Tk THRARDIRN A E o —
P—IZHALNICT DG OV —E AN FEHIT T DEEORME LT ARSI T, 58
eSS iRV AR

7.1.3 Age
&S

The GDPR specifies that “Member States may provide by law for a lower age for those
purposes provided that such lower age is not below 13 years.” The controller must be
aware of those different national laws, by taking into account the public targeted by its
services. In particular, it should be noted that a controller providing a cross-border
service cannot always rely on complying with only the law of the Member State in which
it has its main establishment but may need to comply with the respective national laws
of each Member State in which it offers the information society service(s). This depends
on whether a Member State chooses to use the place of main establishment of the
controller as a point of reference in its national law, or the residence of the data subject.
First of all the Member States shall consider the best interests of the child during making
their choice. The Working Group encourages the Member States to search for a
harmonized solution in this matter.

GDPR &, UNBAEIZ, ZOF#EA 13 7z FEISZRVIRY  IEFIZL>T, 2hbD HRID
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132.

133.

134.

72O D IRV E EDHENTED ) EBEL TVD, FEE L, F—E A% 575
A& EBEST DL, 2NENBREOEMNEICEZ URIT U b2, R, gl
P RAERMETDEEE 1T, TN ET DM A RO NN E OB T IR T E T, 1
Wt —E AR T DA N E O EPEICBIED R T IUT RGN EIZEE T R&ET
b, ZHUTEIRIEDO SRS L LT, B HE O L0 0H SR R4 50, 7 —%
FEROEREZFATH0OBPULAAEND, W HIUSE X, I EIGRIREITORS, 7&
b DR EOFIEE B B LT IILRB20, 5 29 FE¥EmaE, MR EICR LT, ZHUck
L CIRO & DR R A RDIONTHELEL T D,

When providing information society services to children on the basis of consent,
controllers will be expected to make reasonable efforts to verify that the user is over the
age of digital consent, and these measures should be proportionate to the nature and
risks of the processing activities.

AT NIV THEBITE RS — R AT 2R BRI — =BT VX
IV b [FAED CELFEMZ AR CWDIEAFE T 5% 728 ) &AT > TWAT & HIFFS
U, O E D BARTEE OPEE LY AT IZ I THHNETH D,

If the users state that they are over the age of digital consent then the controller can
carry out appropriate checks to verify that this statement is true. Although the need to
undertake reasonable efforts to verify age is not explicit in the GDPR it is implicitly
required, for if a child gives consent while not old enough to provide valid consent on
their own behalf, then this will render the processing of data unlawful.
2—PF=NTF VL k| RENCTELFML ETHHERRD5E | FHEIIZOMRNE
FECTHLILAFN T LD OEE T =y 7% T T HIENTED, FlFEH OO G
BRAY72 55 N ZATOMLEEMEIX GDPR IZEBWTHI/RIALTU VRN, Z UK BRI RO B
TW5, FELDALANRRIEZRUET DI+ F I T VWEXIZFEL BRI EE 5
ZD1RBIE BB T — 2 OB EBETEIZIIL 2N T D,

If the user states that he/she is below the age of digital consent then the controller can
accept this statement without further checks, but will need to go on to obtain parental
authorisation and verify that the person providing that consent is a holder of parental
responsibility.

2= P=RNT VLV b FENTELEMARM THLLIR D56, BHEEITBINOF =y
IIRNCEDFRZEZT ANDZENTED, LINLEBEE DV TRLOFF A 2155720121,
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[FE 25208 DBMEDRAE THLZLEENTHMBEN LD,

135.Age verification should not lead to excessive data processing. The mechanism chosen
to verify the age of a data subject should involve an assessment of the risk of the
proposed processing. In some low-risk situations, it may be appropriate to require a new
subscriber to a service to disclose their year of birth or to fill out a form stating they are
(not) a minor.% If doubts arise, the controller should review their age verification

mechanisms in a given case and consider whether alternative checks are required.¢

R OFEINTR T — X OB E D T2H T RE TR, 7 — X EEROFEGE DA%
S ANE, RESNDER N DOV AZFAME BRI EHRETH D, VAT D/NSUWNRIL T,
P —EZAOFHUINAZE (T3 U CTHEAF OB R Z RO TR E DD E T D% D
HINTROZODEGIDH LAV 65, BN LD A, BEFIL—EDTr —RIZB W T
IR AT = X 2% FLEL (72T = 7 IR BN E S ERETT R ETH5 66,

7.1.4 Children’s consent and parental responsibility

FELDORIZ LB O HLE

136.Regarding the authorisation of a holder of parental responsibility, the GDPR does not
specify practical ways to gather the parent’s consent or to establish that someone is
entitled to perform this action.6” Therefore, the EDPB recommends the adoption of a
proportionate approach, in line with Article 8(2) GDPR and Article 5(1)(c) GDPR (data
minimisation). A proportionate approach may be to focus on obtaining a limited amount
of information, such as contact details of a parent or guardian.
BOBEMAFHOEOFIZBEL T, GDPR (X, BlOFEEZTY ., UTHENZEOITHETOE
K& RE oA D B FEREN e 7 iEE BLUEL T v 87, Z 7= EDPB X GDPR % 8 £
(2) O 5 &(1) (0) (7 —ZD/ME) IZia> Tl 7 7 m—F O & & L T

65 Although this may not be a watertight solution in all cases, it is an example to deal with this provision
INRFEDEI BT —RCHTRFE2RLAY Va—vay Thrvi LTh, ZOBEICHLT 2 —filic
3725,

66 See WP29 Opinion 5/2009 on social networking services (WP 163).

B2OKMEERE [V —vx -2y b7 —=F v 7 - = RICBT 2R 52009] (WP163) %S,

67 WP 29 notes that it not always the case that the holder of parental responsibility is the natural parent of the child
and that parental responsibility can be held by multiple parties which may include legal as well as natural persons.

HOBEMLOREHE LT LD FHOBEOR TRV — 22035 0, BlOBESEANL BRANEEDEE DY
FHEICL > TIRETE 2 2 L 2520 KMF¥ERERTLT %,
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%, leBli7e 7 7 a—F 1%, BOUIRESE (quardian) OEFE LD X728 IREMZ2 T #4215
DL EERDEN ST D ER B LI,

137.What is reasonable, both in terms of verifying that a user is old enough to provide their
own consent, and in terms of verifying that a person providing consent on behalf of a
child is a holder of parental responsibility, may depend upon the risks inherent in the
processing as well as the available technology. In low-risk cases, verification of parental
responsibility via email may be sufficient. Conversely, in high-risk cases, it may be
appropriate to ask for more proof, so that the controller is able to verify and retain the
information pursuant to Article 7(1) GDPR.% Trusted third party verification services
may offer solutions, which minimise the amount of personal data the controller has to
process itself.
2—PF—NELFAET LD GRFEM THLILEDFEH LN e, FEBIZRb>TRE
iRt T 2E DBIMEL ChOZLAFEN T 2R DM 56 BB 7 EMa R, B
(A DURZ LR ATRER BT KIS BT 5D, YRAZ D/INESWNVT— ATl e A—/V &
CToBUER OFETHanbLiven, B, VAZDORE 2 r — AT, EBEE72Y GDPR
H 7 RMICLIEZP > TEREMERUIRFFT 52 L TEDIIIT, SHIZELDFEMZ KD D
DHBFEGH LR 8 SHMEDHHEE =F OREI Y —E AT, FEE D H IR
AUTRBIRMEN T —F B o i/ MET DY) a—a a5 Ly,

138.Example 23: An online gaming platform wants to make sure underage customers only
subscribe to its services with the consent of their parents or guardians. The controller
follows these steps:
H] 23: 054 TA L =T DT T T 4 — T, RALAE (underage) DEEIZKITL T,
BXIREE OREIHLGEIZDOHIMATELZEEMIRLEIET D, EDEHEITIRD
AT T bd,

139.Step 1: ask the user to state whether they are under or over the age of 16 (or alternative

age of digital consent) If the user states that they are under the age of digital consent:

88 For example, a parent or guardian could be asked to make a payment of €0,01 to the controller via a bank transaction,
including a brief confirmation in the description line of the transaction that the bank account holder is a holder of
parental responsibility over the user. Where appropriate, an alternative method of verification should be provided to
prevent undue discriminatory treatment of persons that do not have a bank account.

7ol ZE, BINIIRER L. RATOEBEREES 22— — I T 28 EREE °H 5 2 L ZIG oftidics
WCHICHERET 2 2 L2 E&®, ITHEIZ@ELT0.01 2—uv X viERo 520D Ly, w#l)
GG, RBEWARGEHT R, SRITOEEZ R 2 2 0EORY 2 WER WIS 2 X 5 ciftan s
_ETH B,
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2Ty i a—P—Z16 % (UL, Z2OROVIC, T2V ERENTELF ) K, 2Lk
MEIMWEEZEZDHINTRKRDD, bL, 22— =TT X)L ECRIBEZ IR CE DM AR M T
HDHEER DB,

140.Step 2: service informs the child that a parent or guardian needs to consent or authorise
the processing before the service is provided to the child. The user is requested to
disclose the email address of a parent or guardian.
ATy 2. —EARTF EBITHRMES DN BUUIREE DSBAROZRE L XU
DUBENRDHLEFEBIURZ Do ZD2—F —ITB UIREH D e A— /LT FL AR
T HIITKDHOEND,

141.Step 3: service contacts the parent or guardian and obtains their consent via email for
processing and take reasonable steps to confirm that the adult has parental
responsibility.
277 IR Lo IR BV DT-DIZ @ A=V TRIEEG, F-Z2D
FADBLOE LA FFOE ChOLI LA MR T DD DO Y EA LD,

142.Step 4: in case of complaints, the platform takes additional steps to verify the age of the
subscriber.
ATy 7 4 EERDHLGE . EDT T NT — NIIMAE OF i it 3272 OB
HiEZ LD,

143.1f the platform has met the other consent requirements, the platform can comply with the
additional criteria of Article 8 GDPR by following these steps.
LT T T A — ABMUORBEEHL L TODRBIE, 207 Ty 7+ —AITZ DDA
Ty 7 &4THTL T, GDPR % 8 DIBMDIEHEIHE>TNDETHIENTED,

144.The example shows that the controller can put itself in a position to show that reasonable
efforts have been made to ensure that valid consent has been obtained, in relation to
the services provided to a child. Article 8(2) particularly adds that “The controller shall
make reasonable efforts to verify that consent is given or authorised by the holder of

parental responsibility over the child, taking into consideration available technology.”

ZOFEFNL, TEBITRMES N —ERICEAL THRFER D EONZ a3 57-0
DEBRI LS NPT ONI I e R I NG E A A E SN TEDLILERL TS, 8
5 (21X, FRIT, T B HEZ 1L, FI ATRER AT 2 B IEICAGUE [T, EDFEBIZ O THitE
LDEEFDH SN o TIE R GZ BIESE, Xt FDEN > TEAPRRII/ET
EEMETE T DI/ DEPER) 05T 5T 56 DET B LIBIMLTWD,
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145.

146.

147.

148

It is up to the controller to determine what measures are appropriate in a specific case.
As a general rule, controllers should avoid verification solutions which themselves
involve excessive collection of personal data.

Fefll7er —AIZB N TE DI e HE B3 YA RO D DIXE BE DL Th D, — M7
M= ELUT, BT, T A R TEEIZRE N T — 2 DU Z 19 FER] O TR R 4 RS
REThHD,

The EDPB acknowledges that there may be cases where verification is challenging (for
example where children providing their own consent have not yet established an ‘identity
footprint’, or where parental responsibility is not easily checked. This can be taken into
account when deciding what efforts are reasonable, but controllers will also be expected
to keep their processes and the available technology under constant review.

EDPB (I, GEMICRIEN L7 — A (T2 21X, BODRIEEZGZ 5 FECN I TAT T 47
¢+ 77U b (identity footprint) 2 E7-L o0 &R T2 LN TEARWEA . UTBLO ET
MG T 2y 7 TERWEE) B HZEEBIHL TND, ZiUE, EDXHRE 136 B
DERTET HDERICEESNOD03, BRI, B QOB K ORI FH rTREZR He il A& 72 2 375 F
a2 eblifFsh D,

With regard to the data subject’s autonomy to consent to the processing of their personal
data and have full control over the processing, consent by a holder of parental
responsibility or authorized by a holder of parental responsibility for the processing of
personal data of children can be confirmed, modified or withdrawn, once the data subject

reaches the age of digital consent.

AN T —2 DB MK L TRELBFROIZ DWW T 072 XBEEZ R 2207 — 2 E{K
DHFEMEZEL T, T —FEERNT VL ECREZ R CEOEMICELZS S, &
HOFENT =2 DEFNZHOWTHOEEDORFFE LD R E IIBOEEDO R I
VROLNFHICIDFEZ. RSN, BIESH TP 5203 TED,

.In practice, this means that if the child does not take any action, consent given by a

holder of parental responsibility or authorized by a holder of parental responsibility for
the processing of personal data given prior to the age of digital consent, will remain a

valid ground for processing.

ERRITIL, ZHUL, FELDRRALNDITAZITOIRWES ., T U2V ERIE N TEHERRI]
W25 2607, FELDO AT —Z DBV NI DWW TEHOEFOR R E 2L AR E T E
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DEAEDRFFE LVFRDOBNIZE LD EFIE ARIREL TR DA R AIRLL 72D,

149. After reaching the age of digital consent, the child will have the possibility to withdraw
the consent himself, in line with Article 7(3). In accordance with the principles of fairness
and accountability, the controller must inform the child about this possibility.5°
F-EBIE, TV LREN TELFEITELIE, 5 7 &) IV, ALRIEZMEITE
DATREMEZ RO, AEMELT B BAED AN, BEEF 1L, TOFREMEICOWT, F£%
WZIEHRERRBEL 72T AUTR 700 69,

150.1t is important to point out that in accordance with Recital 38, consent by a parent or
guardian is not required in the context of preventive or counselling services offered
directly to a child. For example the provision of child protection services offered online
to a child by means of an online chat service do not require prior parental authorisation.
RITSCES 38 HIZHEW Y, BIPIRi#E A IS LD ENF EBICEERMESN D PRI —E R
DIWRTITROONRNZLZFERL CTRBLONEETHS, 722X, A F14 Fvyvh-
P—E AL THEBITR L TH U T A TSNS R E R —E ADORU L, FHiD
BLOFF R LBLLL 720N,

151.Finally, the GDPR states that the rules concerning parental authorization requirements
vis-a-vis minors shall not interfere with “the general contract law of Member States such
as the rules on the validity, formation or effect of a contract in relation to a child”.
Therefore, the requirements for valid consent for the use of data about children are part
of a legal framework that must be regarded as separate from national contract law.
Therefore, this guidance paper does not deal with the question whether it is lawful for a
minor to conclude online contracts. Both legal regimes may apply simultaneously, and,
the scope of the GDPR does not include harmonization of national provisions of contract
law.
%12, GDPR (%, BOFF i B LRI+ 21— Vs - E B I B 552K D A %)
PE, KR ST R DN T O — L D IS 7N E O— &R ) 2R EFETHH O TIE R
LHRARTND, F7205, FELOT —ZOFINIET A 27 FEOZL, ENSKIE
LFHN DD & BT SNIRT IRTR DI E R HSHO —H ThH D, LI2Di> T ZOHARZ

89 Also, data subjects should be aware of the right to be forgotten as laid down in Article 17, which is in particular
relevant for consent given when the data subject was still a child, see recital 63.

T—2FEEF, F 1T LRCEDLZ LI, BNONZENICOFRETRETHY, Thix Fic, 7—%F
BRBRELETELTHIGAICHGAbNZRBICHERL T2, JICE 63 HE SR,
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152.

153.

154.

AT REERA L T A LT EFE SO DL E DD BB E AR > TR, [l 5 Ok
A 23[Rl R L FH S A0 s Lz, GDPR OGP IZERKIED E N H E o G [E
W3R D) IAFE G A TIZOR,

7.2 Scientific research
FrRE

The definition of scientific research purposes has substantial ramifications for the range
of data processing activities a controller may undertake. The term ‘scientific research’is
not defined in the GDPR. Recital 159 states “(...) For the purposes of this Regulation,
the processing of personal data for scientific research purposes should be interpreted in
a broad manner. (...)", however the WP29 considers the notion may not be stretched
beyond its common meaning and understands that ‘scientific research’ in this context
means a research project set up in accordance with relevant sector-related
methodological and ethical standards, in conformity with good practice.

BHEFRIAFED HID BRI, BEE D TOZEDOTEDLT — X BARIEEN O HJH O FEE )72
N THD, TRHZAIRFFE | L) FREIL, GDPR IZEBWTERSIL TR, RIS 159 I
(X, TAHL D HHEGD7=8, FEFHFA HIGD7=0 DIFN 7 —X DIRE VT, HalA < HERE I
SNETHS =+« | LI NTND, LnLH 29 RAEHEIRIE, ZOBEEN —fRIREREZ B A
TUVWRWEEZTRY, ZOEKRT, TRFIINIIE TR ELMEATICHE S T2 FE T 550 B o
TR FT B 7R B IR O e v =/ M R D L BRI L TN D,

When consent is the legal basis for conducting research in accordance with the GDPR,
this consent for the use of personal data should be distinguished from other consent
requirements that serve as an ethical standard or procedural obligation. An example of
such a procedural obligation, where the processing is based not on consent but on
another legal basis, is to be found in the Clinical Trials Regulation. In the context of data
protection law, the latter form of consent could be considered as an additional
safeguard.”® At the same time, the GDPR does not restrict the application of Article 6 to
consent alone, with regard to processing data for research purposes. As long as
appropriate safeguards are in place, such as the requirements under Article 89(1), and

the processing is fair, lawful, transparent and accords with data minimisation standards

70 See also Recital 161 of the GDPR.
GDPR Hi X5 161 THD R,
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and individual rights, other lawful bases such as Article 6(1)(e) or (f) may be available.”
This also applies to special categories of data pursuant to the derogation of Article
9(2)()-”

[ 7% GDPR IZHE- CTHFSEE Kl 35720 OIERRILE 72 L& AT —2 OFIH D=8
DFEEIE. BRI EE AT TR E MR BB L L TR LSO R E OB R LT KBS 11D
NETHD, BB D FEE TIERAMMOERZRARILUTIE SN TWD LG DO T AR 8 O
—BiliE, BRAFER A (Clinical Trials Regulation) |2 A2 ENTED, T — X {#EDEHED
XARICEBFIE, CTR ORIE DO XL B MR REH B L 2§ LN TED 0, 5T
GDPR L, W72 BN DT —Z OEARNCBEL T, % 6 S0l A% [REZISHIRL T
IRV, 5 89 2k (1) IR DB DO IO BN IR FTE 2N T S AL, BV SR IET,

HET, BB THY, FoT —F D/ MEEELE N OHERE—E L TWDIRD, 55 6 5:(1)
(e) X (F) DI MOIERIZRIRBLG R TE L7259 M, ZHUEEE 9 & (2) () DEIEICED
el 2 fEH DT —21Th M TULED 72,

155.Recital 33 seems to bring some flexibility to the degree of specification and granularity
of consent in the context of scientific research. Recital 33 states: “It is often not possible
to fully identify the purpose of personal data processing for scientific research purposes
at the time of data collection. Therefore, data subjects should be allowed to give their
consent to certain areas of scientific research when in keeping with recognised ethical
standards for scientific research. Data subjects should have the opportunity to give their
consent only to certain areas of research or parts of research projects to the extent
allowed by the intended purpose.”
ATSCER 33 HHIT. BHAWFZE0 IRICIIT DR B DR E K UKL E DFREIZ OV TE, VA
AT MR 52 CNDINTIEZ D, BISUER 33 THIX, [ FLFZIFED H IGO0 DN 7—5
DR D [ 19 5F D 7 —ZIREDIF i THERICHFIE T B E1E, LITUIE, A RERZ &
Tho, Thbz, 7 —5FhIT, FEEFFED 28D DI 788D 4175 i PERE D IR =41 Tl

1 Article 6(1)(c) may also be applicable for parts of the processing operations specifically required by law, such as
gathering reliable and robust data following the protocol as approved by the Member State under the Clinical Trial
Regulation.

5621 (o) X, FEREERAN (CTR) b & TMBHEIC X VB &N T 1 F a Vit B0 H 2
77— 2% 52D XS 5 FNGER TR b N2 HIBEEBOH I BEHTE 200 Livk,
& Specific testing of medicinal products may take place on the basis of an EU or national law pursuant to Article
9(2)()-

PR O Rl 2 3RBRITEE 9 55(2) () ITHEV EU IZENOERICESWTEEST 2 2 L8 TE 5,
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SLE —IEDPEFDOFFINTNSX THEEGREZENTES, 7T —5FMhIT, FESH
TS HBIPFT FH T, —E DG EFDOFEGIED S, X, BT 7= 2 D —# %
DBNXL TIHEZ G R SR Db DELLITIUIZRER0 | LB~ TUD,

156.First, it should be noted that Recital 33 does not disapply the obligations with regard to
the requirement of specific consent. This means that, in principle, scientific research
projects can only include personal data on the basis of consent if they have a well-
described purpose. For the cases where purposes for data processing within a scientific
research project cannot be specified at the outset, Recital 33 allows as an exception that
the purpose may be described at a more general level.
BT, BISCES 33 TR EDRIEEVD BT 58528 AL TOZRnbiT Tl
ZLITERETRETHS, ZHud, JFRIRIZ, B0 7T m Y =7 M, T3 ICRElk S
NI BZEFFOGEICOI, REEZEBEICUIEANT — 252 G505 N TEHLIEEEIRL
TWD, LNLE A7 0y =7 DR DT —Z OB O B #2032 O B G R i CREE T
RN — AT OUTIR, BITSCE 33 BT, H RN KD —REVRL~ L TRUR TEL L% fl
SREL T FLTD,

157.Considering the strict conditions stated by Article 9 GDPR regarding the processing of
special categories of data, the EDPB notes that when special categories of data are
processed on the basis of explicit consent, applying the flexible approach of Recital 33
will be subject to a stricter interpretation and requires a high degree of scrutiny.
ReRl72 FEEOD T — 2 OB MZBIL T, GDPR % 9 RICED D72 &% 5 &L . EDPB
1%, BRI R E DS W THRRED AT I — DT — 2 BB b A5 misCE 33 HO
Feik 2T 7 a—F O L, SOITEAE R IE N Eom EOFEMS S MLE THLHZ LI
HET 5%,

158.When regarded as a whole, the GDPR cannot be interpreted to allow for a controller to
navigate around the key principle of specifying purposes for which consent of the data
subject is asked.
BRELTHDE, GDPR (X, 7 — 2 EROFREIRDOLND HINEFFE T D) EHER R
HIZDNBE B DI DZEATBO TVD LT, IR TEZR,

159.When research purposes cannot be fully specified, a controller must seek other ways to

ensure the essence of the consent requirements are served best, for example, to allow
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data subjects to consent for a research purpose in more general terms and for specific
stages of a research project that are already known to take place at the outset. As the
research advances, consent for subsequent steps in the project can be obtained before
that next stage begins. Yet, such a consent should still be in line with the applicable
ethical standards for scientific research.

R B RIS 0 R E TERWG S BERE X, RAEEFOREZ KRB TRk T 5K
VIR D FEZ RDIRTIUTZ2BI2 T2 e 20X, 7 —F ERITH L TR —RA72 54 T
FEHBDTDDREEHFLILIINCT D, FR OB T TIZHan>TWDHifE T 1
VI ORFEBIEICOWTRIE TELIDNTTHILTH D, WFEITETL DT, 7uy=/hD
B B PE DT D DRE % IRDBKBER BT DRNIAFHIENTEDLINTT D, Lol
BIHLT[AE IR A B I S DB AL HE IR BIR O & TH D,

160.Moreover, the controller may apply further safeguards in such cases. Article 89(1), for
example, highlights the need for safeguards in data processing activities for scientific or
historical or statistical purposes. These purposes “shall be subject to appropriate
safeguards, in accordance with this regulation, for the rights and freedoms of data
subject.” Data minimization, anonymisation and data security are mentioned as possible
safeguards.”® Anonymisation is the preferred solution as soon as the purpose of the
research can be achieved without the processing of personal data.
IHIT, BT —ATIL, HHETEMOREHE E S H SN LR, T2E2 1T,
55 89 2 (1) 1%, Bl ER SUTHFH O HID T2 O 7 —FZ RIEENZ DUV T |, RFERTE D

3 See for example Recital 156. The processing of personal data for scientific purposes should also comply with

other relevant legislation such as on clinical trials, see Recital 156, mentioning Regulation (EU) No 536/2014 of the
European Parliament and of the Council of 16 April 2014 on clinical trials on medicinal products for human use. See
also WP29 Opinion 15/2011 on the definition of consent (WP 187), p. 7: “Moreover, obtaining consent does not
negate the controller's obligations under Article 6 with regard to fairness, necessity and proportionality, as well as
data quality. For instance, even if the processing of personal data is based on the consent of the user, this would not
legitimise the collection of data which is excessive in relation to a particular purpose.” [...] As a principle, consent
should not be seen as an exemption from the other data protection principles, but as a safeguard. It is primarily a
ground for lawfulness, and it does not waive the application of other principles.”

72 & ZIF, AIE 156 HE S, RZANO 0 DEAT — 2 ORIk IZ, RO X 5 7o B3
ZEHICOMI RNETH L, AWFIF D » OS5 2 HREERICEES 2 2014 4 4 H 16 HTEX
MEEL R NN IR AT (BEU) 536/2014 122 W TR~ 7= FiSCEE 156 A S, £ 7= 29 &/E%Eao [FH
BEoOERICET 2ER 152011 (WP187), 7THZ S, [ bic, MELZHRS Z &k, NFEE, 48,
BIER T — 2 DEICBEILTE 6 5£0b L TOEMEDOHFGS LI LTidvnirwv, =& 21E, MAF—
ZORIF R —F —DEBICEIT TS A 51T, CHIFFEOHMICEAL GEREITH 27— 2 DINE
FESELAVES S, - - - B, FERMo T — 2 8EFEN»L0fMk e LTTEARL, £—7H
—FeARINERETHE, TNEIFEICHEEEORILTH O, hoFHOBEHZMEZ 2 HDTIX
e,
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VEVEICERE Y TS, ZN60 BNE, T AKBANIZWE Y, 7 —5 K DHEFI K OV H 1
DD DR (RAFEICHR T 5], T — 2 D/ ME, BEAAL R T — 2Ot X 2V T (1% A]
R RERIE L L T BND 73, AL, AT —Z DB R UIZHFSE B BYASEGEIC
FHITELHLEITIE, BELWRRIR LD,

161.Transparency is an additional safeguard when the circumstances of the research do not
allow for a specific consent. A lack of purpose specification may be offset by information
on the development of the purpose being provided regularly by controllers as the
research project progresses so that, over time, the consent will be as specific as possible.
When doing so, the data subject has at least a basic understanding of the state of play,
allowing him/her to assess whether or not to use, for example, the right to withdraw
consent pursuant to Article 7(3).74
BRI, WFFEEREE N R E O R B AR D DRV IS & IBINORGERFE L7220, FrES
NI BRIOREE, 7 vy 27 ORI T, FHE D EHICRML T2 H i
ENCRI T DIEHRIC R D S 4L, R O & LI FES FTRER RV FFE SN D817 D,
FH R, T —F ERT D EBIRIUT DWW TEEARR 72 Bl fif 23 HIHI12720 . 55 7 55 (3)
(R D RIEZ AT DR EATIE T 222 E9 DRl TEHLIIT2D 74,

162.Also, having a comprehensive research plan available for data subjects to take note of,
before they consent could help to compensate a lack of purpose specification.” This
research plan should specify the research questions and working methods envisaged
as clearly as possible. The research plan could also contribute to compliance with Article
7(1), as controllers need to show what information was available to data subjects at the
time of consent in order to be able to demonstrate that consent is valid.
Fo, FAEORNCT —# ERPFH CE LR FRFH A RO 28T, BOFFEDR
A DITESLDTEAD 75, ZOWFFEETEIL, TEAHRVIF-EVE, %8 LORMBEEEES

7 Other transparency measures may also be relevant. When controllers engage in data processing for scientific
purposes, while full information cannot be provided at the outset, they could designate a specific contact person for
data subjects to address with questions.

D BIEDFEE S BARST 2 20b Livie v, T AR RYNICREETE 2vasio b, HHESFEH
D7D T —2DBBNICED 2 5E. 200 dT —F EEROEMICER ZFREDI VX I b - oX—Y
VERELTEBLZEBTE 200 Litkw,

> Such a possibility can be found in Article 14(1) of the current Personal Data Act of Finland (Henkilotietolaki,
523/1999).

CoufetEik. 7 4 v 7 v FOBUTOMAT — X% (Henkilstietolaki, 523/1999) 55 14 5& (1) TH 2 Z kA

TE 2,
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NOVERETTIEZ R E T RETHD, WHIEFHEITE 7 5 (1) OEFITURLD, BELE L, [F
BN THLIEZ R TIIl, RERATT =2 EROFH TELEREe R~ 2T
IRBIRNZD TH D,

163.1t is important to recall that where consent is being used as the lawful basis for
processing there must be a possibility for a data subject to withdraw that consent. The
EDPB notes that withdrawal of consent could undermine types scientific research that
require data that can be linked to individuals, however the GDPR is clear that consent
can be withdrawn and controllers must act upon this — there is no exemption to this
requirement for scientific research. If a controller receives a withdrawal request, it must
in principle delete the personal data straight away if it wishes to continue to use the data
for the purposes of the research.’®
R TAR DIEHARILE L TR S WA A 7 —# LA RIS A HE 35 A 28
RTNUTZBIRNZ e N Z LN EHEETH D, EDPB 13, [RIEOHEIAN, fH IR
DX T =L EMBELT DIAT DR AN L BRI LRI a2 R T, Lol
GDPR (%, FEMHEITEDHDOTHY BHA DL IUISC THTEIL 2T UTebrnel
T, PRI TS — BHA e A Z O B O BISF LIZL TRV, B B SRRl O R 252
F2%E . TOEBREIL, W HBOT-DIZT — 2R LEHT T2l LTh | RIS
LT, EBIZEDENT —HZEEURIT UL B2 76,

7.3 Data subject’s rights
75 EAROHER

164.1f a data processing activity is based on a data subject’s consent, this will affect that
individual’s rights. Data subjects may have the right to data portability (Article 20) when
processing is based on consent. At the same time, the right to object (Article 21) does
not apply when processing is based on consent, although the right to withdraw consent
at any time may provide a similar outcome.
T =LA BHAT 23T — 2 FROREIZIE SR B, ZAUTENOHERNZEET L, 7 —4
ERIZ BUROA RIS SEE T2 R—2e VT ORI (55 20 55) 28525, L
LRk a b ~2MEM (55 21 2013, [AEZMR 3 2RI RO RES 25T 2 b LR
WHDD | BRI HED<EE T S e vy,

6 See also WP29 Opinion 05/2014 on "Anonymisation Techniques" (WP216).
5529 ZefEE A TEABINCB 3 2 8/ 052014] (WP216) %2,
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165.Articles 16 to 20 of the GDPR indicate that (when data processing is based on consent),
data subjects have the right to erasure when consent has been withdrawn and the rights
to restriction, rectification and access.”’
GDPR D% 16 §:5H5 20 52ETlL, (7 — X OB WA REIZE G A, ) 7 — X EK
AR A IR L 72 L E O ROMHER], N, HiIR, FTIEL T 7 Aok Rl %
RLTWDH T,

8 CONSENT OBTAINED UNDER DIRECTIVE 95/46/EC
f845 95/46/ECIZH W\ TSI AL [RE

166.Controllers that currently process data on the basis of consent in compliance with
national data protection law are not automatically required to completely refresh all
existing consent relations with data subjects in preparation for the GDPR. Consent,
which has been obtained, to date continues to be valid in so far as it is in line with the
conditions laid down in the GDPR.

ERNOT =X R#EEI ST REIZHESE T —H OB EIT-> TV LE B X, GDPR
DUEAFELCTT — X EREDEFOR BERROETEERICEHTHI0ROLNTND
DIFTIF RV, ZHETICESESITWDRIETL, GDPR IZEDHEMFITIH>TWAIRYD, 5]
EREE AR THD,

167.1t is important for controllers to review current work processes and records in detail,
before 25 May 2018, to be sure existing consents meet the GDPR standard (see Recital

171 of the GDPR?8). In practice, the GDPR raises the bar with regard to implementing

7 In cases where certain data processing activities are restricted in accordance with Article 18, GDPR, consent of the
data subject may be needed to lift restrictions.

GDPR & 18 FRIC L 72 h o T, 7 — 2 MPGEBBHIBR I N5 7 — A TlE. 7 — X RO [ E X HIR % kR 5
27-0ICKDOND LD D,

8 Recital 171 GDPR states: “Directive 95/46/EC should be repealed by this Regulation. Processing already under
way on the date of application of this Regulation should be brought into conformity with this Regulation within the
period of two years after which this Regulation enters into force. Where processing is based on consent pursuant to
Directive 95/46/EC, it is not necessary for the data subject to give his or her consent again if the manner in which the
consent has been given is in line with the conditions of this Regulation, so as to allow the controller to continue such

processing after the date of application of this Regulation. Commission decisions adopted and authorisations by
supervisory authorities based on Directive 95/46/EC remain in force until amended, replaced or repealed.”

GDPR RiSCEE 171 HIL. [ 755 95/46/EC i1, FHANIC & > THEIEZh 8, FHAPHETE S HICENT
BEICTTH T SIRIT 12, KA DIER) D 2 FLUANIC, AHRNICHE TS L 5123k 170E7% 5%
Vg IR DTER 95/46/EC 12k BIHEICH D & DTH SLBA, ZDIAE#5 < 7RI ABA DL
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consent mechanisms and introduces several new requirements that require controllers

to alter consent mechanisms, rather than rewriting privacy policies alone.”®

EHF Lo THEE/R DL, 2018455 A 25 HETIZ, BEfFO[FAE 2 GDPR O} (GDPR
DRFICH 1T HE S 78) Ziii 7= L QDT Ea MR T DB DIEE T o AL flgk A FEHINC
BT ZETHD, FEEITIE, GDPR (X, [AEAN =X LAOEMEIZE T 2L 5| X BT, £
1T TANR— R —DRELEVD I | [FEAN =X LE WD DI E 1RO T2
SOMDOFLNEFEFEALTND 79,

168.For example, as the GDPR requires that a controller must be able to demonstrate that
valid consent was obtained, all presumed consents of which no references are kept will
automatically be below the consent standard of the GDPR and will need to be renewed.
Likewise as the GDPR requires a “statement or a clear affirmative action”, all presumed
consents that were based on a more implied form of action by the data subject (e.g. a
pre-ticked opt-in box) will also not be apt to the GDPR standard of consent.
7z&z 1, GDPR &, BEHAEA DA R FEEIEFONIZ L2 TERITIUTRDRNW I e %
RDHTNDHI2D | BITELH OEFF/2 WA TOHREER2FRIEIX A 811912 GDPR DHE
FEMEZ TRIDIZOIC, HHSIDMLEN B D, GDPR A3 IR I B/ M1 T 2 | 3R
DTNDIDNT, T —F EAROBEERINIAT 24 (7oL 20X, FRNCT =/ B ASTERIEOTF =y
IR A (pre-ticked opt-in boxes) ) IZHEDS<HEESNTZRIEDOETH, FEIZEET S
GDPR D HEZ i 72S 7020,

169.Furthermore, to be able to demonstrate that consent was obtained or to allow for more
granular indications of the data subject’s wishes, operations and IT systems may need
revision. Also, mechanisms for data subjects to withdraw their consent easily must be
available and information about how to withdraw consent must be provided. If existing
procedures for obtaining and managing consent do not meet the GDPR’s standards,
controllers will need to obtain fresh GDPR compliant consent.
SHIZ, FERT TI/ELN TWDZLAFEHTEDZ L, I T —F EROFE, A—

1208 @@55/2@'0 KA DT D H DEN EFEE 23 E DI > it 78 Z ¢ B TES L IICT S
RN, F— A TR HCDEEFEATEMETST S EFEL v, 155 95/46/EC IZHO 0 TR 1,
ﬁ*gffiféﬁé?/;;owf XX N HIMNELLDIIE I, ZDKIE, EHEWZ XITFEID 5 5 F TOffIE, ZD
HINEZMFFT S,] CexFTLLT3

9 As indicated in the introduction, the GDPR provides further clarification and specification of the requirements for
obtaining and demonstrating valid consent. Many of the new requirements build upon Opinion 15/2011 on consent.
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On the other hand, as not all elements named in Articles 13 and 14 must always be
present as a condition for informed consent, the extended information obligations under
the GDPR do not necessarily oppose the continuity of consent, which has been granted
before the GDPR enters into force (see page 15 above). Under Directive 95/46/EC, there
was no requirement to inform data subjects of the basis upon which the processing was
being conducted.
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If a controller finds that the consent previously obtained under the old legislation will not
meet the standard of GDPR consent, then controllers must undertake action to comply
with these standards, for example by refreshing consent in a GDPR-compliant way.
Under the GDPR, it is not possible to swap between one lawful basis and another. If a
controller is unable to renew consent in a compliant way and is also unable —as a one
off situation- to make the transition to GDPR compliance by basing data processing on
a different lawful basis while ensuring that continued processing is fair and accounted
for, the processing activities must be stopped. In any event, the controller needs to
observe the principles of lawful, fair and transparent processing.
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BEEHZ DT LILTERW, Ml T 2 BRIV A R ETHYHRAFLERIZL TNLELTH, &
HFEPERICHEILL - 7 CREZ BT CE T, Flo— EREMZRRNELT—F7 —ZD i
PNE B 72 S T IERARIUZ H 57 8 52 812K > T GDPR OESFIZI I TE72u e b X, B
PAFENIH (ESNZR2T TR D720, WIS L, BEFIT, HETH, AETHY, 7
OFEAYEDH DO R A BT D B3 DD,

adopted 79

]

79



