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The European Data Protection Board

BRI T — 2 PR iid

Having regard to Article 70 (1) (e) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC, (hereinafter “GDPR™),

il N7 =2 DEARNEBIE T2 AR A DRI T 5, KO, 20T —F2D A
IRBHRIZ BT 5, TN, $5595/46/ECa FE 1L § DM R K OB 522 0201644
H27H OHHNEU) 2016/679/EU (LL T, TGDPRJ &V, ) DEETOSR(1)(e)EZEL |

Having regard to the EEA Agreement and in particular to Annex XI and Protocol 37
thereof, as amended by the Decision of the EEA joint Committee No 154/2018 of 6 July
2018,

201847 H 6 H DEEAIL[FZ B 2 DR ENo 154/20181ZL0IE IESIV-EEAR E
FAZ 2O B EXIR OB EEITEBEL .

Having regard to Article 12 and Article 22 of its Rules of Procedure,
T OFRFUNDOHE 125 R OIF225:EZEL T,

HAS ADOPTED THE FOLLOWING GUIDELINES
LUITDHTARTA L ZERIR LT,

1 INTRODUCTION
73

1. Due to the COVID-19 pandemic, there are currently great scientific research efforts
in the fight against the SARS-CoV-2 in order to produce research results as fast as
possible.

Bl oo 7 AV R EGE DT Iy 718D | ATREZRBR OGRS FekE R 37
¥, BUE, SARS-CoV-2E DRIV THEENIZRERIBF RN T T 5,

2. At the same time, legal questions concerning the use of health data pursuant to
Article 4 (15) GDPR for such research purposes keep arising. The present guidelines
aim to shed light on the most urgent of these questions such as the legal basis, the
implementation of adequate safeguards for such processing of health data and the
exercise of the data subject rights.

[FIRFZ . GDPREFASE (16) IZHERLL TREFE 7 —# &2 D L5724 58 B BRI 4524
(ZB T DIEMIRTEED T AL LT T D, BIED T AR T AT ERRIL, T — 2D
Z DI BN DT O ) 7 R E O it fp OV —# EAROMER| D177 L,
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3. Please note that the development of a further and more detailed guidance for the
processing of health data for the purpose of scientific research is part of the annual
work plan of the EDPB. Also, please note that the current guidelines do not revolve
around the processing of personal data for epidemiological surveillance.

BRI gta B L LT T — 2 OIR\ N B 28N D KO FEMZR T A2 AD
Bi%&IL. EDPBOFRIEEFHE O ThOHZLITHE SNV, £, BIEO T ARTA
AN PO O DN T =2 DH 2 T IR L TORNZEICH R E
iz,

2 APPLICATION OF THE GDPR
GDPR®# H

4. Data protection rules (such as the GDPR) do not hinder measures taken in the fight
against the COVID- 19 pandemic.” The GDPR is a broad piece of legislation and
provides for several provisions that allow to handle the processing of personal data
for the purpose of scientific research connected to the COVID-19 pandemic in
compliance with the fundamental rights to privacy and personal data protection.?
The GDPR also foresees a specific derogation to the prohibition of processing of
certain special categories of personal data, such as health data, where it is necessary
for these purposes of scientific research.?

T — 2R/ — /L (GDPRARE) X, Frilam 7 A NV AREGYIE DR T Iy 7 E DRIV
THELONDIEE A5 T 55 O TR, GDPRIZHEIAVERTHY , 7T — K
BN T —Z OURFI K D AR 72 HER 2857 LD | Bl a0 A )L ZRYE D /X
Ty BT DR R SE A B LT A AT —Z OB E FTREIZ T DU <00
DHUEZEN TS, GDPRIZ, BHFRIBFTED B B CTURERIGH | R T — 278 D—
EDRERZ2 17 AV — DN T —Z DB EE 1R T 5 Z 8Tk T 255 E OB T
[P QAYSS

5. Fundamental Rights of the EU must be applied when processing health data for the
purpose of scientific research connected to the COVID-19 pandemic. Neither the
Data Protection Rules nor the Freedom of Science pursuant to Article 13 of the
Charter of Fundamental Rights of the EU have precedence over the other. Rather,
these rights and freedoms must be carefully assessed and balanced, resulting in an

! See the Statement of the EDPB from 19.3.2020 on the general processing of personal data in
the context of the COVID-19 outbreak, available at

20204E3 19 H AFEDPBIC X 2 3 o v F 7 4 v ZEYEFRA T ic s T 2 AT — 2 0k
HH N ICBE T 2 27— F A v P &S, https://edpb.europa.eu/our-work-tools/our-
documents/other/statement-processing-personal-data-context-covid-19-outbreak en.
2 See for example Article 5 (1) (b) and (e), Article 14 (5) (b) and Article 17 (3) (d) GDPR.

il 2 IXGDPREE555(1)(b) X UM(e), 5 1455(5)(b) X UM ER175:(3)(d) & S,
3 See for example Article 9 (2) (j) and Article 89 (2) GDPR.

5l 2 IZGDPREF9Z5(2)(j) I N EE895:(2) % S,



outcome which respects the essence of both.

Bl om0 AV ARGIED ST Iy 7B DR RN A B S L Tl T —
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3 DEFINITIONS

i 2y
EF

6. It is important to understand which processing operations benefit from the special
regime foreseen in the GDPR and elaborated on in the present guidelines. Therefore,
the terms “data concerning health”, “processing for the purpose of scientific research”
as well as “further processing” (also referred to as “primary and secondary usage of
health data”) must be defined.

GDPRT FHISIL, BUED T ARTA L TRELSEL AL TOD R 25 & D Bl
KB PMER T30 BT HILIIEETHD, LIchi> T, MEREICET 57 —4].,
BLFAIpEE A B RS LTl ) . R OGEINO Bl ) (T — 2 O— A KLY
TIRFIH I EBN)) L) HEEDNE R SNRT TR B0,

3.1 “Data concerning health”
[EF B3 2 7 — £ |

7. According to Article 4 (15) GDPR, “data concerning health” means “personal data
related to the physical or mental health of a natural person, including the provision of
health care services, which reveal information about his or her health status”. As
indicated by Recital 53, data concerning health deserves higher protection, as the
use of such sensitive data may have significant adverse impacts for data subjects. In
the light of this and the relevant jurisprudence of the European Court of Justice
(“ECJ"),* the term “data concerning health” must be given a wide interpretation.

GDPREB45: (15) [k, MERIZEE 457 —# L1, TERT —E 2D ME 50D
FEREIRREIC BT 2 HME O T D, BIRADHIRE) SUTRE 72 bE R L B 45
HANT —Z 1% BT 5, BiSE3 TRENTWDINT MEEIZE 2T — 2%, DL
e TAT T = ORMNT —Z ERICERRE B 52 DR H D120
FOmE BRI D, 2O m K ORI FEFHIFT (TECT 1) 'O BEE IO T,
MERZBIT 27 — & WD FHRRITIE MRIRVWERRDS 5- 2 b iide by,

8. Data concerning health can be derived from different sources, for example:

4 See for example, regarding the Directive 95/46/EC, ECJ 6.11.2003, C-101/01 (Lindqvist)
paragraph 50.

B2 1. 96/46F54 12331 Tl 20034E11 H 6 FECT, C-101/01(V> R 74 AR, /355 5750% 5,



FERRICRET 2T — 213, SESFRY —ANBIRELSD, B2,

1. Information collected by a health care provider in a patient record (such as
medical history and results of examinations and treatments).
EIRIEHE 2L B ORLERD DI ST IE R G NI e AR
DiERIRE)

2. Information that becomes health data by cross referencing with other data thus
revealing the state of health or health risks (such as the assumption that a
person has a higher risk of suffering heart attacks based on the high blood
pressure measured over a certain period of time).

DT =2 LB AES T HILIZIVMEERET — 2 LD T, 2 kY,
WRESUTAR Y A7 3B 70D (B DI 7o THIES Lo @ M E IS D
DI F AR T VAT R ENEVITRERE)

3. Information from a “self check” survey, where data subjects answer questions
related to their health (such as stating symptoms).
T2 ERN A H OWEREICEESDERICRIE T LB OF =y 7 AN
DI GERDFEIR 72 L)

4. Information that becomes health data because of its usage in a specific context
(such as information regarding a recent trip to or presence in a region affected
with COVID-19 processed by a medical professional to make a diagnosis).

Fe i EDRBU I 1T DR DR R TR 7 — 2 L2 216 W (P A1T9 720 12 1E
P PAFIZ o TR bz, Bl amF oA L A& Y U T Hill~ 0 Folr O ik
(TRFZUTETZ LT DIE#HRE),

3.2 “Processing for the purpose of scientific research”

(B2 2 Hi & L 72 Bl |

9. Atrticle 4 GDPR does not entail an explicit definition of “processing for the purpose of
scientific research”. As indicated by Recital 159, “the term processing of personal
data for scientific research purposes should be interpreted in a broad manner
including for example technological development and demonstration, fundamental
research, applied research and privately funded research. In addition, it should take
into account the Union’s objective under Article 179 (1) TFEU of achieving a
European Research Area. Scientific research purposes should also include studies
conducted in the public interest in the area of public health.”

GDPRE4SIE, TR ERONFEZ H B E LT Bl | OB E e o TV VR, BITSC
159 C/REINTWDINNC, B EIFEE HINE LT BN T — 2 OB &) R,
B Z UL BB B OVFERIE, BRI 70 b AR IR QNS R @ IS L o9 4 & T
g RIS RETH D, EHIT, BRINFFERE A2 T HEWITFEUE 1795 (1) 1238
(TZEUD A& B BT XEThDH, B FERINFED B IZIT, KARELEDFEITBITD
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10. The former Article 29-Working-Party has already pointed out that the term may not
be stretched beyond its common meaning though and understands that “scientific
research” in this context means “a research project set up in accordance with relevant
sector-related methodological and ethical standards, in conformity with good
practice”.®

IHF 291, ZOMGEIL, £ O —RIRERZ B THERS Wb L
RN EEBRICHRL T3, ZOSUIRCO TR 2L 1%, [BE 357 & — [
D FF LR B OMm BRERYFEHE | Z)E > T, BELVMEITICHEILL T b i o=t 7 e
VN EBRTHIEAERL TND,

3.3 “Further processing”
BN D B v

11. Finally, when talking about “processing of health data for the purpose of scientific
research”, there are two types of data usages:
%I, TR PRI e B LT T — 2 ORI IZ DWW CRED G, DD ¥
AT DT —LFN M85,

1. Research on personal (health) data which consists in the use of data directly
collected for the purpose of scientific studies (“primary use”).
BRI IE% H B9 U CEAEIUES IV T — X ORI NG 8 N (f5E) 7
—Z2OM5E (T E72HFM 1) .

2. Research on personal (health) data which consists of the further processing of
data initially collected for another purpose (“secondary use”).
BRIHNO B TWESZT — 2% R0 B ) TR ZED B Al N (fERE)
T =2 DR (T ZEIFI ) .

12. Example 1: For conducting a clinical trial on individuals suspected to be infected with
COVID-19, health data are collected and questionnaires are used. This is a case of
“primary use” of health data as defined above.

B R ) A L R EGRE L L L TS BV D B D E ATk L CER AR R A 52
i 9578 AT — 2 BNESI, BESEHSND, 2, ERi CERS
T —2 DI E1-2F8 M DBE ThD,

5 See the Guidelines on Consent under Regulation 2016/679 of the former Article 29 Working-
Party from 10.04.2018, WP259 rev.01, 17EN, page 27 (endorsed by the EDPB). Available at

IR 2952 D BIHI2016/6 791 FE S FRIEIC B T2 AR 742 (2018510 H 4 H | WP259
rev.01, 17355, 27— (EDPBICLVARR) ) =2 i,
https://ec.europa.cu/newsroom/article29/item-detail.cfm?item id=623051.
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13. Example 2: A data subject has consulted a health care provider as a patient regarding
symptoms of the SARS-CoV-2. If health data recorded by the health care provider is
being used for scientific research purposes later on, this usage is classified as further
processing of health data (secondary use) that has been collected for another initial
purpose.

Bil2: 7 —Z FRIT, SARS-CoV-20DJERIZBIL THEE LU TEBRIRAEE ITHR LT,
R ISRV S NI R T — 2032 (SRR SR D H R TR SN D56
OFIHIE. MBI D B ) TSIV T —Z OB IO B (ZRBFIH) ELT
SIS,

14. The distinction between scientific research based on primary or secondary usage of
health data will become particularly important when talking about the legal basis for
the processing, the information obligations and the purpose limitation principle
pursuant to Article 5 (1) (b) GDPR as outlined below.

7 — 2 O 7= HFH & RIS BRI O X BIE LT CHER 9
BENT BRI OIERIFRAL, 38507575 & O'\GDPREE5 52 LI (b) (ZHEHLL 7= B (9l FR D
JRANZOWTEED L&, FrICEH LD,

4 LEGAL BASIS FOR THE PROCESSING
Hl o DAL

15. All processing of personal data concerning health must comply with the principles
relating to processing set out in Article 5 GDPR and with one of the legal grounds
and the specific derogations listed respectively in Article 6 and Article 9 GDPR for the
lawful processing of this special category of personal data.®

TEREICRI T AR AT — 2 DT R TOEHRNTB W TIE, GDPREFSSRICED HALTHL
MBI DA, NS, GDPRE6S M OHIRIZEB W TEN T RSN TN D,
ZORERN 2717 A — DN T —Z OWEIEIR IR M B T HIERRILO K O E Dl
S FIEOUWTHUDNTHEILL TR R e B0,

16. Legal bases and applicable derogations for processing health data for the purpose
of scientific research are provided for respectively in Article 6 and Article 9. In the
following section, the rules concerning consent and respective national legislation
are addressed. It has to be noted that there is no ranking between the legal bases
stipulated in the GDPR.

FHERObrgE A B E LT T — 2 O BRI B 3 D 1A BUARHL KL OV mTREZR 614+
X, ENEI, FHOER KL VFEIFRICHESNTWD, L FOE 7 ar Tk, REICEETS
=V R OENENDENIEIZOWTEHIA T2, GDPRICEBW THESH TWDHIEER

6 See for example, regarding the Directive 95/46/EC ECJ 13.5.2014, C-131/12 (Google Spain),
paragraph 71.

Bz IE, 201445 H 13 A £14543596/46/EC ECJIZ DWW T, C-131/12(7 =T WAL L) IRT 757
a2,
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4.1 Consent

Eib=3

17. The consent of the data subject, collected pursuant to Article 6 (1) (a) and Article 9
(2) (a) GDPR, may provide a legal basis for the processing of data concerning health
in the COVID-19 context.

GDPRH65% (1) (a) X UVHEISR (2) (a) ICHERLL TINEES I T —F EARDRIE 1L, #r
Tz F 0 A )V ZEGSED SINRIZ IS T DAEFRIZEA 27 —Z D Bl M2 B3 2 LIRS
L7259,

18. However, it has to be noted that all the conditions for explicit consent, particularly
those found in Article 4 (11), Article 6 (1) (a), Article 7 and Article 9 (2) (a) GDPR,
must be fulfilled. Notably, consent must be freely given, specific, informed, and
unambiguous, and it must be made by way of a statement or “clear affirmative action”.

LinL7e 3, BRI EIZBE 355 X TOSME, FrIZGDPREEA4 (11) | 5565 (1)
(a) , TSR/ OHEIZ (2) () ITALND RSN RTIUTRERN LI E
NETHD, EVOT, [FEITHBICEZDIL, BT, HRICHES B TRVWb O
TRITFHUIZRBT, Fo, Zhud, FISULXTBfER B ERITE) | IC K> TR
ASYA AN

19. As stated in Recital 43, consent cannot be considered freely given if there is a clear
imbalance between the data subject and the controller. It is therefore important that
a data subject is not pressured and does not suffer from disadvantages if they decide
not to give consent. The EDPB has already addressed consent in the context of
clinical trials.” Further guidance, particularly on the topic of explicit consent, can be
found in the consent guidelines of the former Article 29-Working-Party.®

AISC43 TR ARHINTWDIDINT, 7 —F EIRLE A OMICHAO R AR N DD
. AR ABHICEZNET RSN, LTIe> T, 7 —FEERBFEELRNIE
ERELIZGEICH, 7 —Z ERITETIDRDDNOT | AR E DN ENEETHD,
EDPBIZ, BEIZ, BRARFER D SRIZI T DIRIE AL L TWD, IBIIDTAS A R IZ
BRI AEOT —~ICBT 20 D1, IHEB29RMEEMEDRIEAARTA AR

7 See Opinion 3/2019 of the EDPB from 23.1.2019 on concerning the Questions and Answers

on the interplay between the Clinical Trials Regulation (CTR) and the General Data Protection
regulation (GDPR), available at

BRI B (CTR) &— k7 — 2R M (GDPR) OFH A BILRIZBI T 2 E BE BT DU T
1%, 201941 H 23 H EDPB® & 7.3/2019% 2 I : https://edpb.europa.eu/our-work-tools/our-
documents/avis-art-70/opinion-32019-concerning-questions-and-answers-interplay en.
8 Guidelines on Consent under Regulation 2016/679 of the former Article 29 Working-Party
from 10.04.2018, WP259 rev.01, 17EN, page 18 (endorsed by the EDPB).

201844 H 10 A 2 BD IR H29 5 E K 2 O BIHI2016/6 791 2SRRI T2 AR T A2

WP259 rev.01, 175555, 18~3—" (EDPBIZLVAGR)
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20.

21

22.

ZEMTEDS,

Example: A survey is conducted as part of a non-interventional study on a given
population, researching symptoms and the progress of a disease. For the processing
of such health data, the researchers may seek the consent of the data subject under
the conditions as stipulated in Article 7 GDPR.

Bl AT R E O RHERNT 8L IE (GRS AR O—HEL TIT DL,
DIER e AT ZME T Do Z DRI MERET —Z DEARMTEAL T, #5841, GDPR
FIRIHESN TODLRMD T T, 7= ERDRIE L RDHZELNTED,

.In the view of the EDPB, the example above is not considered a case of “clear

imbalance of power” as mentioned in Recital 43 and the data subject should be able
to give the consent to the researchers.® In the example, the data subjects are not in
a situation of whatsoever dependency with the researchers that could inappropriately
influence the exercise of their free will and it is also clear that it will have no adverse
consequences if they refuse to give their consent.
EDPB@EE&#%& ERROBNL, AISC43TE LS TWD T OB BN R | D
FRRESNT | 7T =2 EERF, MEECREELERAHIENTELRETHL,, =
OD{ﬁJ‘( X, 7 =2 EEKIT HCOBREEOITEICAREYNIC B L 5 X 500 5EE L
KFBMRIC L, T2 EEPEELIES LGS IR EL KITSRW I EH L
MNThHo,

However, researchers should be aware that if consent is used as the lawful basis for
processing, there must be a possibility for individuals to withdraw that consent at any
time pursuant to Article 7 (3) GDPR. If consent is withdrawn, all data processing
operations that were based on consent remain lawful in accordance with the GDPR,
but the controller shall stop the processing actions concerned and if there is no other
lawful basis justifying the retention for further processing, the data should be deleted
by the controller.°

LNLZ236 P28 13 R DS OIERIARILE L THIW O DG . GDPREBTSR:
GUZHERLL T, AW THZDORIBEZIRVIE T /RN DL Z LB+ <& TH
%o REPEOEENT5E ., REICE ST X TOT — 2B EBIXGDPRICHE > T
EOFETHLN, BHE IR T D2BEAT 2247 LU UE72 6 BN o Bl
DIz DIRFFETE L LT DM OTERIRILN 2 NGE I, £ D07 —ZTEHREITL-T
HIBRENDHRETHD',

9 Assuming that the data subject has not been pressured or threatened with disadvantages
when not giving his or her consent.

T =R EERDREE G2 CORNWE XA CTIE N 2T o0 B S L7
LIRET D,
10 See Article17 (1) (b) and (3) GDPR.

GDPR % 17 :(1)(b) X O 3) & A,
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23.

24.

25.

206.

27.

4.2 National legislations

E N &R

Article 6 (1) e or 6 (1) f GDPR in combination with the enacted derogations under
Article 9 (2) (j) or Article 9 (2) (i) GDPR can provide a legal basis for the processing
of personal (health) data for scientific research. In the context of clinical trial this has
already been clarified by the Board.™

GDPR#565% (1) e XIE 2565 (1) fid, GDPREEISR (2) () UIEHE9Z% (2) () ITESEHIE
Sh7cai HBIS SRS o T BE R ZE D7D O N (BEFE) 7 —Z DI\ ZES
T OIERRIMA TR AL CED, BERFBR DO SUIRTIL, 2D Z&1E, BN T — 2R #ESHIC L
DEEIZAAREICS LTS,

Example: A large population based study conducted on medical charts of COVID-19
patients.

B R S A )L AEYLIE BB O B LTI IS E T OV KB N A R_R— 20D
WFJE,

As outlined above, the EU as well as the national legislator of each Member State
may enact specific laws pursuant to Article 9 (2) (j) or Article 9 (2) (i) GDPR to provide
a legal basis for the processing of health data for the purpose of scientific research.
Therefore, the conditions and the extent for such processing vary depending on the
enacted laws of the particular Member State.

RO, EUR OINER E OSLIEE X, BHrrOfftses B e LTz fdtii T — 2 O i
PN B IEARIL AR 957230 . GDPREE9Z: (2) (§) T H9%: (2) () IcHEHLL T
FEEDIERERIETHIENTED, LIRS T, 2O X7 B OO G4 K OV 1
e E DN E OHE LI - TR D,

As stipulated in Article 9 (2) (i) GDPR, such laws shall provide “for suitable and
specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy”. As similarly stipulated in Article 9 (2) (j) GDPR, such
enacted laws “shall be proportionate to the aim pursued, respect the essence of the
right to data protection and provide for suitable and specific measures to safeguard
the fundamental rights and the interests of the data subject”.

GDPRE;9% (2) (D IZHESINTWDINNZ, ENHLDIERT ;WT—5’£{ZI§@7P@%U&
OE 1, FRICE PR O FLE 2 R T 272D O G172 BARA e & | 2 HLE L 72T U
7272 [FIERIC, GDPREFISR (2) (DITHIESIL TV DI, ENHLDOHIEEIL, HEK
T 5 HBNTHABIL TRY, 7 — 2R DN OARE L EEL | 7 — X ERD EARAIHER
M ORI 2 PR 272D O 0)7 0 BARR R R E A HLUE L2 TR B2

Furthermore, such enacted laws must be interpreted in the light of the principles

1 See Opinion 3/2019 of the EDPB from 23.1.2019, page 7.

20194E1 H 23 A FEDPBD & [R.2019/3, ~—T 75K,
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pursuant to Article 5 GDPR and in consideration of the jurisprudence of the ECJ. In
particular, derogations and limitations in relation to the protection of data provided in
Article 9 (2) (j) and Article 89 GDPR must apply only in so far as is strictly necessary.'?

B2, ZNHOHIETEIL. GDPRFESSZLDJFHICIRSL T, 72, ECJDOEFZEEL
TSN hiE7en7aun, FEIZ, GDPREBISR (2) () M OVHESIFGICH E ST —#
DOURGEIZPE T DHI5 L ORI B (D BRI B 2 D i I SR T 7R b7

5 DATAPROTECTION PRINCIPLES
7 — 2 RFE O JF A

28. The principles relating to processing of personal data pursuant to Article 5 GDPR
shall be respected by the controller and processor, especially considering that a great
amount of personal data may be processed for the purpose of scientific research.
Considering the context of the present guidelines, the most important aspects of
these principles are addressed in the following.

GDPREBSSRITHEILL 728l N7 —Z OB BIE 32 R Al R SRR ZE 0 B
B TREDEANT —2BEAROIND FREME N HDH LA BB L T, & BLE K QLR |2
FOEEINRT T RDW, BITEOTARTA L DNEEZBEL T, ZNHDJFHI D
HEEAmZFLR T IUT, LT OB THL,

5.1 Transparency and information to data subjects
BV R T — 2 B~ oGt

29. The principle of transparency means that personal data shall be processed fairly and
in a transparent manner in relation to the data subject. This principle is strongly
connected with the information obligations pursuant to Article 13 or Article 14 GDPR.

FEIPEDJRAIEIE, AT — 2537 —2 FRICBEL TR OB MRS
TETERHONLZEEEW S 5, ZOFANE, GDPROZB IS UTH 14KITED L i@
HFE s LM BEL TV,

30. In general, a data subject must be individually informed of the existence of the
processing operation and that personal (health) data is being processed for scientific
purposes. The information delivered should contain all the elements stated in Article
13 or Article 14 GDPR.

— I, T —F ERIT, BHECEG SFET 228 MOl N (R 7 — 2138 #r9 E
HIDT=D IR DL TWDZ L% | EBINC A S IVRIT AUT R DA, SRS D IEHIC
. GDPREBI3G XUTF URIZED DI TNDT R TCOERZ NG FINLTNDHRETHD,

31. It has to be noted that researchers often process health data that they have not

12 See for example, regarding the Directive 95/46/EC ECJ 14.2.2019, C-345/17 (Buivids)
paragraph 64.
B 21X, F5 95/46/EC ECJ 2019 -2 A 14 ), C-34517(TAER) , "T7T7 64 2B,
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32.

33.

34.

obtained directly from the data subject, for instance using data from patient records
or data from patients in other countries. Therefore, Article 14 GDPR, which covers
information obligations where personal data is not collected directly from the data
subject, will be the focus of this section.

gL, LIXUIR, Bl X RE OFLENLO T — 2 UIME O BENCO T — 5%
FIRT 7L 7 —2 EENPOEERIGL CORWEET — 22 Bl ZEICE BT &
ThD, LIED>TMEANT =207 —F EERNHEBEIVES VWG Ol #5554«
HEL CODGDPREAG AR ar O L7 D,

5.1.1 When must the data subject be informed?
7 — X FERPEH X L7 T N7 O 7 RS RED>

When personal data have not been obtained from the data subject, Article 14 (3) (a)
GDPR stipulates that the controller shall provide the information “within a reasonable
period after obtaining the personal data, but at the latest within one month, having
regard to the specific circumstances in which the personal data are processed”.

ENT —2%T —2 EENLEHZIIFL QO 0EA . GDPREF 145 (3) (a) 1%, &2
Fix, TZ2OENT =2 P B0 BRI ZZEL T B AT — 22 G#% 0
AEMRBIEA, 72720 EBLEB 1 A N NZE M R L2200 id b n e BlE L
TWD,

In the current context, it has to be particularly noted that according to Article 14 (4)
GDPR, where “the controller intends to further process the personal data for a
purpose other than that for which the personal data were obtained, the controller
shall provide the data subject prior to that further processing with information on that
other purpose”.

BIE DRI ISV TIX, GDPREE 145 (4) ([ZHEILL €, [ ERE D, AT — 203 Hfs
SNT-HIEITRO B CTYUEANT —Z OB\ E T ET D% 6. TOEBEIX. 7
—Z ERITHL . Z OB OBAERTIZ, Ha%hlo A i HiF et L2
ROV ZEIRFICR BT RETHD,

In the case of the further processing of data for scientific purposes and taking into
account the sensitivity of the data processed, an appropriate safeguard according to
Article 89 (1) is to deliver the information to the data subject within a reasonable
period of time before the implementation of the new research project. This allows the
data subject to become aware of the research project and enables the possibility to
exercise his/her rights beforehand.

BHEREHOT — 22 8MOEHR -, SOICER b T — 2 OB ZE 8355
AL 89S (D) ITHEMLL 7@ 70 A HE B 1T, HTLWMIFSE Y ey =7 b S fiti i D & BRIV
RHIRNIZ, ZDEHRET —2 ERICRMT 22 THD, ZHUckh, 7 —F FRITf
TeT Y 2 M DT ENTE FHIC B COMEFRIDITHE S WREL 72D,
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5.1.2 Exemptions
RS

35. However, Article (14) (5) GDPR stipulates four exemptions of the information

36.

obligation. In the current context, the exemption pursuant to Article (14) (5) (b)
(“proves impossible or would involve a disproportionate effort”) and (c) (“obtaining or
disclosure is expressly laid down by Union or Member State law“) GDPR are of
particular relevance, especially for the information obligation pursuant to Article 14
(4) GDPR.

L2nL72235, GDPRHE142% (5) Tl A Z B (2O E WO H R A HLEL THD,
BUEDRPLUZ I TIE, GDPREE142% (5) (b) (IR ATREZFERA -2 X3t R7p A i 4 2
F21) KON e) (MBS SUEBZR A EUSUI IR E OEAICHIRISED HILTND ) I HE
PUU 7= 368 H PR D3RRI B9~ 5, L0io1T . GDPRES 145 (4) ICHEHLL 7= 3@ Fn 2 5 73 B il
ERAN

5.1.2.1 Proves impossible

AATREZ AEIH S %

In its Guidelines regarding the principle of Transparency,’” the former Article 29-
Working-Party has already pointed out that “the situation where it “proves impossible”
under Article 14 (5) (b) to provide the information is an all or nothing situation because
something is either impossible or it is not; there are no degrees of impossibility. Thus,
if a data controller seeks to rely on this exemption it must demonstrate the factors
that actually prevent it from providing the information in question to data subjects. If,
after a certain period of time, the factors that caused the “impossibility” no longer
exist and it becomes possible to provide the information to data subjects then the
data controller should immediately do so. In practice, there will be very few situations
in which a data controller can demonstrate that it is actually impossible to provide the
information to data subjects.”

FERMEOFANCBITDHART A AT T IR 295 IE, 1551455 (5) (b)
IZEDDIHERARUET DZLIIT AR AR THLIEZAEI T2 JE VDR BT, &2 TovEr
MOIRPL T D EREITHRTEL T D, (i[72 5 | r2NTA FTRE TH 0> T AIRE Tl
WIADOWT N THY, RAREDE G WNIIRNDDTHD, LIZR- T, 7 — 2 EHE N
ZOWHBRIMARAFL IO ET 256 MO HE T —# BRI T 222 EERIC
P DR ZRERA L22 i iU 7ebre v, — &I TR arRElz ol e I L7 RS 1
R T, 7 —F ERICE R IR T DN R o T2 AT, 7 — 2 B
FEHIZENEITORETHD, EERIZIT, 7 —2EHE N T —Z ERITE et
HTENFEERTAR TR THLHZLZREA TEDRIUTFEAERNTH A J LFERHL T D,

13 See the Guidelines on transparency under Regulation 2016/679 of the former Article-29
Working-Party from 11.4.2018, WP260 rev.01, 17/EN, page 29 (endorsed by the EDPB).

HEE29 SR AE R DO BIHI2016/67912 3 S FEFAMEICRE T HH AR T A D20184F-4 A 11 H

WP260 rev.01, 17 / EN, 29— (EDPBIZ LV 7&RR) 2,
Available at https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227.
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37.

38.

39.

40.

5.1.2.2 Disproportionate effort
WA 7 B H

In determining what constitutes disproportionate effort, Recital 62 refers to the
number of data subjects, the age of the data and appropriate safeguards in place as
possible indicative factors. In the Transparency Guidelines mentioned above,™ it is
recommended that the controller should therefore carry out a balancing exercise to
assess the effort involved to provide the information to data subjects against the
impact and effects on the data subject if they are not provided with the information.

WKL AHERERL T2 ODOREIZIBNT, BIC621E, 7 —F EROHK, 7 —F Dl
SR OGELON T E YRR E A ATRE AR R L TD, R DB AR T
AT, BEE X, T X ERICERE R T D7D B2 5 ) LA
RUELRWGE GO T — 2 ERA~DRBE K O R AT T 5720 NTUAZ b E
ITHOREZEPHEIES N TN D,

Example: A large number of data subjects where there is no available contact
information could be considered as a disproportionate effort to provide the
information.

B R AT REZR ARG ST AR R RN DT — 2 FARIT, F WA R T 5720 D K
AL RRESNDATREMED DD,

5.1.2.3 Serious impairment of objectives
H 1) D ZRA 75 e

To rely on this exception, data controllers must demonstrate that the provision of the
information set out in Article 14 (1) alone would nullify the objectives of the processing.

BRSNS T DITIE, 7 =2 EHE L. 145 (D ITRESNLTODIEHRD
TP D B THAR D H N ER) L7205 Z L2 RE L7221 TR B7Ruy,

In a case where the exemption of Article (14) (5) (b) GDPR applies, “the controller
shall take appropriate measures to protect the data subject’s rights and freedoms
and legitimate interests, including making the information publicly available”.

GDPR#3142% (5) (b) D HIERSM NSNS 6 . TEBE 1T, I RE N+ 528%
B T —Z EROHER KO A B N IE S 722 R i 2R GE3 72 0 | U7 R 8 4 5
CRRFIUTZRBZ20 [ EL TS,

5.1.2.4 Obtaining or disclosure is expressly laid down by Union or Member State law
B X AEFR iE. EUNIZINEE O ENERIC X Y BRIICEE T hTw b,

14 Guidelines on transparency under Regulation 2016/679 of the former Article-29 Working-
Party from 11.4.2018, WP260 rev.01, 17/EN, page 31 (endorsed by the EDPB).

2018 42 4 A 11 HDIHE 29 SAFEHS ORI 2016/679 (ZFEAS BV T2 AT A
> WP260 rev.01, 17/ EN, 31 ~3—7 (EDPB 2LV &) .
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41. Article 14 (5) (c) GDPR allows for a derogation of the information requirements in
Articles 14 (1), (2) and (4) insofar as the obtaining or disclosure of personal data “is
expressly laid down by Union or Member State law to which the controller is subject”.
This exemption is conditional upon the law in question providing “appropriate
measures to protect the data subject’s legitimate interests”. As stated in the above
mentioned Transparency Guidelines,'® such law must directly address the data
controller and the obtaining or disclosure in question should be mandatory upon the
data. When relying on this exemption, the EDPB recalls that the data controller must
be able to demonstrate how the law in question applies to them and requires them
to either obtain or disclose the personal data in question.

GDPRE;5145% (5) (c) id, 8 AT —Z D HUAF IEBA R A3 8 B 3% G L 72 HDEU U
IR EDEWIEIZ L > THRINIZED HIVTWD I TRY | 551455 (1), (2) KTV (4) Di@%n
DI a8 T D, 2O BRI, 7 —Z EROE L 2R 2R 5720
DY E | 2 HUEL TODMBEDOERZSRFLLTWD, EREOEHAETART A
ICRLEES L TVD IS ZENODOIERIET — 28 BE [ CIE R L L CWORITuE7e s
T\ Fo MO IBARITT — 2R UsH Thor & Th D, Z0iHFRIMNIK
f£3 556 EDPBIX, 7 —#&HE )| MBEOERNE DI LITEH S, 1512
DR N T — 2 OBUG X IBARZ ZR 0 A FE CERIT I RBRNENI T %
T2,

5.2 Purpose limitation and presumption of compatibility

H 1 o il [R & dE & o HEE

42. As a general rule, data shall be “collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible with those
purposes” pursuant to Article 5 (1) (b) GDPR.

JFRIEL T, 7 —#1%, GDPREIHS: 1 (b) I[ZHEHLL T, R E OB /RADDTE Y472 H
B TIEES L, £NHD BELIEG LRWITIETIBINTH M THRHONDZ LT )b
DET D,

43. However the “compatibility presumption” provided by Article 5 (1) (b) GDPR states
that “further processing for [...] scientific research purposes [...] shall, in accordance
with Article 89 (1), not be considered to be incompatible with the initial purposes”.
This topic, due to its horizontal and complex nature, will be considered in more detail
in the planned EDPB guidelines on the processing of health data for the purpose of
scientific research.

LUL72236, GDPRES5: (1) (b) ICHLE Sz S oHEE ) TIk, T TR EFSE

15 Guidelines on transparency under Regulation 2016/679 of the former Article-29 Working-

Party from 11.4.2018, WP260 rev.01, 17/EN, page 32 (endorsed by the EDPB).
2018 4F 4 H 11 H DA 29 KA OHIH] 2016/679 (ZHAEAMEIZB T2 ARTA
>, WP260 rev.01, 17/ EN, 32 ~— (EDPB [ZXV 7)o
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44,

HEOL--]oBMD BB TORN X, #5895 (D IZHEV, Yo B A LWk
L2 SN2 EDET B LTS, ZOR Y Z1E, FO KIS B M DT |
Bepigta B E LT T — 2 OB MZES 9 DEDPBA AR 74 CRUFEMIC G
SNDHTETHD,

Article 89 (1) GDPR stipulates that the processing of data for research purposes
“shall be subject to appropriate safeguards” and that those “safeguards shall ensure
that technical and organizational measures are in place in particular in order to
ensure respect for the principle of data minimisation. Those measures may include
pseudonymisation provided that those purposes can be fulfilled in that manner”.
GDPR#5895% (1) 1%, WF3E H I CTOT —Z OE N E U e RGEFH E DX 5 L7205 |
e RO ENLOTRGERE X, 7 — 25/ IMEDIRRI OB EZ MR T 5720 FricH
T S QSRR A E S G L D 2 LA MR L2 AU e b7, ZTHHDOHFEICIE, i
SO HHINZ D SE TS NDHE IR, AL E ENLTHHAD | EHEL TWD,

45. The requirements of Article 89 (1) GDPR emphasise the importance of the data

minimisation principle and the principle of integrity and confidentiality as well as the
principle of data protection by design and by default (see below).'® Consequently,
considering the sensitive nature of health data and the risks when re-using health
data for the purpose of scientific research, strong measurements must be taken in
order to ensure an appropriate level of security as required by Article 32 (1) GDPR.

GDPR#895% (1) D EAFIZ, 7 —Z e/ MU DRI 5842 K O 1 o0 JRHIE DS
T —RENAT AL R ONAT 7 4V O EEMEZRFIL TOD (L FES) ' L
TeD3o TR T — 2 O MEE e OB FRIBFZED A B CHRER T — 22 B35
BROVAYZE EL T, GDPRH;325: (1) TERINHEY 2L~ DX 2 VT 1 2 ik
T AT, TRAVLPNE DR SIZR2T UL,

5.3 Data minimisation and storage limitation
7 — X D/ MUK OPRAFH R

46. In scientific research, data minimisation can be achieved through the requirement of

specifying the research questions and assessing the type and amount of data
necessary to properly answer these research questions. Which data is needed
depends on the purpose of the research even when the research has an explorative
nature and should always comply with the purpose limitation principle pursuant to
Article 5 (1) (b) GDPR. It has to be noted that the data has to be anonymised where
it is possible to perform the scientific research with anonymised data.

16

Also see the Guidelines 4/2019 of the EDPB from 13.11.2019 on Data Protection by Design

and by Default (version for public consultation),

F7-.2019 4 11 A 13 BOTFANR— AT WAL K OT 74NN 5 EDPB DA ART A

42019 (X7 Vyra YT —rarO/N—rar) S BENT-0, available at
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-
article-25-data-protection-design_en
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47.

48.

49.

50.

BRI R B WL, IR ERZFE L., ZNOOFRAE MIEYNZ[mIZ 9 57-0
(CM BT — A ORA R NEE Tl T2V B 2B U T, 7 — XD/ MU FHEBL AT
REL2D, EOT —EZRENT, Z ORI RRIOME Z R S5 A 2BV THAFED
HAIZL > TEARD | GDPREFSS 1 (b) (IZHEHLL 7= B il BR O LRI & & 12 sy 4 &
Thb, ek, EAfLINT ‘—5T$+%Eﬁﬁﬁn%ﬁ5:<‘:7ﬁ§ﬁfﬁ‘éf£%é\édi\ T —H%
EAALSHART TR BN LI E T RETHD,

In addition, proportionate storage periods shall be set. As stipulated by Article 5 (1)
(e) GDPR “personal data may be stored for longer periods insofar as the personal
data will be processed solely for archiving [...] scientific purposes [...] in accordance
with Article 89 (1) subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to safeguard the rights
and freedoms of the data subject”

F7o, BRI Ze R ISR T O T T 72 b7evy,  GDPREESS: (1) (e) THIES
WTCWDINZ, MEAT —2I%, 7 —Z F RO KO H 2R T 27D AR H I 3 22
*Téﬁ@]fciﬁfﬁﬁ/]&'()\n’?ﬂ%iﬁ/]?t%%uﬁl/é;E%*ﬁ:&bf\ F89% (D IV, £
25, BRAF B0 TR PR B B0 1D B O T2 I L5 RY . JO EHIFRFTED ],

In order to define storage periods (timelines), criteria such as the length and the
purpose of the research should be taken into account. It has to be noted that national
provisions may stipulate rules concerning the storage period as well.

PRAFHEAR] GE R 2 E R T DT, RO ES K D EHREDEELZET RET
H5, HPNEOHES (R WIMICEE T2V — N ZEHHAZEN TELILITH ET N
TdHD,

5.4 Integrity and confidentiality
e e B O

As mentioned above, sensitive data such as health data merit higher protection as
their processing is likelier to lead to negative impacts for data subjects. This
consideration especially applies in the COVID- 19 outbreak as the foreseeable re-
use of health data for scientific purposes leads to an increase in the number and type
of entities processing such data.

FRL7IDC T — el D' T 4T T —2E, ENLORIR R T — 2 F
RIS A B X DRTREMEDS R W80 IREL TR DAl 0D, ZDEZRIL, #
T2 BT O FET — 2 D HRASNOZEN TFRISNDZEND, ZDLH72T —
5 7% WAl D AR DB OIS G I3 58 Az e 07 A )L ZEGRE DFE AN I THF
(2 TIEES,

It has to be noted that the principle of integrity and confidentiality must be read in
conjunction with the requirements of Article 32 (1) GDPR and Article 89 (1) GDPR.
The cited provisions must be fully complied with. Therefore, considering the high risks
as outlined above, appropriate technical and organisational up-to-date measures
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51.

52.

53.

54.

must be implemented to ensure a sufficient level of security.
TEAME K OBEEPEO T AL, GDPREE325 (1) X U'GDPRHE89%% (1) DEAF LT
MENRTIUTROIRNWZ LI E T RETH D, 5| HSNTZHUEITERIE TSNl T
EZB7n, L3> T, EL7Z@ W AZ 2 EE LT, 072~ O X a7 1%
Telr3 D720 U2 BT Y S OSHAR A7 it DFTE S8 U ORI U b7aun,

Such measures should at least consist of pseudonymisation,’” encryption, non-
disclosure agreements and strict access role distribution, restrictions as well as logs.
It has to be noted that national provisions may stipulate concrete technical
requirements or other safeguards such as adherence to professional secrecy rules.

ZDIOIHEE L, DIl ARAARY | B 50, B CRFFE) K DN 72T 7 2 A e
DTG HI IR e 7 TR SN D RETH D, ENHE TIL, BAARRZR BT R A
XATHEA LINOFF TG I 3 DT 1 O 2 SO R E A HUE T 5280
TELIEIZHET NETHD,

Furthermore, a data protection impact assessment pursuant to Article 35 GDPR must
be carried out when such processing is “likely to result in a high risk to the rights and
freedoms of natural persons & quot; pursuant to Article 35 (1) GDPR. The lists
pursuant to Article 35 (4) and (5) GDPR shall be taken into account.

IHIT, GDPREEISSFRITHEILL 7o 7 — ZORFEETANI L, Z DIV T AR A
ORI Je O H TR WU AZ Z S 7B AT REME D @ WO | S B T B S 2T iuE e b7
VY, GDPREE355 (1) IZHEHL, GDPREE355% (4) e ON(5) IZHEHLL 72U AR Z JE 72T
(B SYAN AN

At this point, the EDPB emphasises the importance of data protection officers. Where
applicable, data protection officers should be consulted on processing of health data
for the purpose of scientific research in the context of the COVID-19 outbreak.

ZOK T, EDPBIL, 7 —#1%i#A 7 4 — (DPO) O BB AR T 5, %47 5%
A aa A VA EGUEDFEE FIZB T LR PRI EE: B & T DT — 2D
B NZDE | DPOIHE T RETHD,

Finally, the adopted measures to protect data (including during transfers) should be
properly documented in the record of processing activities.

IR, T —FERET DDA SN E (7 — 2B iaiF 2 5 o) 13, BRdEE)
DFLERITE TN L E L SNDHRETH D,

17t has to be noted that personal (health data) that has been pseudonymised is still regarded

as

‘personal data“ pursuant to Article 4 (1) GDPR and must not be confused with “anonymised

data” where it is no longer possible for anyone to refer back to individual data subjects. See for
example Recital 28.

RSN (T — %) 13, GDPR D 4 & (1) I[ZfE> THRA T —# L RS, G
b7 —HERERFETDIEDOTERWIEALINIZT —F JLIRFEIL TUIRHRNWIEITERS
T2, T2 20 BT 28 & FRELTZ 0,
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56.

57.

58.

6 EXERCISE OF THE RIGHTS OF DATA SUBJECTS
7 — X ERDMHEN D T{E

In principle, situations as the current COVID-19 outbreak do not suspend or restrict
the possibility of data subjects to exercise their rights pursuant to Article 12 to 22
GDPR. However, Article 89 (2) GDPR allows the national legislator to restrict (some)
of the data subject’s rights as set in Chapter 3 of the regulation. Because of this, the
restrictions of the rights of data subjects may vary depending on the enacted laws of
the particular Member State.

JFRIEL T, BUEDFTR mmF 0 AV ZEGEDFEAED LRI TIX, 7 —F KD
GDPREF 12225 I HEHLL T H CLOMERZATHE 9%l et 2 — RpE 1k S| R
FTHZEFR, LOLARAE, GDPREESIZ (2) 1%, GDPROFIFE THIESN TNDHLED
(2 EDNLIEE LT —Z FAROHER D (—#F) Z IR T 52 L2780 TD, ZD720, 7
— X EROHER ORI, R EDOIEEOENIEIZL > TRZRVES,

Furthermore, some restrictions of the rights of data subjects can be based directly
on the Regulation, such as the access right restriction pursuant to Article 15 (4)
GDPR and the restriction of the right to erasure pursuant to Article 17 (3) (d) GDPR.
The information obligation exemptions pursuant to Article 14 (5) GDPR have already
been addressed above.

EHIT, T =2 EERDOHERIDONL SOl IRI%, GDPREE 155 (4) IZHEHLT 57 7 & A
FEDH IR M "GDPREE172% (3) (d) IZHEHL T 51 EMEDHIR72E | GDPRA [EAZARHLE
HTENTED, GDPRHI145% (5) GDPRIZHERL$ 23 H 8 75 D1l A FRAMZ DWW TiE, &7
TIZ RRE TR LT,

It has to be noted that, in the light of the jurisprudence of the ECJ, all restrictions of
the rights of data subjects must apply only in so far as it is strictly necessary.®

ECIDIEF-DBLEING 7 —Z EAROMERNI X5 ~TOMI BRI, B LB
AZDHEHN ST TR NI BT RETHD'",

7 INTERNATIONAL DATA TRANSFERS FOR SCIENTIFIC RESEARCH

PURPOSES
BleAmmise 2 B & L7z 7 — 2 o EFR SR

Within the context of research and specifically in the context of the COVID-19
pandemic, there will probably be a need for international cooperation that may also
imply international transfers of health data for the purpose of scientific research
outside of the EEA.

WFFED SR, R TR 0 AV ZEGUE D/ T Iy 7 DIRPL FIZRB W TR, BL

8 See for example, regarding the Directive 95/46/EC ECJ 14.2.2019, C-345/17 (Buivids)
paragraph 64.
72l z X, 54 95/46 / EC ECJ 2019 4E 2 H 14 H ., C-345 / 17 (Buivids) , 735757 64 &%

M

W\ o
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SLE BRI 1 1 2L B L 20 | EEAS OB AR 2 B B & LT R T — & O [E i
Bliz B T52LbH 5D,

When personal data is transferred to a non-EEA country or international organisation,
in addition to complying with the rules set out in GDPR,'® especially its Articles 5
(data protection principles), Article 6 (lawfulness) and Article 9 (special categories of
data),? the data exporter shall also comply with Chapter V (data transfers).?'

fH N7 — 2 S IEEEAE UL E BB B LS L2556 GDPRIZED LTz /b —/b,
FrZZ D55 (7 — 2R DY) | 55655 GRETENE) M OHISR (T —2 DRERR 17
V) & WSF 4 HZ8ITNA T, 7 —Z & 1T, HEE (7 —FBHR) [T OV ThH T LR
FUFes72n,

In addition to the regular transparency requirement as mentioned on page 7 of the
present guidelines, a duty rests on the data exporter to inform data subjects that it
intends to transfer personal data to a third country or international organisation. This
includes information about the existence or absence of an adequacy decision by the
European Commission, or whether the transfer is based on a suitable safeguard from
Article 46 or on a derogation of Article 49 (1). This duty exists irrespective of whether
the personal data was obtained directly from the data subject or not.

RITARTAL DTR—Y (FIFRIZE W T 14— V) [ZFEHE S O Dl i OF B 1%
BRI A T AT =25 = ESUIE BB T 2 T ETHIZ L2 T — 4 F
RICBET DR BN, 7 —H I SRS TS, 2, BROINEBRITL D45
PERRE DA B3 H1F . SUE, HREB RN 546 52 O U7 PR i A L <13 5549
FDDOBISMIESNTNDDDIERPE FD, ZOFRBIT EHANT —F 0T —ZER
DOEERGSNTNE NI TIFET D,

In general, when considering how to address such conditions for transfers of
personal data to third countries or international organisations, data exporters should
assess the risks to the rights and the freedoms of data subjects of each transfer??
and favour solutions that guarantee data subjects the continuous protection of their

19 Article 44 GDPR.

GDPR#5445

20 See sections 4 to 6 of the present Guidelines.

KITARGAL DT a 45655,

21 See the Guidelines 2/018 of the EDPB from 25.5.2018 on derogations of Article 49 under
Regulation 2016/679, page 3, on the two-step test,

2AT YT T ANMIOWTIL, #2016 / 679125495 D BISM BT 95201845 H 25 A f+F
EDPBOAARTA2/2018, ~— 3% 2 M,
available at https://edpb.europa.eu/our-work-tools/our-documents/smjernice/guidelines-22018-
derogations-article-49-under-regulation_en.
22 International Data Transfers may be a risk factor to consider when performing a DPIA as
referred to in page 10 of the present guidelines.

BUEDTARTAL DI0N—VTE RSN TWDEIIT, DPIAZEIT T DBRTIE, HER T —Zi5ik
BIE T REYAZERNTe D AT REMEN B D,
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62.

63.

fundamental rights and safeguards as regards the processing of their data, even after
it has been transferred. This will be the case for transfers to countries having an
adequate level of protection,?® or in case of use of one of the appropriate safeguards
included in Article 46 GDPR,?* ensuring that enforceable rights and effective legal
remedies are available for data subjects.

— I, 5 = E UL E BB ~OE N T — 2 OB T 52D L7 RN
ST D E T 256 7 —ZIHE L, SBEPICBT 57 —F EROHERN LW
B HIZK T 2VAZ &ML . 7 —Z ERDOENT —F BRI % IZB W TH, £0
T =2 DAL, 7 —F EAROIEARR 2R L OO B 27 — 2 FARITIRGE
FTOMRRREABZDNETH D, ZHUT, BURL IV OIRERE LA T DE OB
DA, XIXGDPREFA6RITIE D L U2 R HE O — S & R T 256 T, IEM
SR 1D &2 HER M OB R BIZRIERIBOE RN T —Z EIRITRGESN TV D5 B Th D,

In the absence of an adequacy decision pursuant to Article 45 (3) GDPR or
appropriate safeguards pursuant to Article 46 GDPR, Article 49 GDPR envisages
certain specific situations under which transfers of personal data can take place as
an exception. The derogations enshrined in Article 49 GDPR are thus exemptions
from the general rule and, therefore, must be interpreted restrictively, and on a case-
by-case basis.?® Applied to the current COVID-19 crisis, those addressed in Article
49 (1) (d) (“transfer necessary for important reasons of public interest”) and (a)
(“explicit consent”) may apply.

GDPRH5455% (3) IZHEHLL 7= +/3 MEDFEE XIXGDPREEA6 5\ CHEPLL 72 i 90 72 it hi
B2V A | GDPREIA9GIE, FilShE L TIE N T — X DREER D Al REZR 45 E DR i A A8
ELTWD, LT2h > T, GDPREAISRITHLIE S TODBISM T, — BRI H 0056 R
HTHY, EIHL, T — AN — A THIRATAERE 2T U722 6700, BLIEOHT
Tza S0 AV AREGHE O fERE I8 S D58 1203, 55495 (1) (d) (TAIEoFZE DO
RIGFROTZO DML ]) KO (a) (THIRIVRFEE D IZBWTE RSN THWDHHD
DA SNDATREMER DV E T,

The COVID-19 pandemic causes an exceptional sanitary crisis of an unprecedented
nature and scale. In this context, the EDPB considers that the fight against COVID-
19 has been recognised by the EU and most of its Member States as an important

23 The list of countries recognised adequate by the European Commission is available at
MINEERICX ) +oWRE %22 T3 EDO U X MZLUT 2 5 &SR HE

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-
protection/adequacy-decisions_en

24 For example standard data protection clauses pursuant to Article 46 (2) (c) or (d) GDPR, ad

hoc contractual clauses pursuant to Article 46 (3) (a) GDPR) or administrative arrangements
pursuant to Article 46 (3) (b) GDPR.

7zL X, GDPR 2 46 55 (2) (¢) 3T (d) IZEEDAFEHERY 7 — 217515, GDPR % 46 5= (3)
(a) IZ SRR DI ZLTE, iE GDPR 5 46 2k (3) (b) 123 S<ATEUH 2,
%5 See Guidelines 2/2018, page 3.

AN T4 22018, ~— 3 S,
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public interest,?® which may require urgent action in the field of scientific research
(for example to identify treatments and/or develop vaccines), and may also involve
transfers to third countries or international organisations.?’

H a0 ANV ARYLRE D /3 Ty 71, BHFI D72 EE K OSRBLO R 5172 2k
fEfZz 5 Z 9, ZOARIZIBVT, EDPBIZ, Fillam )0 A L A GE 23 5 R
WHAEUKR DI EOIFEAEICE > THERALOFRFEL TRESh TN HEE
ZTHEY*, 2T, BHFRIBFEO 53 B BT 2B AOTE) (B 21X InIRIEDFE &
O/ XIFU 7 F o DRRFE) IS THAIL, 5 = E I EBREE ~ OB I 5 2Lt
HAHH,

64. Not only public authorities, but also private entities playing a role in pursuing such
public interest (for example, a university’s research institute cooperating on the
development of a vaccine in the context of an international partnership) could, under
the current pandemic context, rely upon the derogation mentioned above.

NS D Z 7253 £ DX R AL DOFIZE OB RISV THREIZ K- REFIE
(BIZIX, EBEH S =R —2 o T OIEETY 7T OB /1L TOD KEFEOIFSEAT)
b, BUED/ ST Iy ORPLFIZBWTE, ERROBISMNKFET 22N TEL,

65. In addition, in certain situations, in particular where transfers are performed by private
entities for the purpose of medical research aiming at fighting the COVID-19

26 Article 168 of the Treaty on the Functioning of the European Union recognises a high level of
human health protection as an important objective that should be ensured in the implementation
of all Union policies and activities. On this basis, Union action supports national policies to
improve public health, including in combatting against major health scourges and serious cross-
border threats to health, e.g. by promoting research into their causes, transmission and prevention.
Similarly, Recitals 46 and 112 of the GDPR refer to processing carried out in the context of the
fight against epidemics as an example of processing serving important grounds of public interest.
In the context of the COVID-19 pandemic, the EU has adopted a series of measures in a broad
range of areas (e.g. funding of healthcare systems, support to cross-border patients and
deployment of medical staff, financial assistance to the most deprived, transport, medical devices
etc.) premised on the understanding that the EU is facing a major public health emergency
requiring an urgent response.

BRNE S OBEREIC P 24K DB 1685:1%, A DT X TOBEIRLIHE D FEfi 25\ TR
SNONETHERAFLL T mOL~L DO NFEORFEREZRL TOD, ZIUTESWT, HE
OIEFENTE ROMEFEZ S E T 5720 DEFBRE ST 5, Ziudid, FEEA R OE 5
R T RAN TR RE A~ DB B BT ENDDJRE ARG R O PRI OWTOME AR ET 5
IRENEEND, [FERIZ, GDPRATIC46L1121%, AHLDOFIZRITE LD BHRNOFIEL T, /73
Y7 EDRINDAL T I ANTFEITSNDBR N EZ I T D, BUIET A ST AL 2D/ T
Y ZICEEL T MRV B C— @ DR E AR LTS (7L 2T, BV AT A~ B £ 17
ik, EE AR T2 BFE DR EIRAS T Ol b A ENRN N 2 ~D B | ik,
ERg R E) Zid, EURBROXGA HE LT 2 FERARM A LOBRSFRBIZETL T
HEWVHERZ AR EL TVD,

27 The EDPB underlines that the GDPR, in its Recital 112, refers to the international data
exchange between services competent for public health purposes as an example of the
application of this derogation.

EDPB (%, GDPR Rij3C 112 T, A%REAED B BT LIV —E AW O EEE T — X A Z O
Bl ORI EL TSR TWHZ LA T8 5,
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66.

67.

68.

pandemic,?® such transfers of personal data could alternatively take place on the
basis of the explicit consent of the data subjects.?

BT, FFEDORBUTIB W TE, FRTHTR a7 A )V ZEGE DR Ty 7 L OB
W HELTZE PRI EZ B B L CRABRICIO B M T O N 556% AT —
ZDZDIHRFEHAT, BT iEEL T, 7 =2 EROPRIIRFREICE SN T T
&b AHHY,

Public authorities and private entities may, under the current pandemic context, when
it is not possible to rely on an adequacy decision pursuant to Article 45 (3) or on
appropriate safeguards pursuant to Article 46, rely upon the applicable derogations
mentioned above, mainly as a temporary measure due to the urgency of the medical
situation globally.

INBORERE K ORBFIMRIL, BIFED /ST Iy 7RI T2\ T, 854555 (3) IZHERLL
Te o PEDREE AT H A6 RITHEILL 7o BN 22 R R IR AT T D 28D TE NG A
F LU THAMZRERRDLO BRI I —REpy2 i@ & L <. RELoomE H rTREZ2 5114+
IHAFTHIENTED,

Indeed, if the nature of the COVID-19 crisis may justify the use of the applicable
derogations for initial transfers carried out for the purpose of research in this context,
repetitive transfers of data to third countries part of a long lasting research project in
this regard would need to be framed with appropriate safeguards in accordance with
Article 46 GDPR.*

DN T T 0 A )V ZEGYE DGO PEEIZID . ZOSURIZISIT D080 H 1Y
THEATINT L HI ORI FH SN DB O B IE S LSNDEEICH 0T, 2O R
T DRMNCOIEOME T mY =/ bO—BREL T, 7 — 4 &5 ZEICHE KL R
%61, GDPREEA6SRITNES T, 1 U)o RFERTE I LD M LD LB A B A5,

Finally, it has to be noted that any such transfers will need to take into consideration
on a case-by-case basis the respective roles (controller, processor, joint controller)
and related obligations of the actors involved (sponsor, investigator) in order to
identify the appropriate measures for framing the transfer.

RIBIZ, ZOIDRBERIZB N TL, T OBERE AL $ 57230 O Y7045 8 2 %5 iE
TR AN — AT TN ENOKE (BB JHE | SLREHE) & O
REH AR — HER) OBRET LR ELZE T OLERHLLITHE T RETH
Do

28 In accordance with Article 49 (3) GDPR, consent cannot be used for activities carried out by
public authorities in the exercise of their public powers.

GDPR % 49 25 (3) (29, AHE ) OATEEIZ 38U TR RIS i D 1H BN R 24 5
HZEITTERRN,
29 See EDPB Guidelines 2/2018, section 2.1

EDPB HARF A2 2/2018, ¥ ar 2.1 &,

30 See EDPB Guidelines 2/2018, page 5.

EDPB HART AL 2/2018, 5 _X— a5 M,
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8 SUMMARY
R

69. The key findings of these guidelines are:
INOHDTARTA L DERFTRIL, LT DEBY THDH,

1. The GDPR provides special rules for the processing of health data for the
purpose of scientific research that are also applicable in the context of the
COVID-19 pandemic.

GDPRIZ, Hlmm )0 A )V AEGSE D/ 7 1y 7 D RICIS O ThH i H FTREZR
BFAIEgE A B L LT 7 — 2 DB M B3 D8RR L — VA HLEL TV
Do

2. The national legislator of each Member State may enact specific laws pursuant
to Article (9) (2) (i) and (j) GDPR to enable the processing of health data for
scientific research purposes. The processing of health data for the purpose of
scientific research must also be covered by one of the legal bases in Article 6
(1) GDPR. Therefore, the conditions and the extent for such processing varies
depending on the enacted laws of the particular member state.

FINRE OSLIEF X, GDPRE IS (2) () KOG IZHERLL T, BHr9bF7E% H
eI T — 22 D Z &% ATREIC D4 E DIEFRZHE T HZ LN TED,
BRI gE2 B B E LT T —Z OB . GDPREE62 (1) DiERIAR LD —
DTHN=ZNRTIUTZRBI20, LTe3 > T, E DI 72 B\ D 54 K OV
(. FEE DINRE O EEIZ X 272D,

3. All enacted laws based on Article (9) (2) (i) and (j) GDPR must be interpreted
in the light of the principles pursuant to Article 5 GDPR and in consideration of
the jurisprudence of the ECJ. In particular, derogations and limitations in
relation to the protection of data provided in Article 9 (2) (j) and Article 89 (2)
GDPR must apply only in so far as is strictly necessary.

GDPREIZR(2) 5 (D) KON () IZESEHIE ST X TOEHIL, GDPRAFSHS
(CHERLL 7= JFHINC RS L C, F72, ECJDIE A BB L TRIRS 2T n7eun,
R, GDPREEISR (2) (j) K UVEEBIZR (2) IZB W THIESN TV DT — X DIRGEIC
B3 2B 54 S OVIRR T, B |2 L B2 85 B IS D Z il SR T U7 B 720,

4. Considering the processing risks in the context of the COVID-19 outbreak, high
emphasise must be put on compliance with Article 5 (1) (f), Article 32 (1) and
Article 89 (1) GDPR. There must be an assessment if a DPIA pursuant to Article
35 GDPR has to be carried out.

Hr =m0 AV AEGYEDFEA TR DB WD Y A2 AT GDPR
5% (1) () | 5325k (1) L UVEE89S: (1) OBEAFIZHE R ED NI Blauy,
GDPRHS35GRICHEILL 7=DPIAZ FEfi 3~ R EMNEIDN DR A2 ST AT 7B 7
AN
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5. Storage periods (timelines) shall be set and must be proportionate. In order to
define such storage periods, criteria such as the length and the purpose of the
research should be taken into account. National provisions may stipulate rules
concerning the storage period as well and must therefore be considered.

PRAFHI ] GEIREE) 2388 E SAVRITAUTRG T B TRITIUTRBR0, 20
JORRAFHIRI Z E T D720 DR S M N H 2L DI HER B EINDRE
Tho, HNBLES FIARFHIRICRE T 2L — L ZEDLIENTEDD, BES
NZRTHITZRB20,

6. In principle, situations as the current COVID-19 outbreak do not suspend or
restrict the possibility of data subjects to exercise their rights pursuant to Article
12 to 22 GDPR. However, Article 89 (2) GDPR allows the national legislator to
restrict (some) of the data subject’s rights as set in Chapter 3 of the GDPR.
Because of this, the restrictions of the rights of data subjects may vary
depending on the enacted laws of the particular Member State.

AL LT, BAEOF R aa )7 A L ADFEAEDIRDILIL, GDPREE 125055522
FRITHEILL T, 7 —Z EEDH COMERZATEE S 2 T RE M2 — Refs Lk SUTHIBR
HHO T2V, LoxL72A3 5, GDPREE895: (2) 1X, GDPROF3HE THEZIL TV
DI EOSLEF T —Z EIROHER] D (W <O00) il RS2 22388 T
Do ZOT2 T — 2 EROMERIORIBRIZ. 5 E DN W E OfE #EIC Lo TRARY
%,

7. With respect to international transfers, in the absence of an adequacy decision
pursuant to Article 45 (3) GDPR or appropriate safeguards pursuant to Article
46 GDPR, public authorities and private entities may rely upon the applicable
derogations pursuant to Article 49 GDPR. However, the derogations of Article
49 GDPR do have exceptional character only.

[E B A IC DV T, GDPREE455% (3) ICTHEILL 7=+ 0 ME DR E DR WG |
XILGDPREFA6 RIS YEHL L T BN 2 RGERT B S 72 W L A RIBREE S OV [
13, GDPREFAISRITHEILL 738 FH AT REZR BIAMTAKAF T DN TED, Ll
5. GDPREBAIFDFISML, BISIRMEE DS DD IHTIHD,

For the European Data Protection Board
B 7 — X (RS
The Chair
R
(Andrea Jelinek)
(7vFLv7T A4x2V%7)
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